
 
 

 FERPA, Student Digital Privacy, and AI 
 

AI AND FERPA: SCENARIOS  
●​ Can faculty submit student work to AI detectors - without their institution owning a 

license for the service?  

o​ The Supreme Court ruled neither homework nor classwork are part of a student’s 

educational record, therefore they are not protected by FERPA (Are Student Files 

Private? It Depends; Owasso Independent School Dist. No. I-011 v. Falvo, 534 U.S. 

426, 2002).  The grades on that work, however, are protected by FERPA as part of 

a student’s educational record 

o​ In light of the above, if all identifiable information about a student (name, grade, 

course, student identification number, etc.) has been removed from that work, 

then Personally Identifiable Information (PII) is being protected 

●​ Can faculty require students to create AI accounts in order to complete homework? Can 

faculty require students to use AI in order to complete homework? 

o​ Setting up an AI account requires the sharing of information classified as PII.  

However, some of that information may be disclosed without concerns of FERPA 

violation if the institution has declared it Directory Information 

o​ Mainstream AI platforms lack transparency in regards to data sources, data 

collection, data mitigation, and data use (The Foundation Model Transparency 

Index) 

o​ Using AI models removes any school/district oversight and/or control over 

potentially-shared PII data  

o​ Pew Research has shown “[t]eens are sharing more information about 

themselves on social media sites than they did in the past.”  Some privacy 

experts have raised concerns the sharing of PII could bleed into AI model use 

o​ The study “Beyond Memorization: Violating Privacy Via Inference With Large 

Language Models” revealed AI models can infer personal information about users 

even if they do not provide them.  Thus, it’s technically possible for AI models to 

deduce aspects of a student’s PII 

●​ Can students under 18 years of age interact with AI models? 

o​ The terms-of-use shared below (from mainstream AI models) expect adult-aged 

users; they allow under-age users with parental/guardian approval 

▪​ Claude2 (Anthropic) = at least 18 years old 

▪​ Bard (Google) = 18 years and older  

▪​ Bing (Microsoft) = at least 13 years old; if under 18, parental or guardian 

consent expected 
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▪​ OpenAI (ChatGPT; DALL·E) = at least 13 years old; if under 18, parental or 

guardian consent expected 

▪​ Perplexity (Perplexity AI) = at least 13 years old; if under 18, parental or 

guardian consent expected 

▪​ personal.ai (Human AI Labs Inc.) = 16 years of age 

▪​ Pi (Inflection AI) = “our services are not intended for minors under the 

age of 18” 

▪​ Poe (Quora) = at least 18 years old 

 

DATA SHARING/DISCLOSURE VIA ONLINE EDUCATIONAL SERVICES 
FERPA-RELATED 

“Schools and districts will typically need to evaluate the use of online educational services on a 

case-by-case basis to determine if FERPA-protected information (i.e., PII from educational 

records) is implicated.  If so, schools and districts must ensure that FERPA requirements are 

met.” (Page 3, Protecting Student Privacy While Using Online Educational Services: 

Requirements and Best Practices) 

Institutions may work with third party educational tech providers if: 

●​ “Metadata that have been stripped of all direct and indirect identifiers are not 

considered protected information under FERPA because they are not PII.” (Page 3); this 

process is referred to as “de-identifying” 

●​ When creating user accounts, information students share may fall under the “directory 

information” exemption – however, due to the ability to opt out, applying the “school 

official” exemption is preferred 

●​ SUMMARY: “It is important to remember, however, that student information that has 

been properly de-identified or that is shared under the “directory information” 

exception, is not protected by FERPA, and thus is not subject to FERPA’s use and 

re-disclosure limitations.” 

“The FERPA school official exception is more likely to apply to schools’ and districts’ use of 

online educational services. Under the school official exception, schools and districts may 

disclose PII from students’ education records to a provider as long as the provider:  

1.​ Performs an institutional service or function for which the school or district would 

otherwise use its own employees;  

2.​ Has been determined to meet the criteria set forth in in the school’s or district’s annual 

notification of FERPA rights for being a school official with a legitimate educational 

interest in the education records;  
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3.​ Is under the direct control of the school or district with regard to the use and 

maintenance of education records; and  

4.​ Uses education records only for authorized purposes and may not re-disclose PII from 

education records to other parties (unless the provider has specific authorization from 

the school or district to do so and it is otherwise permitted by FERPA).” (Page 4) 

Limits to data sharing: 

●​ Tech service providers can only use student data to perform services explicitly outlined 

in their contracts 

●​ Tech service providers cannot share (or sell) any FERPA-related information to another 

outlet or re-use it for other purposes “except as directed by the school and as permitted 

by FERPA” (Page 5) 

Issues of data control (typically outlined via a contract or legal agreement, Page 9): 

●​ “Make clear whether the data collected belongs to the school/district or the provider” 

●​ “Be specific about the information the provider will collect” 

●​ “Define the specific purposes for which the provider may use student information, and 

bind the provider to only those approved uses” 

●​ “If student information is being shared under the school official exception to consent in 

FERPA, then it would also be a best practice to specify in the agreement how the school 

or district will be exercising “direct control” over the third party provider’s use and 

maintenance of the data” 

●​ “Specify whether the school, district and/or parents (or eligible students) will be 

permitted to access the data (and if so, to which data) and explain the process for 

obtaining access” 

 

PROTECTION OF PUPIL RIGHTS AMENDMENT (PPRA)-RELATED 

PPRA prescribes: 

●​ A school district “directly notify parents of students who are scheduled to participate in 

activities involving the collection, disclosure, or use of personal information collected 

from students for marketing purposes, or to sell or otherwise provide that information 

to others for marketing purposes, and to give parents the opportunity to opt-out of 

these activities.” (Page 6) 

●​ “PPRA has an important exception, however, as neither parental notice and the 

opportunity to opt-out nor the development of adoption of policies are required for 

school districts to use students’ personal information that they collect from students for 
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the exclusive purpose of developing, evaluating, or providing educational products or 

services for students or schools.” (Page 6) 

●​ Parents have rights to review instructional materials 

PPRA, which applies to all students until they turn 18, “is invoked when personal information is 

collected from a student.” (Page 6)  

●​ “The use of online educational services may give rise to situations where the school or 

district provides FERPA-protected data to open accounts for students, and subsequent 

information gathered through the student’s interaction with the online educational 

service may implicate PPRA.” (Page 6) 

●​ Whether FERPA and/or PPRA apply “depends on the content of the information, how it 

is collected or disclosed, and the purposes for which it is used.” (Page 6) 

 

FERPA: Family Educational Rights and Privacy Act (1974)  
●​ (2011) Updates: Institutions that are FERPA compliant: 

o​ Can adopt limited directory information to share with specific parties, for specific 

purposes, or both (without consent) 

o​ “[A]re responsible for using reasonable methods to ensure that their authorized 

representatives comply with FERPA” 

o​ “[M]ust use a written agreement to designate an authorized representative 

(other than an employee)” 

 

DEFINITIONS 
FERPA defines Educational Records as: records directly related to a student that are maintained 

by an educational agency or institution or by parties acting for the educational agencies or 

institutions.  The information can be in the form of (but not limited to) “handwriting, print, 

computer media, videotape, audiotape, film, microfilm, microfiche, and email.” 

(Studentprivacy.ed.gov) 

FERPA defines Personally Identifiable Information (PII) as: identifiable information that is 

maintained in education records and includes direct identifiers, such as a student’s name or 

identification number, indirect identifiers, such as a student’s date of birth, or other information 

which can be used to distinguish or trace an individual’s identity either directly or indirectly 

through linkages with other information. (Studentprivacy.ed.gov) 

●​ Name and address 

●​ Name and address of parents or other family members 

4 
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https://www.federalregister.gov/documents/2011/12/02/2011-30683/family-educational-rights-and-privacy
https://studentprivacy.ed.gov/faq/what-education-record
https://studentprivacy.ed.gov/content/personally-identifiable-information-education-records#glossary-node-218
https://studentprivacy.ed.gov/content/personally-identifiable-information-education-records#glossary-node-210
https://studentprivacy.ed.gov/content/personally-identifiable-information-education-records#glossary-node-248
https://studentprivacy.ed.gov/content/personally-identifiable-information-education-records#glossary-node-227
https://studentprivacy.ed.gov/content/personally-identifiable-information-education-records#glossary-node-210


 
 

●​ Personal identifiers: Social Security number, student ID #, biometric records (facial 

characteristics, retina or iris patterns, voiceprints, DNA sequences, fingerprints, 

handwriting) 

●​ Other indirect identifiers: date of birth, place of birth, mother’s maiden name 

●​ Other information that could allow re-identification of a student with reasonable 

certainty 

●​ Information requested by a personal who the school reasonably believes knows the 

identity of the student to whom the record relates 

 

FERPA defines Directory Information as: information contained in an education record of a 

student that would not generally be considered harmful or an invasion of privacy if disclosed. 

(Studentprivacy.ed.gov)  

●​ Student’s name 

●​ Student’s address 

●​ Date of birth and place of birth 

●​ Photographs 

●​ Participation in officially-recognized activities or sports 

●​ Field of study 

●​ Enrollment status 

●​ Degree and awards 

●​ An athlete’s height and/or weight 

●​ Dates of attendance 

●​ Most-recent school(s) attended 

●​ Grade level 

 

DATA SHARING/DISCLOSURE 
FERPA’s Disclosure Provision allows the sharing of PII, without consent, under the following 

conditions: 

●​ To school officials 

●​ To other schools in which a student wishes to enroll 

●​ To educational authorities conducting an audit 

●​ For financial aid purposes 

●​ For disciplinary proceedings 

●​ For accreditation/audits and evaluations 

●​ For parents of dependent students 

●​ As directory information 
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●​ To comply with legal proceedings, and/or to comply with legal proceedings after making 

a “reasonable effort” to contact the student 

●​ When immediate health or safety concerns are an issue 

●​ For studies for or on behalf of an institution (developing, evaluating, or administering 

predictive tests; administering student financial aid, improving instruction) 

FERPA’s Disclosure Provision allows the sharing of PII, if an institution gives public notice 

regarding: 

●​ The types of PII designated as “Directory Information” 

●​ The right to opt out of their information being shared 

●​ The time period for opting out  

Written agreements regarding data sharing: 

●​ Must be in place when not working with official school/institution employees 

●​ Must designate who an authorized representative of the school/institution is 

●​ Must guarantee the entity disclosing PII uses “reasonable methods” to ensure, to the 

greatest extent, the authorized representative is FERPA compliant  

 

AI PLATFORMS PRIVACY STATEMENTS 
●​ OpenAI Privacy Statement 

●​ Microscoft Privacy Statement 

●​ Bard Privacy Policy 

 

ADDITIONAL RESOURCES 
●​ A Dangerous Inheritance: A Child’s Digital Identity 

●​ Artificial Intelligence and the Future of Teaching and Learning 

●​ Big Tech Makes Big Data Out of Your Child 

●​ Children's Digital Privacy 

●​ Children's Online Privacy Protection Rule 

●​ Data Sharing Toolkit for Communities 

●​ Is Your Use of Social Media FERPA Compliant 

●​ Off Task! 

●​ Office of Educational Technology 

●​ Platform for Excellence in Teaching and Learning (Miami University) 

●​ State Student Privacy Report Card 

●​ Student Privacy Glossary (Studentprivacy.ed.gov) 

●​ Student Privacy in the Digital Age 
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https://openai.com/policies/privacy-policy
https://privacy.microsoft.com/en-us/privacystatement
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https://cdt.org/wp-content/uploads/2023/09/091923-CDT-Off-Task-web.pdf
https://tech.ed.gov/privacy/
https://petal.miami.edu/resources/using-ai-for-teaching-learning-and-scholarship/index.html
https://www.studentprivacymatters.org/wp-content/uploads/2019/01/The-2019-State-Student-Privacy-Report-Card.pdf
https://studentprivacy.ed.gov/glossary#:~:text=FERPA%20regulations%20define%20dates%20of,semester%2C%20or%20a%20first%20quarter.
https://scholarsarchive.byu.edu/cgi/viewcontent.cgi?article=1051&context=byu_elj


 
 

●​ What is an Education Record? 
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APPENDIX 
 

FERPA EXCERPT: § 99.31 Under what conditions is prior consent not required to disclose 

information? 

(a) An educational agency or institution may disclose personally identifiable information from 
an education record of a student without the consent required by § 99.30 if the disclosure 
meets one or more of the following conditions:  

(1)  

(i)  

(A) The disclosure is to other school officials, including teachers, within the agency or 
institution whom the agency or institution has determined to have legitimate 
educational interests.  

(B) A contractor, consultant, volunteer, or other party to whom an agency or institution 
has outsourced institutional services or functions may be considered a school official 
under this paragraph provided that the outside party—  

(1) Performs an institutional service or function for which the agency or institution 
would otherwise use employees;  

(2) Is under the direct control of the agency or institution with respect to the use and 
maintenance of education records; and  

(3) Is subject to the requirements of § 99.33(a) governing the use and redisclosure of 
personally identifiable information from education records.  

(ii) An educational agency or institution must use reasonable methods to ensure that 
school officials obtain access to only those education records in which they have 
legitimate educational interests. An educational agency or institution that does not use 
physical or technological access controls must ensure that its administrative policy for 
controlling access to education records is effective and that it remains in compliance with 
the legitimate educational interest requirement in paragraph (a)(1)(i)(A) of this section. 
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https://www.ecfr.gov/current/title-34/subtitle-A/part-99
https://www.ecfr.gov/current/title-34/subtitle-A/part-99
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