How to run a local script on
the remote machine using ssh
and sshpass
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Security Issue

e Your password shows in the script. Use sshpass -f file_with_password replace your
code [ref].

1. Key
EIREST bash 154 i B 1E B BANIER

ip="192.168.26.101" # remote machine ip
user="jing" # the username
ARG1="arg1"
ARG2="arg2"
ssh S${user}@${ip} <<-'ENDSSH'
<38 #H1% commands run on a remote>
sudo apt-get update -y
sudo apt-get install -y git
<J& 2 tab> ENDSSH

# remote install without asking password

sshpass -p ${passwd} ssh S{user}@${ip} <<"ENDSSH2'
<32 21 commands run on a remote>
sudo apt-get update -y
sudo apt-get install -y git
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<3 7 tab> ENDSSH2

# HEBHEXR

# commands to run on remote host
echo SARG1 SARG2

<3E 2 tab> ENDSSH3

sshpass -p ${passwd} ssh S{user}@${ip} ARG1=SARG1 ARG2=SARG2 'bash -s' <<'ENDSSH3'

2. Detail

2.1. =Im¥N1T7E local script 18

usernames=jing

ip=192.168.33.10 #remote machine ip

# Install the package

ssh-keygen -f ~/.ssh/known_hosts -R Sip

sudo apt-get -y -force-yes install sshpass

# Step 1: copy your local file to the remote site

# Note: Option StrictHostKeyChecking=no is mandatory otherwise the file will not be copy.

sshpass -p 1234 S C p -0 StrictHostKeyChecking=no "Your_Local_Script.sh"
Susername@Sip:~

# Step 2: run the script on the remote site




sshpass -p 1234 S S h -0 StrictHostKeyChecking=no -t Susername@Sip ".
./Your_Local_Script.sh"

2.2. mIGENITTE local Z 1@ script 5

#1/bin/bash

ip=192.168.33.10
ssh-keygen -f ~/.ssh/known_hosts -R Sip

sudo apt-get -y -force-yes install sshpass

usernames=jing
ip=192.168.33.10
sshpass -p 1234 scp common_fun.sh Susername@Sip:~

sshpass -p 1234 ssh -o StrictHostKeyChecking=no -t Susername@$ip ". ./common_fun.sh;
fun_setup_locale"

N

2.3. BIHAT bash HEF A HZBH
2.3.1. HELHES

#1/bin/bash
ssh-keygen -f ~/.ssh/known_hosts -R Sip

sudo apt-get -y —-force-yes install sshpass

usernames=jing




ip=192.168.33.10

# sshpass E5iB Sip fifH, AR EXBEHAHKSE

sshpass -p 1234 ssh -0 StrictHostKeyChecking=no -t Susername@S$ip "ip=Sip; echo Sip"
sshpass -p 1234 ssh -o StrictHostKeyChecking=no -t stack@Sip "echo nameserver 8.8.8.8 |
sudo tee /etc/resolv.conf"

2.3.2. KEET®

ssh S${user}@${ip} <<-ENDSSH'
<& 2% commands run on a remote>
sudo apt-get update -y
sudo apt-get install -y git

<j& &£ tab> ENDSSH

# remote install without asking password

sshpass -p ${passwd} ssh S{user}@${ip} <<“ENDSSH2'
<& 2% commands run on a remote>
sudo apt-get update -y
sudo apt-get install -y git

<i& &£ tab> ENDSSH2

# EBHER

sshpass -p S{passwd} ssh S{user}@${ip} ARG1=SARG1 ARG2=SARG2 'bash -s' <<'ENDSSH3'
# commands to run on remote host
echo SARG1 SARG2

<32 2 tab> ENDSSH3

3. The ugly method

For pure script and pure local script solution, please refer this link (view).


https://docs.google.com/document/d/1pmwualyYQ3gcBfUdF33orCIhyBtzYlQuPfCjH_aWexg/edit?usp=sharing

4. Reference

1. https://stackoverflow.com/questions/305035/how-to-use-ssh-to-run-a-local-shell-script-

on-a-remote-machine
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