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Introduction 
 
Overview 
 
This tutorial is an edited version of this lab available on Qwiklabs. 
In this lab you will learn how to configure Cloud IoT Core and Cloud Pub/Sub to create a 
Pub/Sub topic and registry on Google Cloud. You will use this topic to ingest data streaming 
from a simulated device. You will receive hands-on practice with the following services:  

-​ Cloud Storage 
-​ Cloud Pub/Sub 
-​ Compute Engine 
-​ IoT Core 
-​ Dataflow 

 
The actions you will perform are mostly a simulation of a real scenario but you will be able to 
use the experience acquired in this lab for real projects. For example the same code you will 
run on a virtual machine in this tutorial can be executed on a real device with sensors. 
 
Support 
 
The field of cloud computing is constantly changing and improving and, as new technologies 
are introduced, the steps to take in tutorials such as this one may change. While the basic 
instructions and the goal of this tutorial will most likely stay the same, feel free to contact us 
for any questions or suggestions at tcc@uniupo.it. 
 
 

Tutorial 
 
Create a Pub/Sub topic 
 
First you need to create a Pub/Sub Topic for your streaming data. 
 

1.​ On the Navigation menu, look for the Analytics section and click Pub/Sub > 
Topics. 

 

https://www.qwiklabs.com/focuses/2765?catalog_rank=%7B%22rank%22%3A3%2C%22num_filters%22%3A1%2C%22has_search%22%3Atrue%7D&parent=catalog&search_id=16042315
mailto:tcc@uniupo.it


 
 

 
 

2.​ Click Create topic. 
 

 
 

3.​ Type iotlab in Topic ID section. 
 

 
 

4.​ Leave the checkboxes as they are. 
5.​ Click Create topic. 

 
You now have a Pub/Sub Topic. To allow the project to publish this topic, you need to add 
the project as a member/publisher.  



 
 

To add members, click Add principal. 
 

 
 
Add the project as a member to the topic: cloud-iot@system.gserviceaccount.com. 
Select the role of Pub/Sub Publisher, and then click Save to add the member. 
 

 
 
Create a storage 
 
You need to create a storage bucket and folder to store the data streaming from the IoT 
device. 
 

1.​ From the Navigation menu, in the Storage section, click Cloud Storage > 
Browser. 

2.​ Click Create bucket. 
 

 



 
 

 
3.​ Bucket names must be unique. Enter a unique bucket name, and then click Create. 
4.​ In the bucket you just created, click Create folder. 

 

 
 

5.​ For Name, type Sensor-Data. 
6.​ Click Create. 

 
Start a Dataflow job 
 
You now have a device publishing data, and your Google Cloud Project is authorized to 
receive this data. Now you can start a Dataflow job to save the data to your bucket. 
 

1.​ On the Navigation menu, in the Analytics section, click Dataflow. 
2.​ Click Create job from template. 

 

3.​ Enter the following values in the template. 

Property Value 

Job name sensor-data 

Regional endpoint us-central1 

https://cloud.google.com/storage/docs/naming


 
 

Cloud Dataflow template Pub/Sub to Text Files on Cloud Storage 

 
4.​ The template page will expand to display a series of textboxes. Some of the 

textboxes are optional and some are required. You will only modify the required 
textboxes. 

 

Property Value 

Input Pub/Sub topic projects/<project-id>/topics/iotlab 

Output file directory in Cloud Storage gs://<bucket-name>/Sensor-Data/ 

Output filename prefix output- 

Temporary Location gs://<bucket-name>/tmp 

 
Your template should resemble the following: 
 



 
 

 
 

5.​ Once you have verified that all the fields are properly filled out, click Run job. 
 
NOTE: If the Dataflow job fails the first time, please re-create and run the job. 
 
Device simulator VM 
 
In your project, a pre-provisioned VM instance named iot-device-simulator will let you run 
instances of a Python script that emulate an MQTT-connected IoT device. Before you 
emulate the devices, you will also use this VM instance to populate your Cloud IoT Core 
device registry. If you are not following along in a lab environment you can launch a virtual 
machine, use a physical one or use a real device instead. 
 

1.​ In the Cloud Console, go to the Navigation menu, look for the Compute section and 
click on Compute Engine> VM Instances. You'll see your VM instance listed as 
iot-device-simulator. 
 



 
 

 
 

2.​ Click the SSH drop-down arrow and select Open in browser window.​
 

3.​ In your SSH session on iot-device-simulator, enter this command to remove the 
default Google Cloud SDK installation. (In subsequent steps, you will install the latest 
version, including the beta component.) 

sudo apt-get remove google-cloud-sdk -y 

 

4.​ Now install the latest version of the Google Cloud SDK and accept all defaults by 
running: 

curl https://sdk.cloud.google.com | bash 

 

Enter through all the prompts that follow. 

5.​ End your SSH session on the iot-device-simulator VM instance: 

exit 

 

6.​ Start another SSH session on the iot-device-simulator VM instance.​
 

7.​ Enter this command to make sure that the components of the SDK are up to date: 

gcloud components update 

 

If you get the error message "Command not found", you might have forgotten to exit your 
previous SSH session and start a new one. If you get a different error try closing the window 
and opening a new SSH session. 

8.​ Enter the following command to install the beta components. Enter Y when prompted 
to continue: 

gcloud components install beta 



 
 

 

Enter through all the prompts that follow. 

9.​ Enter this command to update the system's information about Debian Linux package 
repositories: 

sudo apt-get update 

 

10.​Enter this command to make sure that various required software packages are 
installed: 

sudo apt-get install python3-pip openssl git -y 

 

11.​Use pip to add needed Python components: 

sudo pip3 install pyjwt paho-mqtt cryptography 

 

12.​Enter this command to add data to analyze during this lab: 

git clone http://github.com/GoogleCloudPlatform/training-data-analyst 

 

13.​In your SSH session on the iot-device-simulator VM instance, run the following, 
adding your project ID as the value for PROJECT_ID: 

export PROJECT_ID= 

 

Your completed command will look like this:  

export PROJECT_ID=qwiklabs-gcp-d2e509fed105b3ed 

 

14.​You must choose a region for your IoT registry. Set an environment variable 
containing the us-central1 region with the following command: 

export MY_REGION=us-central1 

 

Leave this SSH window open. You will come back to it after creating a device registry in 
the following step. 



 
 

 
IoT Core 
 

1.​ Return to the Cloud Console. From the Navigation menu, in the Analytics section, 
click IoT Core. 

2.​ Click Create registry. 

 

3.​ On the Create a registry page, specify the following, and leave the remaining 
settings as their defaults: 

 

Property Value 

Registry ID iotlab-registry 

Region us-central1 

Select a Cloud Pub/Sub topic projects/<project-id>/topics/iotlab 

 
4.​ Click Create. 

 
A device registry is a container of devices with shared properties. A registry can have one or 
more Pub/Sub Topics to which devices in the registry can publish data. 

Create a Cryptographic Keypair 

 
To allow IoT devices to connect securely to Cloud IoT Core, you must create a cryptographic 
keypair. 

In your SSH session on the iot-device-simulator VM instance, enter these commands to 
create the keypair in the appropriate directory: 

cd $HOME/training-data-analyst/quests/iotlab/​
openssl req -x509 -newkey rsa:2048 -keyout rsa_private.pem \​
    -nodes -out rsa_cert.pem -subj "/CN=unused" 

 
This openssl command creates an RSA cryptographic keypair and writes it to a file called 
rsa_private.pem. When connecting to Cloud IoT Core, each device creates a JWT token 
signed with its private key, which Cloud IoT Core authenticates using the device's public key. 

https://cloud.google.com/iot/docs/how-tos/credentials/jwts


 
 

 
1.​ In your SSH session on the iot-device-simulator, type 

 

cat rsa_cert.pem 

 
2.​ The output will be your certificate. Select and copy the entire certificate (including the 

begin/end certificate). 
 

 
 

3.​ Your IoT Core Console page should resemble the following: 
 

 
 
From the left-hand menu, select Devices and ensure that the Registry ID is set to 
iotlab-registry. 
 

4.​ Click Create a device from the top menu and enter in the following: 
 



 
 

 
 

Property Value 

Device ID temp-sensor-istanbul 

Authentication Enter manually 

Public key format RS256_X509 

Public key value Paste the certificate that you copied 
 
 
Click on the Communication, Cloud logging, Authentication option to see advanced 
fields. 
 

5.​ Click Create. 
6.​ You will now add a second device. Hit the back button to return to the device menu 

and once again click Create a device. Then enter the settings. 
7.​ Hit the back button to return to the device overview. Your page should resemble the 

following: 
 

 

Run simulated devices 
 

1.​ In your SSH session on the iot-device-simulator VM instance, enter these 
commands to download the CA root certificates from pki.google.com to the 
appropriate directory: 

 



 
 

cd $HOME/training-data-analyst/quests/iotlab/​
curl -LO https://pki.google.com/roots.pem 

 
2.​ Enter this command to run the first simulated device: 

 

python3 cloudiot_mqtt_example_json.py \​
   --project_id=$PROJECT_ID \​
   --cloud_region=$MY_REGION \​
   --registry_id=iotlab-registry \​
   --device_id=temp-sensor-istanbul \​
   --private_key_file=rsa_private.pem \​
   --message_type=event \​
   --algorithm=RS256 --num_messages=200 > istanbul-log.txt 2>&1 & 

 
It will continue to run in the background. 
 

3.​ Enter the command to run the second simulated device. 
 

python3 cloudiot_mqtt_example_json.py \​
   --project_id=$PROJECT_ID \​
   --cloud_region=$MY_REGION \​
   --registry_id=iotlab-registry \​
   --device_id=temp-sensor-buenos-aires \​
   --private_key_file=rsa_private.pem \​
   --message_type=event \​
   --algorithm=RS256 \​
   --num_messages=200 

 
 
Cloud IoT Core supports two protocols for device connection and communication: MQTT 
and HTTP. Devices communicate with Cloud IoT Core across a "bridge", either the MQTT 
bridge or the HTTP bridge. 
Telemetry data will flow from the simulated devices through Cloud IoT Core to your Cloud 
Pub/Sub topic. In turn, your Dataflow job will read messages from your Pub/Sub topic and 
write their contents to your Cloud Storage bucket. 
 
NOTE: Wait for a few seconds for the logs to get generated in the file. 
 
Dataflow is collecting the data published by Pub/Sub and saving it in output files in the 
bucket and folder specified in the job template. The files are written every 5 minutes, and 
each begins with the prefix specified in the job template. 
 

1.​ Return to the Cloud Console. Open the Navigation menu and select Cloud Storage. 
2.​ Select the bucket you created for this project. 



 
 

3.​ Select the folder Sensor-Data. Dataflow is writing the data from the device to this 
folder. 

Files are written every five minutes. If the folder is empty, wait about 5-10 minutes and 
periodically click the Refresh Bucket button.  
 

4.​ After refreshing, you will soon see an output file in your directory: 
 

 
 
Open the file by clicking on its name. Your file contents should be similar to what is shown 
below. You can click on Download to see the contents. 
 

 
 
Stop the dataflow job 
 
In this section you will learn how to stop collecting data through Dataflow by stopping the 
provisioned job. 

1.​ From the Navigation menu, click Dataflow and select the dataflow you created 
earlier. 

2.​ Then click the Stop button: 



 
 

 

3.​ In the dialog box, select Drain, then Stop Job. 

 

It will take a few minutes for the job to stop. 

4.​ Using the back arrow, return to the Dataflow page. Make sure the job status of the 
sensor-data job is Drained: 

 

 

 

 

 

Conclusion 

Congratulations, you made it to the 
end! Since this may be your first time 
using these services let’s go over what 
you’ve done once more. 

The system has 5 main components.  



 
 

-​ The Cloud Storage stores the data, there’s not much to say about it for this tutorial. 
-​ The Dataflow reads the data from the topic and puts it in the Cloud Storage, it 

basically acts as a subscriber. 
-​ The Pub/Sub Topic is a MQTT topic which the Dataflow subscribes to and the IoT 

Core uses for publishing. 
-​ The IoT Core is a service for connecting and managing iot devices, in this tutorial it’s 

used to allow the simulated devices to publish to the topic. It’s slightly more 
complicated to understand than the rest of the services used here but you don’t have 
to learn everything about it all at once. Here’s a brief explanation of what it does in 
the simple system you created: any device that wants to publish to a Pub/Sub Topic 
doesn’t directly do so, the IoT Core provides a bridge on which the devices can 
publish using a device-specific topic. This allows the IoT Core to manage things like 
authentication and it does this by using Devices and Registries. Devices define real 
life (or simulated) devices as IoT Cloud resources and let you set a few properties 
like the public key used for authentication. Registries are containers of devices with 
shared properties and allow, for instance, to specify one or more Pub/Sub Topics to 
which devices can publish. 

 

 
 

-​ A Virtual Machine simulates two devices with sensors. 
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