PRIVACY POLICY

Last updated: 01.03.2025

INTRODUCTION

This Privacy Policy describes how the ArchGen application (the "App"), operated by Aleksandr
Pulatov ("I," "me," or "my"), collects, stores, and protects your information. By using the App,
you confirm that you have read, understood, and agreed to this Privacy Policy. If you do not
agree, you must not use the App.

The App is designed with user privacy in mind and minimizes data collection. All user history
and generated content are stored locally on your device and are permanently deleted if you
uninstall the App.

INFORMATION COLLECTED

1. Information You Provide
While using the App, you may provide certain information directly, such as:

e Feedback, bug reports, or inquiries sent via email or other communication channels.
e Optional data you choose to input for certain App features, if applicable.
e Optional inputs, such as settings or preferences, to enhance the App’s functionality.

2. Automatically Collected Information
The App may automatically collect limited data to ensure proper functionality, including:

Device Information: Type, operating system, and model.
App Usage Data: How you interact with the App (e.g., feature usage, session times,
error reports).

e Performance Metrics: To help improve the App’s stability and usability.

3. Local Storage and Generated Content

e Any generated architectural models, designs, or Al-generated content remain stored
locally on your device.
No files or user data are uploaded, stored externally, or shared with third parties.
If you uninstall the App, all stored data is automatically deleted from your device.



DATA USAGE

The information collected by the App is used solely for the following purposes:

1.

Providing and Improving the App: Ensuring proper functionality, optimizing performance,
and enhancing user experience.

User Support: Addressing inquiries, bug reports, and troubleshooting issues.

Analytics (if applicable): If the App includes optional analytics, this data is used solely for
improving features and usability.

Security and Compliance: Detecting and preventing unauthorized access, fraud, or
violations of the Terms of Use.

DATA STORAGE AND RETENTION

On-Device Storage: All generated content and user-related data are stored only on your
device.

No External Transmission: The App does not transmit or store any personal or
generated data on external servers.

Automatic Deletion: If you uninstall the App, all stored data is permanently erased from
your device.

DATA SHARING POLICY

1. Third-Party Sharing

The App does not share your personal data with third parties, except in the following cases:

Legal Compliance: If required to comply with applicable laws or respond to lawful
requests from authorities.

Service Providers (if applicable): Trusted third-party services used to support the App
(e.g., analytics tools).

2. Non-Personal Data

Aggregated and anonymized usage data may be used to improve the App’s performance
but will never contain personally identifiable information.
The App does not collect or share user behavior data for advertising purposes.




SHARING AND PROCESSING OF INFORMATION

1. Legal Compliance and Protection
I may share your information when | believe it is necessary or appropriate to:

Comply with applicable laws, including laws outside your country of residence.
Respond to subpoenas, warrants, or other legal processes.
Address requests from public and government authorities, including authorities outside
your country of residence.
Enforce the App’s terms and conditions.
Protect my operations, rights, privacy, safety, or property, as well as those of you or
others.
e Pursue available remedies or limit potential damages.

2. Processing for Legal Requirements
| will process your personal information when necessary to comply with laws. For example:

e Collecting your IP address to determine your location and assess whether you are
subject to regulations in certain jurisdictions (e.g., the European Economic Area).

3. Global Data Transfers

The App is global by nature. Your personal information may be transferred and processed in
countries outside of your residence, including but not limited to Belarus. By using the App, you
acknowledge and agree that such transfers may occur as necessary for the App’s functionality
and compliance with legal obligations.

4. Electronic Communication
By using the App or providing your personal information, you agree that | may contact you
electronically regarding security, privacy, and administrative matters related to the App’s usage."

YOUR RIGHTS AND CONTROL

1. Full Data Control: Since all generated data is stored locally, you have complete control
over it.

2. Data Deletion: You can delete your saved data from the app at any time by uninstalling
the app.

3. Permission Management: The App only requests permissions necessary for its
functionality. You can modify these permissions in your device settings.

4. Opt-Out of Analytics: If analytics tools are used, you will have the option to disable data
collection in the App settings, if applicable



DATA SECURITY

Since no personal data is stored or transmitted externally, the risk of unauthorized access is
minimal. | recommend using modern devices and operating systems to ensure maximum
security. | implement appropriate measures to protect the data processed within the App.
However, no system is completely secure, and | cannot guarantee the full protection of your
information. | recommend using the App responsibly and ensure your device’s security.

CHILDREN'’S PRIVACY

The App is not intended for users under the age of 13 (or under 16 in certain jurisdictions). | do
not knowingly collect personal information from children. If | become aware that such data has
been collected, it will be promptly deleted.

COOKIES AND SIMILAR TECHNOLOGIES

The App may use cookies or similar technologies for essential functionality, such as saving
preferences. You can control cookies through your device or browser settings, though disabling
them may affect the App’s functionality.

DISCLAIMER

While | take all reasonable steps to ensure data security, | am not responsible for any data loss,
unauthorized access, or security breaches resulting from circumstances beyond my control,
including but not limited to:

e Technical failures or malfunctions of your device, operating system, or network
connection.

e Use of outdated software, operating systems, or third-party apps that may compromise
your data security.

e User actions, such as downloading malicious applications or granting unnecessary
permissions to other apps.
Unauthorized access to your device caused by lost or stolen hardware.
External factors, including but not limited to hacking attempts, phishing attacks, or other
acts of cybercrime.

| implement reasonable precautions to protect your personal information from unauthorized
access, disclosure, or misuse. However, no system or method of transmission can be entirely



secure. Despite taking meaningful steps to safeguard your data, | cannot promise or guarantee
the absolute security of any information you provide through the App.

By using the App, you acknowledge and accept these risks and agree that | am not liable for
damages arising from the circumstances listed above, as well as any other circumstances
beyond my control.

CHANGES TO THIS PRIVACY POLICY

| reserve the right to update this Privacy Policy at any time. Changes will be effective upon
posting within the App or its associated website. It is your responsibility to review this Policy
periodically. Continued use of the App signifies your acceptance of the revised Privacy Policy.

CONTACT INFORMATION

If you have questions or concerns about this Privacy Policy, please contact me at:

Aleksandr Pulatov
Email: pulatov.inffo@gmail.com
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