202243 6& 2Y -reset.S

arch/arm/core/aarch32/cortex m/reset.S

o clAAEIZ =J|gtst H C =Dt DEZ ZJ|6H)| {8t =t

o Privileged thread 2 & msp 0l A psp & & &
armv8 mainline vs baseline

o https://developer.arm.com/documentation/100688/0200/ARMv8-M-subprofiles
ARMv8-M Architecture Technical Overview

o https://community.arm.com/cfs-file/ __key/telligent-evolution-components-attachm

ents/01-2142-00-00-00-00-66-90/Whitepaper-_2D00_-ARMv8_2D00_M-Architect
ure-Technical-Overview.pdf

https://en. W|k|Qed|a org/W|k|/ARM Cortex-M
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=0 e =J1at20 dHE ok &
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20223 6& 92 -z arm_prep_c()

arch/arm/core/aarch32/prep_c.c
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SW_VECTOR_RELAY, SW_VECTOR_RELAY_CLIENT
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https://developer.arm.com/documentation/100688/0200/ARMv8-M-subprofiles
https://community.arm.com/cfs-file/__key/telligent-evolution-components-attachments/01-2142-00-00-00-00-66-90/Whitepaper-_2D00_-ARMv8_2D00_M-Architecture-Technical-Overview.pdf
https://community.arm.com/cfs-file/__key/telligent-evolution-components-attachments/01-2142-00-00-00-00-66-90/Whitepaper-_2D00_-ARMv8_2D00_M-Architecture-Technical-Overview.pdf
https://community.arm.com/cfs-file/__key/telligent-evolution-components-attachments/01-2142-00-00-00-00-66-90/Whitepaper-_2D00_-ARMv8_2D00_M-Architecture-Technical-Overview.pdf
https://www.elec4.co.kr/article/articleView.asp?idx=17179
https://en.wikipedia.org/wiki/ARM_Cortex-M
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e Lazy Stacking & 1)
o https://www.state-machine.com/doc/ARM-AN298.pdf
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e [TCM/DTCM

o https://www.st.com/resource/en/application_note/an4667-stm32f7-series-system-
architecture-and-performance-stmicroelectronics.pdf

https://docs.zephyrproject.org/latest/build/dts/dt-vs-kconfig.html
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https://www.state-machine.com/doc/ARM-AN298.pdf
https://www.st.com/resource/en/application_note/an4667-stm32f7-series-system-architecture-and-performance-stmicroelectronics.pdf
https://www.st.com/resource/en/application_note/an4667-stm32f7-series-system-architecture-and-performance-stmicroelectronics.pdf
https://docs.zephyrproject.org/latest/build/dts/dt-vs-kconfig.html
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e SCB_SCR_SERVONPEND => wakeup event ZJ| 3}
o https://developer.arm.com/documentation/dui0552/a/the-cortex-m3-processor/po
wer-management/wakeup-from-sleep-mode
e mpu_init()
o Inner/ outter memory attribute setting

https://qithub.com/zephyrproject-rtos/zephyr/pull/31481
https://docs.zephyrproject.org/latest/kernel/memory_management/slabs.html
hitps://developer.arm.com/documentation/ecm0359818/latest/
https://docs.zephyrproject.org/latest/services/logging/index.html
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e kernel/igtnit.c line423 Al &
e Stack guard = 7| &t
o Random stack guard for Stack canaries
o RNG (Random number generator) support
m Entropy driver
m drivers/entropy/entropy_stm32.c -> entropy_stm32_rng_get_entrpy()
m https://www.st.com/content/ccc/resource/training/technical/product_trainin
g/group0/5a/ba/43/28/46/d0/44/aa/STM32H7-Security-Random_Number
Generator_ RNG/files/STM32H7-Security-Random_Number_Generator_R
NG.pdf/_jcr_content/translations/en.STM32H7-Security-Random_Number
_Generator RNG.pdf
m [f Insufficient performance -> XOROSHIRO algorithm
o | ) i unimi.it/ hiro128pl
o TEST random generator
m  Not truly random number generator
m  Should not be used in a production. Only Test
e Timing =J|3t
o Board level
m nothing (AT TAG V3.0.0)
o SoC level
m soc/arm/nordifc_nrf/timing.c
o Arch level
m  DWT(Debug watchpoint trace) - Cycle counter
m Timing on code execution
m https://developer.arm.com/documentation/100734/0100/Debug-for-ARMv
8-M/Other-debug-functionality/DWT
o Atomic functions (GCC compiler built-in functions)



https://developer.arm.com/documentation/dui0552/a/the-cortex-m3-processor/power-management/wakeup-from-sleep-mode
https://developer.arm.com/documentation/dui0552/a/the-cortex-m3-processor/power-management/wakeup-from-sleep-mode
https://github.com/zephyrproject-rtos/zephyr/pull/31481
https://docs.zephyrproject.org/latest/kernel/memory_management/slabs.html
https://developer.arm.com/documentation/ecm0359818/latest/
https://docs.zephyrproject.org/latest/services/logging/index.html
https://www.st.com/content/ccc/resource/training/technical/product_training/group0/5a/ba/43/28/46/d0/44/aa/STM32H7-Security-Random_Number_Generator_RNG/files/STM32H7-Security-Random_Number_Generator_RNG.pdf/_jcr_content/translations/en.STM32H7-Security-Random_Number_Generator_RNG.pdf
https://www.st.com/content/ccc/resource/training/technical/product_training/group0/5a/ba/43/28/46/d0/44/aa/STM32H7-Security-Random_Number_Generator_RNG/files/STM32H7-Security-Random_Number_Generator_RNG.pdf/_jcr_content/translations/en.STM32H7-Security-Random_Number_Generator_RNG.pdf
https://www.st.com/content/ccc/resource/training/technical/product_training/group0/5a/ba/43/28/46/d0/44/aa/STM32H7-Security-Random_Number_Generator_RNG/files/STM32H7-Security-Random_Number_Generator_RNG.pdf/_jcr_content/translations/en.STM32H7-Security-Random_Number_Generator_RNG.pdf
https://www.st.com/content/ccc/resource/training/technical/product_training/group0/5a/ba/43/28/46/d0/44/aa/STM32H7-Security-Random_Number_Generator_RNG/files/STM32H7-Security-Random_Number_Generator_RNG.pdf/_jcr_content/translations/en.STM32H7-Security-Random_Number_Generator_RNG.pdf
https://www.st.com/content/ccc/resource/training/technical/product_training/group0/5a/ba/43/28/46/d0/44/aa/STM32H7-Security-Random_Number_Generator_RNG/files/STM32H7-Security-Random_Number_Generator_RNG.pdf/_jcr_content/translations/en.STM32H7-Security-Random_Number_Generator_RNG.pdf
https://prng.di.unimi.it/xoroshiro128plus.c
https://developer.arm.com/documentation/100734/0100/Debug-for-ARMv8-M/Other-debug-functionality/DWT
https://developer.arm.com/documentation/100734/0100/Debug-for-ARMv8-M/Other-debug-functionality/DWT

__atomic_load_n: read
__atomic_fetch_add : add
__atomic_fetch_sub : sub
__atomic_compare_exchange_n : compare and exchange
Compare and swap(CAS):
https://en.wikipedia.org/wiki/Compare-and-swap
o Timing functions may be used for a benchmark,
e Ready queue x£J|3}
o kernell/init.c prepare_multithreading() - z_sched_init()
o SMP One CPU pinning option
m symmetric multiprocessing
m Every thread is pined to one CPU
o ready _q
m SMP - _kernel.cpus[].ready_q
m Non SMP - _kernel.ready q
o Implement
m b tree (Red/black tree)
e Scalable but, Overhead ~2 kb extra code size
e Runnable more than 20 threads roughly
e During insert new rb node, compare priority of new rb node and
existing rb node using lessthan function
o .lessthan_fn =z prig_rb_lessthan()
m  Multi queue
e C(Classic algorithm and tiny code size
e O(1) time but, large RAM budget
e Runnable small numbers of threads
o SMP vs AMP
m https://elinux.org/images/e/e5/Multi-core application_development with

Zephyr RTOS_-_2019.10.23.pdf
e kernel/sched.c line1160 &

20224 73 11€

kernel/init.c line437 Al%& TIMESLICING
kernel/Kconfig TIMESLICING , TIMESLICE_SIZE, TIMESLICE_PRIORITY
time slice set
o Sched.c line 408
o Time_units.h line 388 k_ms_to_ticks_ceil64(uint64_t t)
o Time_units.h line 101 z_tmcvt(uint64 t, uintt32_t from_hz)
o Sched.c line 396 z_reset_time_slice(void)
kernel/sched.c line 422 &


https://en.wikipedia.org/wiki/Compare-and-swap
https://elinux.org/images/e/e5/Multi-core_application_development_with_Zephyr_RTOS_-_2019.10.23.pdf
https://elinux.org/images/e/e5/Multi-core_application_development_with_Zephyr_RTOS_-_2019.10.23.pdf
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kernel/init.c line439 Al &
ARCH_SWITCH_TO_MAIN_NO_MULTITHREADING
aarch32/thread.c line586
#if Idefined(CONFIG_MULTITHREADING) && defined(CONFIG_CPU_CORTEX_M)
FUNC_NORETURN z_arm_switch_to_main_no_multithreading (k_thread_entry t
main_entry, void *p1, void *p2, void *p3)
Function Summary:

PSPLIM & PSP gt && 2 main_entry(=bg_thread_main)2 & branch
Commit :

HEIAHY Ol NAEX & =(CONFIG_MULTITHREADING=n) ZephyrE 2 Eot=
32 cstart()0ll A main()2 2 &M &tot= AFE X X E(ARCH 2&) &5 A LICH.

01242 Cortex-M £33t DEI LA HOZ OIHHE AEZ AFZSHL2 main()0] CHaAl
z_main_stack2 AIZ0i0t 50| 20 2 &L EP 0l &= PSP & &, PSPLIM
28 (ARMV8-ME), FPU =J|3t & & HZ2cl S =D|3tE =& ot
2 BH(CONFIG_MULTITHREADING=y) B & E%*éf LI Ct.

o aarch32/thread.c line591
void z_arm_prepare_switch_to_main(void)
Function Summary:
FPSCR (Floating-Point Status and Control Register) &
FPCA(Floating-Point Context Address Register) = J| 3t

09
H

Comment:
= AdY K& 20 2H S0l ZephyrE Eé ol= E20 & & Jisst
Cortex-M =J|3tE et WUR JIsLULICL BISR FPAHXNAH ZEWHAN =

_I
28 A Y HAH dANAH ZDH (357 FPAIAAEH 25 0MH FPSCRE2
FPE AtEot= AdIE0 THet AdIE MH Al =D18HE)
kernel/init.c line164
void bg_thread_main(void *unused1, void *unused2, void *unused3)
Function Summary:
TBD
Comment:
Ol FEIZ2 L0 X init &8 S&0tH HE =D E =6t
maln() SEHE Ss= LG
2= POST_KERNEL & 0|
9%%‘ LICH (P M =X o EE=
kernel/mmu.c line835
void z_mem_manage_init(void)
Function Summary:
MMU =J|3} (TBD)
Commit:
S8 Al HOIXl Z2e ontologyE Z=J|atot) HZ2e HE=S = [H
SO0l E&LIC.
o kernel/mmu.c line842

tS OS2l 014
L= *—% °*ﬂ&|§0| HE HME =J13t6 P

BE 2 AT= 010 A

N Q >
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Ly
3}
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void free_page_frame_list_init(void)
Free page frame_list (Singled Linked List) =J| 3t
o kernell/include/mmu.h line50
#define Z BOOT_VIRT_TO_PHYS(virt)
QINZE 2 IAFAE SeFAZ2 HEt
o kernel/include/mmu.h line51
#define Z BOOT_PHYS_TO_VIRT(phys)
OINZ &2 SeFAE I FAZ HeEt
o kernel/mmu.c line185
struct z_page _frame *z_phys to _page frame(uintptr_t phys)
2clF=A g2 X2 221X 2 RAM2| page_frames =4 gt 2 return
e kernel/mmu.c line 860 2 (line 872 & Xtell)

20224 8& 22&

e Ctor, init_array
o https://maskray.me/blog/2021-11-07-init-ctors-init-array
o https://developer.arm.com/documentation/dui0475/c/the-arm-c-and-c---libraries/c-
--initialization--construction-and-destruction
o https://developer.arm.com/documentation/dui0475/c/the-arm-c-and-c---libraries/le

gacy-support-for-c--pi-ctorvec-instead-of--init-array

20223 9& 52! - async

e drivers/spi/spi_Il_stm32.c
o UNALIGNED_GET()
m Prevent Unaligned access (depends on Architecture)

Baoos The following are unaligned data accesses that always generale an alignment fault:

* Non halfword-aligned LDAH, LDREXH, LOAEXH, 3TLH, STLEXH, and STREXH.

* Non word-aligned LDREX, LDREX, STLEX, STREX, LDRD, LDMIA, LDMDBE, POP (multiple
registers), LDC, VLDR, VLDM, VPOP, LDA, STL, STMIA, STMDB, PUSH (mulitple
registers), STC, VSTR, VSTM, VPUSG, VLLDM, and VL5TM.

Applies to an implemeniation af the architecture Armv8.0-M onward,

20224 9& 12&


https://maskray.me/blog/2021-11-07-init-ctors-init-array
https://developer.arm.com/documentation/dui0475/c/the-arm-c-and-c---libraries/c---initialization--construction-and-destruction
https://developer.arm.com/documentation/dui0475/c/the-arm-c-and-c---libraries/c---initialization--construction-and-destruction
https://developer.arm.com/documentation/dui0475/c/the-arm-c-and-c---libraries/legacy-support-for-c--pi-ctorvec-instead-of--init-array?lang=en
https://developer.arm.com/documentation/dui0475/c/the-arm-c-and-c---libraries/legacy-support-for-c--pi-ctorvec-instead-of--init-array?lang=en
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e USB Z&H ZAM
o https://www.keil.com/pack/doc/mw/USB/html/index.html
o https://www.beyondlogic.org/usbnutshell/usb1.shtml
o https://www.infineon.com/dgdl/Infineon-AN57294 USB 101 An_Introduction to

Universal_Serial_Bus_2.0-ApplicationNotes-v09 _00-EN.pdf?fileld=8ac78c8c7cdc
391c017d072d8e8e5256

o https://doc.lagout.org/science/0_Computer%20Science/9 Others/9 Misc/USB%2
0Complete%20The%20Developer%27s%20Guide%204th%20Ed.pdf

o https://www.usb.org/defined-class-codes
e USB 2.0 Specifications



https://www.keil.com/pack/doc/mw/USB/html/index.html
https://www.beyondlogic.org/usbnutshell/usb1.shtml
https://www.infineon.com/dgdl/Infineon-AN57294_USB_101_An_Introduction_to_Universal_Serial_Bus_2.0-ApplicationNotes-v09_00-EN.pdf?fileId=8ac78c8c7cdc391c017d072d8e8e5256
https://www.infineon.com/dgdl/Infineon-AN57294_USB_101_An_Introduction_to_Universal_Serial_Bus_2.0-ApplicationNotes-v09_00-EN.pdf?fileId=8ac78c8c7cdc391c017d072d8e8e5256
https://www.infineon.com/dgdl/Infineon-AN57294_USB_101_An_Introduction_to_Universal_Serial_Bus_2.0-ApplicationNotes-v09_00-EN.pdf?fileId=8ac78c8c7cdc391c017d072d8e8e5256
https://doc.lagout.org/science/0_Computer%20Science/9_Others/9_Misc/USB%20Complete%20The%20Developer%27s%20Guide%204th%20Ed.pdf
https://doc.lagout.org/science/0_Computer%20Science/9_Others/9_Misc/USB%20Complete%20The%20Developer%27s%20Guide%204th%20Ed.pdf
https://www.usb.org/defined-class-codes
https://www.usb.org/document-library/usb-20-specification
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