Enabling Federated SSO to Service-Now using Oracle Identity
Federation (OIF)

In this integration Oracle Identify Federation (OIF) is the Identity Provider (IdP) and Service-Now is
the Service Provider.

Service-Now settings:

Obtain the OIF IdP meta. This can be downloaded from the OIF console, but you can also obtain the
federation meta data at the following URL:

http://yourserver.com/fed/idp/metadata

From the Oracle IDP Metadata, look for:

1) SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect". Take the
“Location” attribute and use it for our AuthnRequest service url

2) SingleLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect". Take the
“Location” attribute and use it for our SingleLogoutRequest service url

Put the Locations attribute values into positions (1) and (2) in the SAML properties as seen in the
screenshot below.

Change properties (3) and (4) (see the screen shot below) to be the ServiceNow instance URL that you
are configuring. They will both need to be the same URL in this configuration. (Some instances have
property (3) appended with “/navpage.do”. Do not include that for this configuration).


http://www.service-now.com/
http://yourserver.com/fed/idp/metadata

SAML 2 Single Sign-on

" Login script
" Logout script
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Please edit your changes and press Save

SAML 2.0 Single Sign-on properties

Emable external authentication.
#Yes | No

The base URL to the |dentity Provider's AuthnRequest service, The AuthnRequest

gamr
JShyourOracleldpServerfed idpfsamivZl

Tl se URL to the ldentity Provider's SingleLogoutRequest service. The LogoRi
uest parameter

https:fyourCracheldpServerfed idpfsamvzl

%IRL to the Service-now instance (wsually this instance)

MyourServiceMowlnstanceMame service-now.com

aty oantcaton, or o e s (LOEEEDUEOEOCIID

JShyaurServiceMNowlnstanceName. senice-now.com

The User table field to match with the Subject's NamelD element in the SAMLRes|

email

The NamelD policy to use for returning the Subject's NamelD in the SAMLRespon
support this by declaring the policy in its metadata. The MamelD value is used ton
lookup the user.

urnzoagis namesto:SAML: 1. 1:nameid-format.emailAddress

From the Oracle IDP Metadata, look for the X509Certificate under the <md:KeyDescriptor
use="signing"> section.



<md:EntityDescriptor ID="id-RnFY 8rvc-e9i6SMiFlgl NKqJF4A-" eacheDuration="POYOM30DTOHOMO.0S" entity]
— <md:IDPSSODescriptor Want AnthnRequestsSigned="false" protocolSupportEnumeration="urn:oasis:names:tc:
— <md:KeyDescriptor yse="signing">
— <dsig: KeyInfo>
— <dsig: X509Data>
— <dsig: X509Certificate>
MIICGzCCAY SgAWIBAgIBEDANBgkghkiGOw0OBAQQFADAXMSSwLQYDVQQDEyZKkZW1v Lm9y®
MjFaFwixMzAzMDMwMjI3MjFaMDExLzABgNVBAMTImRIbW8ub3ThY2x1Y WRzLmNv bSBTaW
£QDHYPPEvOdxXjiVpOgNmuxIhet+oRirQygU1BGojZvChyoqqUKZ9UNENAxpiZo 2xcBdIU9AvVEDI
Kc7B20NIBGNmMLsOVWsgAYixrZpl 250 1rf2xL Dp32rXKLZwIDAQABoOMwQTAPBgNYV HRMBA(?
MWQFAWMHSAAWHQYDVROOBB YEFBIvsGGZmOIT 1ziPPI6CSLivbzM/MAOGCSqGSIb3DQEBBAU
09Q1AmMawNkCOSjyK1kVzPvCvZ+UOThiXjGtAcxEKFZOSKYDipHP /kcTuQOHphVh r+IIcgLuQVFEE
GOMM+NoTafOpCghabpeG
</dsig:X509Certificate>
— <dsig: X509IssuerSerial>
<dsig:X509IssuerName>CN=demo.oracleads.com Signing Certificate</dsig: X509IssuerName>
<dsig:X5095erialNumber>16</dsig: X509Serial Number>
</dsig:X509IssuerSerial>
<dsig: X509SubjeciName>CN=demo.oracleads.com Signing Certificate</dsig:X509SubjectName>
</dsig:X509Data>
</dsig: KeyInfo>
</md:KeyDescriptor>
— <md:KeyDescriptor use="encryption">
— <dsig: KeyInfo>
— «<dsig: X509Data>
— <dsig:X509Certificate>
MIICITCCAYqe AWIBAgIBIDANB gkghkiGOw0OBAQQFADAOMTIWMAYDVQQDEyYIkZW1v Lm9y YV

Copy that string and place it between the ----- BEGIN CERTIFICATE----- and ----END
CERTIFICATE---- strings in the SAML 2.0 Certificate in your ServiceNow Instance as seen below:

T < LW L S Rl [ B 509 Certificate = Required field [Update | [ Delete]
SAML 2 Single 2 | Name: SAML 2.0 Format: PEM
Sign-on

Expiration notification: Type: Trust Store Cert
%> Login script
<% Logout script Active: 1 Valid from: |201 2-03-02 18:27:21
L@ Properties Expires: [zo13-03-02 18:27:21
L Serint ohiact
[+ Certificate Short description: demo.oracleads.com Signing Certificate
5 Metadata Issuar

ChN=demo.oracleads.com Signing Certificate

Subject:

y
PEM ([é,rtificata.

——BlLSIN CERTIFICATE-——

MIICGzCCAY SglAwlBAgIBEDANBgkghkiGESwWIBAQQFADAXMSBwWLQYDWQQADEyZRIW 1w
Lm Sy Y WiNsZWFkcy5|b20gU2Z2InbmiuZyB DZXJ0aWZpYy 2FO0ZTAe FwOxidjszbiDhwhdjl 3

MijF aFwixhMzAzMDMwMjl3MjFatMDExLzAtIBgNVBAMTImRIBWEBuUb3JhYy 2xIYWRzZLmMMNw
bSBTaWwduaWsnlENlcnRpZmijY XRIMIGIMAOGCSgGSIb3DQEBAQUAA4GNADCBIQKEB
gQDHY PP EvOdxXjivpOgMNmuxlhet+oRirQyg U1 BGojZvChyogqgURKZ9UMNEMAXxpLZo
2xcBdIUgAvEDIhyxmWVOSHKC2/Seal38F pgkh8OgFgYcSZ 1iukS+1ThfXQJl80I3Hy2
KecT7B20MNJBGNmMLsSWWsgAYIXrZpl2S 01 rf2xL Dp32rXKLZwIDAQABoOMWOTAPBgNY
HRMBAfSEBTADAQH/MABSG A1 UdDwEB/ WAQFAWMHEALAWHOY DVROOBBYEFBfusGG2mOJf
IziPPIGCSLfvbzM/IMAOGCSgGSIb3DQEBBAUAAAGBAIYSICTWVHSY 1 NXEAUMNxzb2+
O lamawMNkCOSjyK 1 kWzPvCvZ + O ThtxjGtAexEKTFZO8KY DipHP/kc7uQOHphWVh
r+llcgLuQVWFHas8yJixu1nDFgKB8c50oF SWOogWWXADHZ2ZWO+nOPBEB4 IEZEtEEDIN G
SOMM+NoTafOoCahatoa G

——END CERTIFICATE-——




Once this configuration is set up, click on the “Metadata” link and copy the metadata to a text editor.
Add the following section to your meta data between the <SPSSODescriptor> element and the
<SingleLogoutService> element:

<KeyDescriptor use="signing" xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata">
<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:KeyName>* service-now.com</ds:KeyName>
<ds:X509Data xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:X509Certificate xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">

MIID6TCCAtGgAWIBAgIQaWG5DFrv6VYEV/tPlqZYbDANBgkqhkiGOWOBAQUFADAS
MQswCQYDVQQGEwJVUzZEVMBMGA 1UEChMMVGhhd3RILCBJbmMuMRYWFAYDVQQDEw1U
aGF3dGUgUINMIENBMB4XDTExMDcwNDAWMDAwWMFoXDTEzMTAwWM]IzNTk10OVowgYEx
CzAJBgNVBAYTAIVTMRMWEQYDVQQIEwpDY WxpZm9ybmlhMRIWEAY DVQQHFAITY W4g
RGI1Z28xGDAWBgNVBAoUD1INIenZpY2Utbm93LmNvbTETMBEGA IUECXxQKT3BlemFO0
aW9uczEaMBgGA1UEAXxQRKi5zZXJ2aWNILW5vdy5jb20wggEiMAOGCSqGSIb3DQEB
AQUAA4IBDwWAwWggEKA0IBAQDACIa2WemR3wo3wxJZw/LIJJ9TShMHmtCD+7Fgnfqy
+cnTeJOQK7TbjVKkIR6VoDqurZ/vmul0d8R1gaAhdvErEf7zHdASIv55SIIpZVBmr0
1Z7nCOnHi8Zpu+GNxBptAQSmTIdB/ailmb8VHItQTcq3qQM+mBGi+WqR31cPugDF
12+03f+V5x0b0OnkE3y0019dqCpjzrRNrIIZUMIGy4pkpXZDzNWyjPN/Bg7FIRjyo
XyLYHMI1ChOIlkzq7yFrEgsI0q007;5;Y X7DZOIAmX2TTvatY CoWqm1C3QrwRHUvI
2bSLdS+HEQp/fkue336btBIN8+VP5Q/Ri9KvHAICiNILAgMBAAGjgaAwgZOwDAYD
VROTAQH/BAIWADA6BgNVHRSEMzAXxMC+gLaArhilodHRwOi8ve3ZyLW9I2LWNybC50
aGF3dGUuY29tL1RoYXd0ZU9WLmMNybDAdBgNVHSUEFjAUBggrBgEFBQcDAQYTKwYB
BQUHAwIwMgYIKwYBBQUHAQEEJAKMCIGCCsGAQUFBzABhhZodHRwOi8vb2NzcC50
aGF3dGUuY29tMA0GCSqGSIb3DQEBBQUAA4IBAQBYZifSRFQLsQIbFcfrBg9E1R00
Nx5sc06 WHQ3{8v4RrGO4ZAMGngDIsAJEG88LzQfeVkqcAmsTWxCyCHWO0iGWvUbIN
cAHvVLArOVILmUnz3wg69VgnW+fwppPAyD 1 L1ZEafESw5eoivkjcQS5DIedjjKwYil
FjkLngEOORKBhKmyGLIV7nXWG0VmJkDt5xHH513rVql G8sEV743kSLtK/Dugn7Hf
HSYbiyDpHvSEJmFBYtFFYIPUyKOPowaTu2zj9q)z83X50LulBd6eLZfaAgsjZ/Rb
IMTfRzgI2mur/liTx9KL7Ymg+NIm7y7/wb1Fy4380wBANG6VrIUJqgjxyYR/a
</ds:X509Certificate>

</ds:X509Data>

</ds:KeyInfo>
</KeyDescriptor>

Your resulting Metadata will look like:



<EntityDescriptor xmins="urn:casis:names:tc:SAML:2.0:metadatd" entity| D="htips:fyourServiceM
=SPSSCNeccrininc AuthnBeguesieSigned="falea’ WanticsartinnzSignad="falea" ncatocolS0ppd
<KeyDescriptor use="signing” xmins:md="urn:casis:names:tc.SAML.2.0:metadata™
=ds:Keylnfo xmins:ds="htp:/Aenen w3 org/2000/09xmidsigs"=
=ds:KeyMame=>*.service-now.com=/ds: KeyName>
<gds:X509Data xmins:ds="http.Mfwww.w3.org/2000/09xmidsig#">
<ds: X509Cerificate xmins:ds="http/fwww.w3.org/2000/09/xmidsig# >
MIIDETCCALGgAwWIBAgIQaWGSDFreGVYEWIPIgZYbDANBgkghkiGIwilBAQUFADAR
MQswC Oy DV OAQGEwWJVUzEVMBMGATUEChMMYGhhd ARILCBJEmMuMRY wFAY DWVQOAL Ewll
aGF3dGUgU 1 NMIENBMB4 X DTExMDowNDAWMDAWMFoXDTEzMTAWM]jlzNTk1OVowgYE x
CzaJBgNVBAY TANTMEMWEQYDVQQIEWpDYWxpZmSybmIhMRIWEAYDVQOQHFAITY W4 3
RGIZ28xGDAVWBgNYVBACOUD 1NIcnZpY 2LtbmE3LmNvbTETMBEGATUECxQKT3BIlcmFO
aW9uczEaMBgGATUEAXQRKISzZXIZaWNILWSvdy5jb20wggEIMADGCSqGSIb3DOER
AQUAALIBDwAwgoEKACIBAQDACI22WemR IwoIwx 2w/ LIIJSTShMHmMCD+ FFgnfgy
+cnTeJ0AKT ThjvkkIREVoDgurZivmuldd8RlgaAhd vErEf7zHASIvSS I IpZWVBmrD
IZ7nConHIBZpu+GNxBptAQSmTIdB/ailmbBVHIG Teqg3gQM+mBGi+WaR3 1cPugDF
12+ 03f+V5xob0nkE3yD0I19dgCojzrRNrIlZUMJGy4 pkpX ZDzNWYyjPN/Bg 7FIRjyo
KyLYHMI1ChOlkzq 7yFrEgsl0gCe 75y X7DZ01AMXZT Tvaly CoWaogm 1C30rwRHUvI
2bSLdS+IEQp/fkued IEbB 1 NB+VP5O/RISKvHA JCIN 1LAgMBAAG]gafAwgZ0wDANYD
VROTAQHBAWADAEBBEgNVHRBEMzAXMC +gLafrhilodHRwOIBve3ZyLWIZLWNybC 50
aGF3dGUuY 291l 1RoY Xd0ZUWLmMNybDAIBgNVHSUEFjAUBgorBgEFBQeDACYIKWY B
BQUHAwW Mg YIKWYEBQUHAQEEJJAKMCIGC CsGAQUF BzABhhZodHRWOIBvb2MzeC50
aGF3dGUuY 291MADG CSgG SIb3DGEBBQUAALIBAQBSZITSRIQLsQIbFcirBg9E1R00
NxSeco8WHOQSBvARrGO42AMGng DIsAJEGEELzOfeVkgeAms TWxCyCHWOIGWWUbM
cAHvLdr8VILmUnz3wg&E9%gnW+iwppPAyD 1L 1 ZEafE SwSeoivkjcQ 5D ledjjKw il
FikLngEQORKBhKmyGLNT e WGE0VmJkDt5xHHS5I3rMN g1 GAsEWV 74 3kSLIK/ Dugn7Hf
HSYbiyDpHvBEJmFBYtFFYIPUyKOPowaTu2zj9q)z83X50LulBdGel ZfaAgsjZ/Rb
TMTIRzgl2murfliTx9K LT Y mg+MNJm 7y 7iwb 1Fy2 3B0wWBANGEVrIUJgjxyYR/a
</de: X509Ceriificate>
</ds:¥5080Data>
</ds:Keylnfos
=M rw D escrintor=-
=5ingleLogoutService Binding="urn:oas g.names: ic:SAML-2.0:bindings:HT TP-Redirect” Locatic
<=MNamelDF ormat>um:oasis:names:ic: 1L:1. 1:nameid-format:emailAddress=/MamelDFormat
<AssertionConsumerService isDefau It%\e" index="0" Binding="urn:casis:names:tc:SAML:2.0
=/SPSSCDescriplor= \ .
</EntityDescriptor=

New s added to the meta

Save the meta data as a file and use it in the following steps for the OIF Server.

1. Oracle Identity Federation

Navigate to -> Administration -> Federation



0 DIF(I 1.1.1.2.0) @ Logged in as weblogic| Host demo.ora
@Oracle Identity Federation - Page Refreshed Mar B, 2012 2:31:1{

Federations

Use this page to add and update trusted providers in your federations. Note that Oracle Identity Federation configuration settings on this page are managed i
context of each trusted provider.

Trusted Providers

The table below lists all the trusted providers in your federation. You can search for specific provider entries by Provider ID or Description.

Search for Provider | Provider ID ¥ @-
View 4 Add || A Edit.. 3§ Delete...
l l Identity Provider / . .
— Protocol Authority Service Provider / Requester Descriotion
Version Identity Attribute Service Attribute  Authenticatic e
Provider Authority Provider Regquester Regquester
http://demo.oracleads.com/fed/idp SAMLZ2.0 "
https://demooraclecif.service-now.com SAMLZ2.0 W service-now
http://demo.oracleads.com:7777/fed/sp SAML2.0 «
https://saml.salesforce.com SAMLZ2.0 w
Click on the + Add button
Federations Options
Use this page to add and update trusted providers in your federations. MNote that Oracle Identity Federation c , ,
context of each trusted provider.
Trusted Providers
Add Trusted Provider [=]

You can add a trusted provider either by loading the provider's metadata, or by creating one manually with default settings.
o Enable Provider

‘@ Load Metadata
Metadata Location | ghosse File | No file chosen

Description

! Add Provider Manually

SAML 1.1 ¥
Provider Type -

QK Cancel

Load the meta data file that you downloaded for the Service-Now service provider.

This will create Relying Party Provider for OIF. Select the newly created provider and click on the
“Edit” button to manually edit the provider settings:



Federations

Use this page to add and update trusted providers in your federations. Mote that Oracle Identity Federation configuration settings on this page are mani
the context of each trusted provider.

Trusted Providers

The table below lists all the trusted providers in your federation. You can search for specific provider entries by Provider ID or Description.
Search for Provider | Provider ID ¥

®
View~ 9P Add | & E|:Iit...| 3¢ Delete...

Eenty F‘rqvider,’ Service Provider / Requester

Provider ID LIEEd Authority Description
Version Identity Attribute Service Attribute  Authenticatic E
Provider Authority Provider Requester Requester
http://demo.oracleads.com/fed/idp SAML2.0 i
| https://demooraclecif.service-now.com SAML2.0 + service-now ]

http://demo.oracleads.com:7777/fed/sp SAML2.0 "
https://saml.salesforce.com SAML2.0 "

On the “Oracle Identity Federation Settings Tab” make sure you have the following settings:

Under “Attribute Mappings and Filters” check “Email Address” and “Transient One Time Identifier”

Provider Types Service Provider
el Enable Provider
All the configuration changes will be saved automatically after clicking the 'Apply' button in the top-right corner of the page.
effective until you check the 'Enable Provider' check-box above and click 'Apply' button.
- Load Metadata
2 Update Provider Manually
Provider Types

— Identity Provider ' Attribute Authority o Service Provider ' Attribute Requester — Authentic
DESEI'iptiDI’I service-now

Trusted Provider Settings Oracle Identity Federation Settings
Partner Alias

— Enable HTTP Basic Authentication

Attribute Mappings and Filters | Edit

o Enable Attributes in Single Sign-0On (550)

S50 assertions with the selected subject NamelID formats will include the configured attributes.
— X509 Subject Name [

¥ Email Address ] — Windows Domain Qualified Mame

— Kerberos Principal Name ' Persistent Identifier [f Transient/One-Time Identifier ]

— Unspecified

— Custom — Mone



Under “Assertion Settings” enable “Send Signed Assertion”

Assertion Settings

Yo)Assertion Validity (sec) 300

@Reauthenticate After (sec) 3600

@Fnrce User Consent |:|

@Federatiun Creation User Consent URL

@Default MNamelD Format Transienty/One-Time Identifier
¥9)Send Encrypted NamelDs []

¥5)Send Encrypted Attributes [ ]

@Send Encrypted Assertions |:|

@Search base DM dc=oracleads,dc=com

[@SEHEI Signed Assertion ]

Under “Protocol Settings” enable
“Include Signing Certificate in XML Signatures”

Protocol Settings
Unsolicited S50 RelayState

@Default Authentication Mechanism oracle:fed:authentication: password-protected
_‘h.':‘ill.ill:ll.l. Tilll':l.ll.ll. LEE=1=y JGG
[_%Include Signing Certificate in XML Signatures ]
@Enable MNamelD Management Protocol: Register
@Enable MNamelD Management Protocol: Terminate
@Enable Attribute Query Responder |:|
‘@]Use Identity Federation for Attribute Response |:|
@Enable Authentication Query Responder |:|
@Enable Assertion ID Responder |:|

@Default Binding HTTP Redirect
@Default S50 Response Binding HTTP POST

Under “Messages to Send/Require Signed” enable “Send Signed” for Request — HTTP Redirect

Messages to Send/Require Signed

Message Send Signed Rsfgquileﬁ
Reguest - SOAP 5[] 3]
Response - HTTP Redirect 5@] @D
Response - HTTP POST ug)[v] u5 ]
Response - SOAP ‘@j @D
Request - HTTP POST ug)[v] um]
Response with Assertion - SOAP H‘Eij nfa

[ Reguest - HTTP Redirect ‘@j (m




Testing the integration

For SSO the user is linked by their email address. The user must exist in the OIF datastore and must
have a corresponding account on Service-now.com.

To initiate SSO go to your service-now domain. It it configured to use SP initiated SSO. You should
see that you are re-directed to OIF for authentication. Once authenticated you will be redirected back
again to Service-Now were you will be logged in.
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