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It ngudi biét Microsoft, Google va Meta c6 mot diém chung: Ho déu c¢é doi danh riéng chéng
gian [an tU nguai Viét.

Cach day vai nam t6i kéu goi cac cong ty & Silicon Valley tai trg té chiic mot héi thao an ninh
mang. Khi tdi vifa nhac hai chil Viét Nam, Microsoft cho ngay 20.000 USD, cU dai dién tu
Seattle sang du.

Gap 8 Sai Gon, t6i to mo hoi sao ho cho nhiéu tién, con cat cong dén du. Dai dién Microsoft tra
|Gi: “We want to know the enemy?”, tlic ching t6i muén biét ké thu la ai.

Trong phut chdc, tdi ban than ngd Viét Nam va M¥ lai s3p chién tranh, nhung khéng, ho giai
thich vi c6 qua nhiéu gian 1an tu Viét Nam nén ho mudn dén tan ngi tim hiéu.

D6 la chuyén 10 nam trudc. Mdi day, Microsoft thong bao phat hién ba ngugi Viét tao hgn 750
triéu tai khoan gia, gay thiét hai hang triéu USD.

Ban tdi, khdng phai dan mady tinh, nhan tin hdi, “Sao tui nd cé thgi gian tao nhiéu tai khoan
vay, chac moi tay lam?”.,


https://blogs.microsoft.com/on-the-issues/2023/12/13/cybercrime-cybersecurity-storm-1152-fraudulent-accounts/
https://blogs.microsoft.com/on-the-issues/2023/12/13/cybercrime-cybersecurity-storm-1152-fraudulent-accounts/

Gia st mat mét phut dé tao mot tai khoan. Néu hoc hét cap hai (t6i cd nhiéu ban [a dan vo hoc
giéng tbi nén phai gia st cho chac dn), ban tdi cd thé [am mdt phép tinh don gian dé thay tao
750 triéu tai khoan sé mat 1.426 nam.

Tlc ba ngudi Viét ké trén phai bat dau tao tai khoan tir khi méi dé, tao lién tuc, khéng cé thdoi
gian b siia me nén bi suy dinh dudng, chét yéu, dau thai lai ti€p tuc tao tai khoan, lap di lap
lai 10 kiép ngudi thi m&i mong hom nay cé da 750 triéu tai khoan.

Lam vay hdi khé va can mot tam nhin xa ngan nam. Ngudi Viét ching ta khon han nhiéu. Toi
doan ba anh ban & trén viét chuong trinh may tinh dé tao tai khoan tu dong. Moi gidy tao 100
tai khoan, chiing 100 ngay la xong.

Tao tUng ay tai khoan dé lam gi? Gian lan. Click quang cao gia, nhan tién khuyén mai, phuc vu
nén kinh té anh hudng (influence economy) nhu cay view gia, ban like gia, ban ngudi theo doi
gia, ban danh gia, bau chon gia. Néu giao cho ngugi Viét quan ly, Michelin s& khong chi cé ba
sao, ma phai c6 tdm chuc sao.

Toi tung gap doi chuyén chong gian 1an tu Viét Nam & Google, nghe ho ké kha nang lach luat
clia ngudi Viét ma thay hét stic than thudc. Chang han cdng ty khuy&n m3i 100 USD cho khéch
hang mdi, ngay lap tlc xuat hién hang loat tai khoan gia.

Toi cling da truc ti€p ching ki€n kha nang “sang tao” ctia ngudi Viét. Hoi thang trudc, mot
khach hang cua t6i da tén hang tram ngan USD phi SMS vi ai d6 tu Viét Nam lUra hé thong cla
ho nhan tin hang loat dén cac dau sé tra phi (SMS pumping).

MGt ngudi ban ké trong lGc phong van, dai dién Meta rat phan khich khi biét anh ay [a ngudi
Viét. Ho ndi c6 du an rat phu hgp. Khivao [am, ban t6i mdi biét d6 la du an chéng gian [an tU
Viét Nam.

N3m 2018, khi nhiéu nha bao va ngudi cé anh hudng bi Facebook khda tai khoan, t6i ¢ tim
hiéu cac thu thuat lUra Facebook khda tai khoan bat ky.

Toi rat bat ngd khi cac “tai nang” Viét Nam da nghi'ra nhiing 5 cach khac nhau, véi nhiing
“chiéu” khé dd nhu ndp gidy chiing tif gia, khién Facebook tudng nan nhan da qua dai, khong
cho cap nhéat trang nha niia.

Voltaire san sang chét dé bao vé quyén dudc nédi cia ngudi khac, con Facebook khong thé
ngd, dé ngan ngudi khac ndi, mot s6 ngudi Viét dam ca gan lam gia ca ho khau cia Diém
Vuang.

Ngoai gian lan bang tai khoan gia, ngugi Viét cling khét tiéng thé gidi véi nhiing manh khée

cUdp tai khoan (account takeover). Nhiing ngay cudi nam 2021, Facebook khdi kién bon ngudi
Viét da chiém tai khodn quang cao cta doanh nghiép, gay thiét hai 36 triéu USD.


https://about.fb.com/news/2021/06/combating-e-commerce-scams-and-account-takeover-attacks/
https://about.fb.com/news/2021/06/combating-e-commerce-scams-and-account-takeover-attacks/

Thang 7 ndm 2022, hang bao mat WithSecure cdng bé mot nghién clfu cho thdy mot nhom
ngudi Viét da day cong “nghién cliu” trong vai nam dé tao ra mot ma ddc cd tén rat cat téc la
PUOI VIT (DUCKTAIL). D& lam gi? Chiém tai khoan Facebook dé cudp tién quang cdo.

HGi thang 9 nam 2023, nha bao Amanda Florian & tap chi Vox da thuc hién mét diéu tra bd tdi
véi gan 100 nan nhan mat tai khoan Facebook tif 14 quéc gia. Cac bang chiing cho thay thd
pham la m6t nhdm ngugi Viét tudi d6i mugi ti Viét Nam.

Ngudi ban & Meta cua toi néi: “Bon né giodi that anh a, nghira bao nhiéu cach ma chinh tui em
cling khong nghira dugc. Minh mdi sifa hom nay, hom sau ching lai nghi'ra cach [gian lan]
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mai’.

Nhiing ngugi Viét bi Microsoft hay Facebook diém mat chi tén cé chit kha nang, nhung ho
khong phai tai nang, nhiing gi ho lam khong phai sang tao. Tai nang that, sang tao that phai
tao ra gia tri that cho thé gidi.

Chiém doat tai khoan nguai khac rd rang la pham phap. Tao va dung tai khoan gia dé truc Igi
ban than cling khong dem lai ich [gi gi cho thé gidi, ngoai tri khién chi phi lam an véi Viét Nam
cao hdn so véi cac nudc, vi lam gi cling phai tién kiém, hau kiém. Chi phi nay cudi cing do
xuong dau ngudi dan va doanh nghiép trong nudc.

Gan day khi toi giti mot kién hang vé Viét Nam, hai quan M budc t6i phai trinh héa dan, khién
cOng viéc tré nai, viéc trudc day chua tiing xay ra. Ly do? Cé qua nhiéu giao dich gian 1an tu
Viét Nam. Cling vi ly do an ninh, nhiéu tap doan cong nghé [8n thé gidi cdm nhan vién lam viéc
tU Vit Nam. Ngdi & dau trong Dong Nam A cling dugc, trif Viét Nam.

Toi tin khong ai thich dat nudc minh bi thé gidi e ngai. Ai cling muén Viét Nam giau manh,
dugc thé gidi tin tudng, né trong. Mudn vay, Viét Nam phai tao ra th( thé gidi can, tdc phai trd
thanh mot phan cua gidi phap cho cac van dé toan cau. Lifa dao, gian lan truc tuyén l[a mot
van dé nhlc nhéi, nhung Viét Nam khong nhiing chua gitp dudc gi, ma con dang lam moi viéc
té hon.

Toi khong co giai phap, chi cé vai suy nght.

T6i nghi muén giai quyét van dé trudc tién can phai thita nhan cé van dé: Viét Nam dang xuat
khau gian lan, néu khéng sém giai quyét, uy tin quéc gia cang suy giam, chi phi giao thuong
lam an vdi cac nudc cang tang.

D& hiéu gian an tU dau ra, ching ta can nhin vao lich su. Vi vi tri dia chinh tri, ngugi Viét budc
phai rat gidi chién tranh. Khdng quéc gia nao khac tiing danh thang ba thanh vién thugng truc
HGi dong bao an Lién Hiép Qudc. Ma Ton T da ndi, “All warfare is based on deception”, tlc
chién tranh la [Ufa d6i. Thanh ra, dau thich hay khéng, chling ta phai thtta nhdn véi nhau ngugi
Viét thao va dé chdp nhan nhiing tro manh mun, gian doi.


https://labs.withsecure.com/publications/ducktail
https://www.vox.com/technology/2023/9/28/23892964/facebook-account-hacked-theft-stolen-online-scams-meta
https://vnhacker.substack.com/p/tuong-ai-oi-moi-sang-tao
https://vnhacker.substack.com/p/be-part-of-the-solution-not-part

Thuc té cudc séng hang ngay cling khién ngugi Viét phai rat linh hoat. M6t nguai ban kinh
doanh lau nam tam su & Viét Nam lam sai dé han [am ding. Cau ndi ndi tiéng cua Lo Tan “Trén
ddilam gi ¢6 dudng, ngudi ta di mai thanh dudng thoi” vé dén Viét Nam da trd thanh “Trén ddi
lam gi c6 dudng khong dudc di, chi cé dudng khdng di dudc”. Khi lach luat, manh 6i la cach
sinh ton, gian lan da am tham trd thanh phan xa.

Cudi cung, toi xin chia sé mot chit vé ban than, vi téi nghi cdu chuyén cuda téi ¢ thé [a maot ggi
y.

Toi sinh ra va I8n |én & quan 4. Bay giG quan nha da khac, nhung, nhiéu nam trudc, day la vung
dat ma nhiéu ngudi Sai Gon khong dam lui téi. Thay gido day van cap hai cta t6i ké chuyén
cudi khach di may bay tho tay qua ctia s6, thut tay vao thdy mat chiéc déng ho thi biét dang
bay ngang qua quan 4.

G dau cling ¢ ngudi tot, ké xau, nhung tif nhé tdi da quen biét nhidu ngudi lam nhiing “ngheé”
khong giéng ai nhu mdc tdi, giat do, &n trom vat, cd bac bip. G day, lic bay gid, khéng cé khai
niém gian lan, chi c6 khon va ngu. Ai khon thi dudc, ai ngu thi mat, rang chiu. Liia dudc ngudi
khac la méot thanh tich.

T6i 18n 1én vdi mét “background” nhu vy, nén moi thit luat 1é déu chi la “opt-in”. T6i may man
chon dudc mét nghé (hay nghé chon ngugi?) ma t6i dudc tra tién dé nghira nhiing y tudng
xau xa nhat. Céng viéc hang ngay cua t6i la tim cach [Ua ngudi khac, dé giup ho khong bi lUa.
D4i clia toi nghi ra nhiing cach danh lUra hé thong phan mém, dé gilp thé gidi xay dung nhiing
hé théng viing chai hon.

Gian lan va chéng gian 1an ky thuc la hai mat ca mét van dé. Khéng thé chong gian [an, néu
khong biét cach gian [an. Vay thi Viét Nam dang sd hitu nhitng bo ndo chong gian lan thudc
hang tot nhat thé gidi. Bay la th( ma nhiéu ngudi can, la gia tri that ma Viét Nam c6 thé dem
lai cho ca thé gidi.

https://baotiengdan.com/2023/12/25/xuat-khau-gian-lan/



