A few recent data breaches

S No. | Data Fiduciary | Date of breach Size of the breach Kind of data breached
1. | Aditya Birla January 2022 5.4 million emails, and Names, phone no., address,
Fashion and other personal Dates of Birth, credit card
Retail Ltd. information details and passwords
stored as Message-Digest
algorithm 5 hashes (MD5),
employee details, including
salary details, religion and
marital status.
2. | Domino’s April 2021 Data related to 18 Crore Name, Email, Mobile No, the
India orders placed with total number of orders, the
Domino’s India total amount spent on
dominoes and GPS location.
3. | Upstox April 2021 KYC data of 25 Lakh Name, Mobile Number,
Upstox customers Email Address, PAN, Aadhar
and bank account number
4. | MobiKwik March 2021 Data of 10 Crore Indian KYC details, passport, email
MobiKwik users id, phone number and
aadhar card
5. | Facebook April 2021 (Data Data of 60 Lakh Indian Phone number, Facebook
published on the Facebook users ID, location, past locations,
internet for free) birthdate, email address and
relationship status
6. | AirIndia February 2021 As per Air India, the data | Name, Date of Birth, Contact
of 45 Lakh customers Information, Passport
across the world was Information, Ticket
leaked. Information and Credit Card
Data
6. | BigBasket November 2020 Data of 2 Crore + Indian | Email ids, names,

Big Basket users

birthdates, phone numbers,
IP addresses and password
hashes




