REVERSING & EXPLOITING USING FREE
TOOLS (PART 3)

In the previous part of the training we saw how to solve the exercise stackl using x64dbg, the main
point about this, is that x64dbg is a debugger, a tool that allows us analyze a program running it,
tracing it, it allows us to set breakpoints, etc.

In those tools we’re not only running the program but we can reach the function to analyze and
execute it, but even when this tool is easy to use, there are many cases where it’s not necessary to
run the program and a static analysis is enough, getting conclusions without running the application
or running the minimum as possible (static analysis is used in malware analysis, function analysis of
programs that don’t run, research of vulnerabilities, code reconstruction and so on).

In case of the exploit writers, when we analyze a program patch that fix a program vulnerability, we
usually do something called binary diffing or diff, we compare with some tool the vulnerable version
with the patched one to find how the patch solved the issue, and with this the exact point of the
vulnerability to start developing the exploit.

The problem with this approach is that could be hundred of changed functions and not all of them
are patches, most of them are little fixes, new functionalities or minor changes only. And to analyze
one by one all the changes and see which one did the fix, we must analyze carefully, and debugging it
it’s not just unfeasible, it’s that we don’t even know how to reach some program functions that could
have thousands of combinations to access the function, making the work very complex.

Later in the training we will do exercises of binary diffing to find patches as part of our learning.

There are some disassembler programs that are interactive, so those don’t show only the functions
and instructions but allow us (according to reverser expertise) detecting functionality of each one,
and working with what we’ll see it is the static reversing.


https://www.incibe-cert.es/en/blog/importance-of-language-binary-diffing-and-other-stories-of-1day
https://www.incibe-cert.es/en/blog/importance-of-language-binary-diffing-and-other-stories-of-1day

In general static reversing is a powerful technique when mastered, many times it helps us to find a
correct path to the wanted function, and sometimes it can complements the dynamic reversing.

We have to master and get an expertise of all the techniques, for later use and combine them as best
as possible to meet our goals.

Static reversing also depends on the program if it contains or not symbols, we configured a folder for
symbols when we installed Windbg, this will be a folder where symbols will be downloaded
automatically, this should happen for most of the system binary files, and if we program something,
we should be able to compile and save symbols in a file with pdb extension.

Here we have a link that explains the symbols topic:

https://docs.microsoft.com/en-us/visualstudio/debugger/how-to-set-debug-and-release-configurati
ons?view=vs-2019

Probably our symbols folder is empty now, but as we start working with windbg and IDA symbols will
be downloaded and saved in there.

u [P - .
This PC * QS5(C) * symbals
Mame

Iware.pdb
AcGenral.pdb
aclui.dil
aclui.pdb
acmigration.pdb
acpi.pdb
acpiex.pdb
activeds.pdb
ActxPry.dil
Act¥Pray pdb
o adsldoc.odb

Obviously having symbols makes the static analysis easier, we will start the stackl analysis with the
symbols, later we will find some cases where symbols are not available (for example this will happen
with third party programs that are not part of the operating system) and of course it will require
more expertise in the static reversing that we will get step by step.

EIERCICIDS + PARTE 1-abos y ftack nuevos » STALKS

deskiop.ini
2 STACK1 VS 201T.cpp
[0 STACK]_WS_201 T.exe
¥ STACKI_VS_2017.pdb
3910502 7001.0_neutral _Bwek # s STACKZ WS 2007.cpp

In the exercise folder, we see three files that correspond to stackl, the executable binary file with
EXE extension, the source code CPP and finally the symbols files PDB (if you can’t see the extension
you have to go to folder options or file explorer options in the last Windows 10 versions and remove
the tick from HIDE EXTENSION FOR KNOWN FILE TYPES.


https://docs.microsoft.com/en-us/visualstudio/debugger/how-to-set-debug-and-release-configurations?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/debugger/how-to-set-debug-and-release-configurations?view=vs-2019
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Static Reversing

Exercise Stack1

1-IDA FREE

We could see the file extensions, and we will start opening the executable one with IDA
FREE, we can just drag the file to the IDA Icon, or opening IDA will ask us to open a file,
then we search for the exe file and open it.

M sbout

IDA - The Interactive Disassembler

Version 7.0, 190307 Windows x64 (64-bit address size)

{c) 2019 Hex-Rays SA
Freeware version with the following imitations:
1. Only for non-commerdal use
2. Without technical support
3. Only supports xB6/x64 code
For commercial use please acquire the full version

woww hex-rays.com

[ ]

We select “NEW” to work with a new analysis file:




W DA Quick %

Pew Disaszemble a new fe
Go Work on your ven

[Crreviom | Load the oid dassessbly

Then search the stack1 executable.
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It detects that is a PE exe file, because IDA FREE does

= Ao fils edonsicns [ HE -

Lt

not come with two versions (one for

32 bits and other for 64 bits), it says that the binary is a 64 bit, but it works well too:

W Load a new file *
Load fike ...ricardo\Desktop\EJERCICIOS \PARTE 1-abos v \ETACKS\STACKL_VS_2017.exe 85
Portable executable for 80286 (PE) [pesd.dll]
Binary file
Processar type
MetaPC (disassemble all opcodes) [metapc] = Set
Loading segment - Kermel oplions 1 Kernel options 2
wD000000000000000
[+ Enabled
Loading offset  x0000000000000000  [+] Indcator enabled Processor opbions
Options
Loadng opbons D Load resouroes
Fill segment gaps [-] Rename DLL entries
Create segments [ Manual lnad
[] Create FLAT group [=] Create mports segment
Load a5 code segment
| B a ==
3

It says that can’t find the pdb because it's not in the symbols folder, we click in “YES” and

search for symbols manually:



“ Please confirm *

Ch\Usersiricardo\Desktop\EJERCICIOS\,...\STACK1_VS_2017.exe: failed to load pdb info.
Failed to open the file, or the file has an invalid format (E_PDB_MNCT_FOUMD]
Do you want to browse for the pdb file on disk?

[ Don't display this message again

fes Mo
3 file
© & » ThisPC » Desiop » EJERCICIOS » PARTE 1-albos y stack nusves » STACKS v & Searchs
Hew folder
wdjuntos *  rame \ ’ Drate modified T
e £ STACK1 VE_2017pdb T

L & STACK2 VE 2017 pdb
& STACKI VS 2017.pdb
& STACKA VS 2017 pdb

3 Attributes: bp-based frame

3 int _ cdecl main(int argc, char **argv)

_main proc near ""--...._
buf= byte ptr -54h
cookie= dword ptr -4
argc= dword ptr B8

argv= dword ptr @ch

push ebp

mov ebp, esp

sub esp, 54h

push 2] 3 uType

push offset Caption ; "Vamosss”

push offset Text ; "Imprimir You win..\n"
push 2] 3 hund

call ds:__imp_MessageBoxA@l6 ; MessageBoxA(x,x,x,x)
lea eax, [ebp+cookie]

push eax

lea ecx, [ebptbuf]

push ecx

push offset _Format ; "buf: ¥@8x cockie: X@8x\n"
call _printf

add esp, @Ch

lea edx, [ebptbuf]

push edx 3 result
call _gets

add esp, 4

cmp [ebptcockie], 41424344k
jnz short loc_481891

I}I—

offset aYouwin ; "you winl\n

loc_481691:

xor eax, eax
mov esp, ebp
pop ebp

retn

main endo




IDA FREE in opposite to PRO version it does not have a decompiler, so if | try to press F5
which is the shortcut in the PRO version for decompile a function, it just says:

» Warning *

i Sorry, you do not have any decompilers on Windows

https://knowledgezone.helpsystems.com/display/PL/Exploit+Writing+Home?src=breadcrumb
s-parent
It doesn’t matter so “What doesn't kill you makes you stronger”.

In the image we can see the calls to functions printf and gets, also the comparison for the
cookie with the value 0x41424344, and we can see that if values are not the same it can go
through two different paths the green arrow and the red arrow.

GREEN ARROW = Conditional Jump result is true.
RED ARROW = Conditional Jump result is false.

In this particular case.

JNZ or JNE (Jump if not zero or Jump if not equal) = TRUE (In this case true result it
means that values are not the same) or means that it will go through the green arrow if
values are not the same and through the red arrow if are the same.

Another important thing is have a mental relationship with what we saw tracing in the x64dbg
with what we see in IDA.

Remember that after the function PROLOGUE, EBP was set as frame pointer and function
was EBP BASED, so EBP value would be constant from here until the EPILOGUE at the
end of the function, and all the variables and parameters were referenced using EBP, that’s
what we called the HORIZON that maintains constant.

1
55 PROLOGO !
8BEC !
83EC 54 |
€A 00 !
68 00904100

65 08504100 1
6A 00 push !
FF15 10214100 call dword ptr ds:[<iMessageBoxAs]

8045 BC Tea eax,dword ptr ss:|febp-43 ¢
50 push eax i
BD4D AC lea ecx,dword ptr s: 4] 0

51 push ecx
68 1C904100

push stackl_vs_z017.41901C
E& 34000000 €all <stackl vs_2017._printf:
8304 0C add esp,
BDS5 AC Tea edx,dword ptr ss:|febp-54] consoleapplicationd. cpp: 23
52 push edx
E& E3280000 CEIT <sTackl_vs_2017._gets»
83C4 04 add esp,4
B170 FC 44434241 onp dword ptr ss:ebp-4ll, 41424344

« 75 0D
68 34904100
ES8 12000000

| ErILoGO

= im3

We can see the HORIZON line at the stack:



. 3 EDI  DO7EB27E &7 \\Users\\ricardo|\Desktop)\anos y STack nu
. im3
. im3 EIP 00401043 STackl_vi_2017.00401043
. intd
. i3 EFLAGS 00000202
: push ebp ZEO BEO AE O
o O o OFo
. SEo TFo 11
. pe vi_ LastErrar  DOOOOO00 (ERRDR_SUCCESS)
. push LastStatus COL50008 (STATUS_SXS_KEY_NOT_FOUND)
. CIN dword prr do:[ciMessageBonAs]
. Tea eax, dword pte ss:[febp-4 nitialization G5 0028 FS 0053
. sh eax ES 0028 DS 0028
: €5 0023 55 0028
g ST(0) 48770 ERPTY O
. sT(1) A§7r1 Emp:
. sT(2) A87ra Empry
. push en ST(3) *&7r3 Empty
* GEN <stackl_vs_2007._gets> ST(4) x87r4 Espry
. add esp, 4 ST(S) 475 Empty 0.
. cap dwatd pre secfebo.df d1a2ea sT(8) x87¢8 Eapry O
. Jme STackl_vs_2007. 401091 ST(T) 4877 Empry 0.
. push V52017, 419034
. can V5 _2017, _printfs Wi Tagword FEFF
. —— XETTW_0 3 (Empty) x87TM_1 3 (Empty)
. B NETTH_I § (EmpTy) xATTW3 3 (Espty)
: @ AETTW_4 3 (Empty) x87TW5 3 (Empty)
. 1] AETTG 3 (ESpTy)  XTTMLT 3 (ESPEY)
.
. & XETSTATUSWOTd 6000
. x ASTSWE 0 MTSMCI 0 xEISMEZ O
. (<4 HETSW.C1 O x87SMCO O xBTSM_ES O
. I ATSU_SF 0 XBTSMP O I@IRLU 0
. & ASTSH O 0 NE7SMZ 0 xE’SMD 0
. 1 .
| oosnose o« B =
< 5 | Defoult fstdeal)
1t [espra] GOABLES0 STacki_vs_20L7.00401290
2t fespes] 00000003
3: [espec] 00T6R278 4°C:\\Users\\ricardo\\Desktop\\abos y stack m
b, o s o oy e\ e
s = = |
Woup3  WSoums  Wowws  Bwahi  leloas Y st + [004012%0( reTurn To STACKLVS_2017.SLN2T09 Troa stacklvs 2007, main

JascIn I ~

4|| voreBzT8 s \usershy
0D0773A70| £"ALLUSER SPRD)
AAC 32452

ricardo\\Desktop\\abes ¥ stack nueves\\STACKL VS_2017.cxe™
=C:\\Programata”

00401306| STACK1_vS_2017. _saircRTSTArTUR
4| 00401306 STACKL VS 2017, _SainCRTSTArTUD
00320000/

50| 00401306 stacky_vs_2017._mainCRTSTartup
=4 | 00401306 sxack1 ve_2017. SainCRTSTAFTUR
OL9FFIC

B AB AR ABIG0 00 00 00|00 00 0 00

Under EBP that was set as reference value (HORIZON), were the STORED EBP, the
RETURN ADDRESS and the function parameters, and up to the horizon it was reserved the
space for the variables using the instruction SUB ESP,0x54 finishing ESP upper than EBP
which remains with fixed-value.

-+— Actual ESP

BUF

REFERENCE EBP OR HORIZON

ETURN ADDRESS
ARGUMENTO 1

RGUMENTO 2
RGUMENTO X

But as we saw previously ESP moves in different moments of the function, but EBP remains
and this map will be the distribution of the variables and parameters of the function always, it
will not change as EBP doesn’t change and distances with it neither.



BUF

COOKIE

STORED EBP
ETURN ADDRESS
RGUMENTO 1
RGUMENTO 2
RGUMENTO X

REFERENCE EBP OR HORIZON

We built this map tracing in the x64dbg, but we can see it in IDA without running the
program.

Under the function declaration IDA has the list of variables and parameters, but it's not the
same complete map we got tracing, to get it, we double click in any variable or parameter:



; Attributes: bp-based frame
; int _ cdecl main({int argc, char **argv)
_main proc near
buf= byte ptr -54h
= |cookie= dword ptr -4
argc= dword ptr 8
argv= dword ptr @Ch
push ebp
mav ebp, esp
sub esp, 54h
push @ 3 uType
push offset Caption ; “"Vamosss"
push offset Text ; "Imprimir You win..\n"
push @ 3 hund
call ds: imp MessageBoxA@le ; MessageBoxA(x,x,x,x)
lea eax, [ebptcookie]
push eax
lea ecx, [ebptbuf]
push ecx
push offset _Format ; "buf: %e@8x coockie: ¥@Bx\n"
call _printf
add esp, @Ch
lea edx, [ebptbuf]
push edx ; result
call _Egets
add esp, 4
cmp [ebptcookie], 41424344h
jnz short loc_481891

] et =] i

This will display the STATIC REPRESENTATION OF THE STACK, that is the same map we
got tracing in x64dbg.

This will be a picture of the stack with the variables, the parameters, STORED EBP,
RETURN ADDRESS, the HORIZON, etc.

X IDA View-A B 3 Stack of _main B © Hex View-1 B Structures
‘a ||[-eceeeapeaRE@RE5A ; D/A/* : change type (data/ascii/farray) |
-gpegoaoaaaeaeas4 ; N rename
-2PEREAEE688854 3 U » undefine
-BB00600000080054 ; Use data definition commands to create local variables and function arguments.
-BBe00000000000854 ; Two special fields " r™ and ™ s" represent return address and saved registers.
-GeaeRaRREERRER54 3 Frame size: 54; Saved regs: 4; Purge: @
-2peaeaeae8080854 ;
-@papaoaaaooa0054
-BeaaoaaoaeRa0054 buf db
-QEeEARERERARAREL cookie dd ? =
[ aoPeRR0RRORERRD S db £ dup(?) HORIZONTE
+aBaaaaaaaEEEEEEL db 4 dup(?)
+epeaeaaaaep00e8 arge dd ?
+eoaeeaa00E08008C argy dd ? ; offset
+apaaaaa0a0080010
+apaaaaaaaaeee0le ; end of stack wvariables




In IDA

db means BYTE=1 byte long
dw means WORD=2 bytes long
dd means DWORD=4 bytes long

So the variable buf is of type db what it means type BYTE, but 80 bytes long, it is a byte
array of 80 bytes long.

Use “dup” construct

This option causes identical data values to be grouped into a single item
with a repetition specifier.

At its side it says dup(?) DUP means DUPLICATE or repeat as times as, the symbol “?”
inside of the dup means that repeats with an unknown value for the static analysis.

Then it goes cookie which is a dd or DWORD so it is 4 bytes long, and in its side it's the
symbol “?” what it means the same as before an unknown value, it doesn’t use dup as it
does not repeat any value.

Then it comes s that it is the STORED EBP which its length is 4 bytes, and even when IDA
prints it as a db of 4 bytes long, it really is a DWORD but there’s no problem, it’s just IDA
representation.

Then it comes r that it is the RETURN ADDRESS and as the previous one it has a length of
4 bytes.

Then it comes the argc and argv, each one of 4 bytes long, and are detected as DWORDS.
i T ST DI - oo e
I

; int _ cdecl maindint argd,| char **argv
_main proc near

buf= byte ptr -54h
cockie= dword ptr -4
argc= dword ptr 8
argv= dword ptr @cCh

In the stack representation, it respects the length of each one, if we right click any of them,

leagaaaapapaRe54 '

DERRE0EERE0854 but db 88 dup(?)

\paepaeeaEe0084 cookie dd ?

BpREE000EEE000 = db 4 d O please enter a string

AR P PP AR PR R R R A

uuuuuuuuuuuuuuu r db 4

HAAARARRARRAARRR ¥

uuuuuuuuuuuuuu o drgc dd : .
P dd 3 Please enter the type dedaration | sgE@emyEL
uuuuuuuuuuuuuuu gv :

'B0EE0808000010 Cancel
IBeaeeepa00018 ; end of stack variabl




DRRRUIODIN0DIGRE

D00 argy

arge <+ dd ?

dd

W Fiease enter a string

Pleste enter the type decarason | TR

(o1 o | m
db 58 dup(?)

dd ¥

é& ; i

ad ¥

W Flease enter a string

Please enter the type dedaraton 1-.-

Obviously IDA can detect names and exact values because it uses the symbols, we’ll what
happens when it doesn’t have symbols.

% IDA View-A 8 | 3 Stack of _main B © Hex View-1 B Structures
'~ ||-000DBBEOEDEOBOSA ; D/A/* i change type (data/asciifarray) |

-@eaoaappaeoaaas4 3 N : rename

-BAPARAAEEE6654 ; U : undefine

-8BepeReReRERRRSY ; Use data definition commands to create local variables and function arguments.

-8080000000000854 ; Two special fields ™ r" and " s™ represent return address and saved registers.

-8800000000000054 ; Frame size: 54; Saved regs: 4; Purge: @

-geaaaappaeaaaasd

-@eaoaappaeoaaa54

-B88806600006000854 buf db

-0B08R60R0EBARAL cookie dd ?

+aeaaaapaaoaaanee s db 4 dup(?) HORIZON

+aea0aa0a00008084 db 4 dup(?)

+epapaseaaeeeeees arge dd ?

+epaoaaeeaeEaRE0 argy dd ? ; offset

+aeaaaappaaaaanle

+apa0a00000000010 ; end of stack wariables

Returning to the map we see in the first column, the same we saw at the stack in x64dbg
when we set the horizon to zero, the values of distance use horizon as reference, above the
variables represented as we saw as EBP-XXX and below the parameters as EBP+XXX.
Here we can already see that for example buf is in EBP-0x54 and cookie in EBP-4, while
argc is in EBP+8 and argv in EBP+C.

In the picture below we see that buf is in EBP-0x54:



-gagenaaaooaanas4 ,

-gehanaaaaaaa0054
- cookie dd ?
+pgooopoopaooopee s db 4 dup(?)
+agaaoooapaaaaeed r db 4 dup(?)
+igaaoaoapaaaaee8 argo dd ?
argv dd ? ; offset

+Haaaaaaaapaaaa010

+paaaapaapaaaaale ; end of stack variables

} 68 00904100
! 68 083904100

' Bl7D FC 44434241
i 5 0D

b 68 324904100
[ E& 12000000

17 . 412000

push stackl_wvs_20
vs_2017. 413008

push stackl_v

5
S_.

cmp dword ptr ss 1424344
jne stackl_wvs_zol/7. 01039

push stackl vs_2017.419034

€all <stackl _ws_z017._printf>

(el int3
! CC int3
[ CC int3
i CC int3
[ 55 push ebp consoleapplicationd.cpp: 14
[ BBEC mov ebp,esp
i B3EC 54 sub esp,s4
P 6A 00 push 0 consoleapplicationd.cpp: 17

419000: "Vamosss
413008: "Imprimir You win..\n"

6A 00 push o0
' FF15 10214100 €&l dword ptr ds:[<4 EOHEoXA>]
\ BD45 FC lea eax,dword ptr 5 consoleapplicationd.cpp: 22
' 50 push eax
; 8D4D AC lea ecx,dword ptr s ecx:_mainCRTStartup
51 push ecx ecx:_mainCcRTStartup
68 1C904100 push stackl_ws_2017.41901C 41901C: "but: %08x cookie: %08x n"
ES 34000000 €all <stackl_vs_2017, prin
B3C4 0OC add esp,C
BDSS AC lea edx,dword ptr ss consoleapplicationd.cpp: 23, edx:_mainCRTStartup
52 push edx edx: _mainCRTStartup
EE E3ZZBOOODOD €all =stackl_wvs_2017._gets>
83C4 04 add esp,4

consoleapplicationd.cpp: 25

consoleapplication4.cpp: 26, 412034:"you win!yn™

B83C4 04 add esp,4
33C0 XOr eax,eax consoleapplicationd4.cpp: 28
BBES mov esp,ebp
5D pop ebp
b c3 ret
cC int3
(] int3
! cC int3
L (] int3
i cC int3

We can see that are the same ebp-0x4 and ebp-0x54 of cookie and buf from x64dbg.

In the IDA instructions like ebp+cookie, if | right click IDA will display as an alternative the
format ebp-4 because cookie is in the position -4.

ebp + cookie = ebp + (-4) =ebp -4

_main proc near

buf= byte ptr -54h

cookie= dword ptr -4

argc= dword ptr 8

argv= dword ptr @&Ch

push ebp

oA ebp, ezp

sub esp, 53h

push ] ; uType

push offset Caption ; “Vamosss

push offset Text ; “Imprimir You win..\n"
push @ \ ; hikind

call ds:__imp WessageBoxABLE ; MessageBoxAlx,x,X,x)
lea eax, [ebp+cooki-?

push eax @ Group nodes

lea ecx, [ebpibuf]

push eCK Rename M
push offzet _Format

call rintf B : b
i f:p' e ™1 symbolic constant M
lea edx, [ebpt+buf]

push  edx |El [ebp-4] Q
call _Eets o 5 H
add &5p, 4 Bl fehnedl




And in the variables definition we see the position with respect to EBP.

3 int _ edecl main(int argec, char **argv)
_main proc near

buf= byte ptr [254h]
cockie= dword ptr]-4|
argc= dword ptr B8

argv= dword ptr @ch

push ebp
maw ebp. esp

So as we can see, everything we had to run, now we know it only analyzing in IDA, the only
thing we need is the distance | have to fill to overflow the buffer and modify the cookie.

L=

I have to fill the 80 bytes of buf, and then the 4 bytes of the cookie, which as | can see in IDA
is compared against 0x41424344:

int cdecl main(int argc, char

_main proc near

buf= byte ptr -54h
cookies dword ptr -4
argc= dword ptr B
argv= dword ptr @Ch

push ebp

mow ebp, esp

sub esp, S4h

push ] i uType

push offset Caption ; “Vamosss”®
push offset Text ;: “Imprimir
push a ; hikind

call ds:_ imp MessageBoxAglEs ; M sgeBoxA(x,x, X, x)
lea eax, [ebpt+cookie]

push eax -

lea ecx, [ebprbuf]

push e

push offset Format ; "buf: X88x cookie: Easx\n"
call _printf

add esp, BCh

lea edx, [ebp+buf]

push edx ; result

call _gets

add esp, 4 t

cmp [ebp+cookie], 414243448h

jnz short loc 4010891

|
v 1




In the image we can see all the places where cookie is acceded, the LEA instruction is
similar to AMPERSAND so it gets the address of a variable instead of its value, this happen
in printf to print the address in hexadecimal for the %08x.

Also we can see that gets receives as parameter the address of buf, so it will copy there
whatever we type in the keyboard. So typing:

80 Aes + “DCBA”

Because DCBA is 44 43 42 41 and reading it in memory as little endian when it is compared
to 0x41424344 it will be the same and it will go the program through the red arrow as the
instruction JNE=NOT TRUE is used, finally going to the YOU WIN.

The script is similar to the one we saw in the last part:

solucion stack 1.py

import sys
from subprocess import Popen, PIPE

payload = b"A" * 30 + b"\add\x43\xd2 \x41"

pl = Popen(r"C:\Users\ricardo\Desktop\abos y stack nuevos\STACKl V5 2017.exe", stdin=PIPE)
print ("PID: %s" % hex(pl.pid))

print ("Enter para continuar")

pl.communicate (payload)

pl.wait()
input ()

| use Popen to redirect the input STDIN, so in this way instead of typing | send the data from
the script with p1.communicate(payload)

Payload: the code of an exploit which manage to do the malicious part of the intrusion, it is the
remote code that will be executed in the attacked machine, executing a sequence of malicious

activities.
In this case the payload is = 80 As + “DCBA” # (“\x44\x43\x42\x41” is similar to “DCBA”)

payload = b"A" * 80 + D"\x44\x43\xd42\x41"

If | run the script, with what | could deduct from my static reversing with IDA without running
the exercise, | see that | get the YOU WIN without problems.




2-RADARE

First thing should be check binary’s information, to do that there’s an executable called
rabin2 in the same folder where radare was installed.

rabin2 -l name

It returns us the binary’s information and it contains much information that we can check with
the argument -h

For example, the argument -i is used to see the imports used by the executable:



In the same way it exists many different options to get information.
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AcdeEghHiIjlLMgrRsSUWvWxzZ] [-@ at] [-a arch] [-b b
str] [-m addr] [-n str] [-N m: H] [-P[-P] pdb]
tr] [-k query] [-D lang symname] | file

ge: rabin2
C F:C:D] [-
o str] [-0
[addr] show section, symbol or import at addr
list sub-binaries and their arch-bits pairs
[arch] set arch (x86, arm, .. or <arch>_<bits>)
[ .
[

[-
.F

bits] set bits (32, 64 ...)
addr] override base :dd’ets (pie bins)
list classes
c list classes in header format
[fmt:C:D] create [elf,mach@,pe] with Code and Data hexpairs
show debug/dwarf information
lang name demangle symbol name (-D all for bin.demangle=true)
entrypoint
e constructor/destructor entrypoints
globally exportable symbols
[str] select sub-bin named str
[binfmt] force to use that bin plugin (ignore header check)
same as -SMIIHVResizcld (show all info)
[addr] load address . offset to header
this help message
header fields
imports (symbols imported from libraries)
binary info
output in json
[sdb-query] run sdb query. for example: '*°
[algo] calculate checksums (md5, shal, ..)
linked libraries
[plugin] list supported bin plugins or plugin details
[addr] show source line at addr
main (show address of main symbol)
[str] show section, symbol or import named str
[min:max] force min:max number of chars per string (see -z and
[str] cutput file/folder for write operations (out by default)
[str] write/extract operations (-0 help)
show physical addresses
show debug/pdb information
P download pdb file for binary
be quiet, just show fewer data
g show less info (no offset/size for -z for ex.)
show load address used by dlopen (non-aslr libs)
radare output
relocations
symbols
sections
-55 segments
unfiltered (no rename duplicated symbols/sections)
resolrces
display version and quit
Show binary wversion information
extract bins contained in file
[fmt] [f] .. package in fat or zip the given files and bins co
strings (from data section)

zz strings (from raw bins [e bin.rawstr=1])
zzz dump raw strings to stdout (for huge files)

guess size of binary program

its] [-B addr]

(see -a)

-zz)

ntained im file

To start using radare, we have to write the next in a command prompt

radare2 STACK1_VS_2017.exe

This will

load the binary to analyze it.




The | write the command aaa to analyze the loaded binary.

with sym. and entry@

ysis for all functions (aaft)
urn information

or aaaa to perform additional experimental analysis.

Then the command afl will load all the functions, from here | try to find the main function, and
| see is in the address 0x401040.

[¥N} |_. [a}]
. =+

e e e e

1

A

entryd
main
TCN.E

Print [p]
| Assemble / Disassemble pald]
Prinl bils ph ltnn ]
 Print byle in C / Python / Javascript pelpd] [len]
Prini disassembly in columns pC
| Print disassambly of n opeodes pd [nl
Eriril gl e e skl ol i it . Inl
_ Print disassembly ol lunction pdf [@ addr]
raeen T o
| Print ¢-liko pseudo codo pde
Print string ps
| Print unicode string pu
Print hox px

With the command pdf | can disassembly a function:



With the instruction eco we can list the themes, in my case | liked “bright”, because it looks
clearer.

In radare we have the console mode with its commands, and visual mode which is entered
typing the key v and you can quit with q.




To enter in cursor mode and leave you type ¢ and the help you type h.

For the moment we will stay in console mode, | think it limits you more at the beginning when
you don’t master it, later we’ll see how to use the visual mode and Cutter the radare’s GUI.

5 HWND hkind

; LPCSTR lpText
5 LPCSTR lpCaption

UINT u

ox41424344

We can see that the shown cursor is in 0x401054, to chain to main we can write s main and
we can work comfortable, because it takes as reference the actual address that cursor
points, now it points 401040 that is the main address, if we don’t change it we should write
@address each time, and this is annoying.

Now we change function’s name with afn.



3 var int32_t va
3 var int32_t w

; LPCSTR 1pText
; LPCSTR lpCaption

817dfcaa4342,
758d

68349041
eBl12ea6:
83caed

33¢0
8bes
5d
€3

| rename the variables with afvn new_name old_name

As we can see, in the function all names were changed to new one.
With the command agf we can see an ASCII visual representation of the function.




We can see the green arrow true and the red arrow false, and the comparison with
0x41424344, what we can’t see is “gets”.
I include the pdb symbol information with the command idp.

idp STACK1_VS_2017.pdb
| analyze again with aaa and now symbols are added, now that gets and printf appear, |

have to rename again the symbols (note: load the symbols at the beginning before analyzing
with aaa, in opposite case we would lose all the work done).



*format

Now it looks better and the graph mode too.

We will see how this appears in Cutter that it is radare’s GUI, | download it, uncompress it
and run it.

https://github.com/radareorg/cutter/releases


https://github.com/radareorg/cutter/releases

@ Load Options >

y

Program: C:VUsers'ricardo\Desktoplabos v stack nueves'\STACKL_VS_2017.exe

Analysis: Enabled
Level: Auto-Analysis (aaa)

e e e

Import demangled symbols
w Advanced options
CPU options
Architecture: | Auto ~ | CPU: | Auto e

Bits: |Auto ~ | Endianness: | Auto w

Kernel: | Auto w | Format: | Auto o

Load bin offset (-B) 1024

Map offset (-m) D A0000

Load POB |C:‘n,leers‘n;icardn‘n,Desktop‘n,abus y stack nuevos\ABO1_VS_2017.pdb | | Select I

..--"""":_

ancel Ok

L

I choose the file to disassembly and the pdb with the symbols.

In the quick filter | write main, and | can see the function, clicking in it and pressing the bar
key we enter in graph mode.

o ox

Right-clicking a variable or pressing the shortcut Y we can rename a variable.



Lalda b R e A N e | L s WL

lea eax, [cookie]

push eax |

1w ecx, [buf]

push  eex & set variable Types for Function: main t X
push str.buf: __88x_col . .
call pdb. _printf Modify: | buf >~
add esp, Bxe

lea edx, [bufl Harme: E |
push  edx s [char = w
call pdb. _gets s | |
add esp, 4

emp dword [eockiel, [Cox ]| comes
jne x4 051 !

| choose the one | want to rename, and | change names for buf and cookie.
L e el e EemiwElm @ o1

g (rrasin) Fx Decompder
Py e—— | it =
winclisls caisdies b
— pb, _mal
-~ ulp AntiLE maks (o0}
{fen} main B7 -

i var uinbil t cockde

mah  wbo

o w5

mb e, B

pah @

pah  albr Wecdis secfion. .data

s atr. Deprdsdr_vou_win Sud 15008 ; “Imprisir ¥ou win
call  deord [iym. e LSIRED AL Meddagebiond] | pdb. D, Meddipaiod, 18
Ied ks, [eockds)

fudh i

Tek e, [2f]

(LT L=}

P SF Bl B el 0

call g gedend

wid e, B

lea i, [

mh wde

It also has an screen for decompiling.
Pressing X function references are shown.

& x-Ruefs for Cud0401040

winkl2_t cockde;
Mennagalicas (B, “Tprimic You sin.. ",

ppets ()
(oackie == BoslazEdd) |
wax & pprdmtd f ew winfla

¥
Ry S
aan;

pib pristf | Poe By cookfer EMvie®, bl

“¥amorcy

Wl o (0 A0
call pdb. _register_thresd_ local exe_atexit_callback
Acddress. Code  Type Py -
s + GATHTATES cll i ol G o
L edi, deord [eaxd
call pby, ___p___argc
=y i, eax
call pib, et joitial raecos eovirorment
push eax ; char sserwp
push edl ; char ssarg
push  dword [esi] ; int arge
call main ; int sadn(int arge. char ssargy, char saemp)
ooy TS, ChC
my esi, eax
call pdb, ___scrt_is_maraged_spp
test al, al
oteds from OO U2 jne  Eddllad
push =51
Address  Code call pab, _exit
Trpe test bl, bl
ina 401 Zad
call poly, __cexbt
push @
push 1 esi
call pdb. ___scrt_uninitialize ort
pop o=
O e =]
- i F S

X

R H

We can see that one of the decompiler option, is the one to do it with GHIDRA, | don’t know

if it works, but the option is

in there:




L JRINEINRet ) . L | I
(34 Decompiler (=

J

undefined4 main( )]

{

int32_t arg_ch;
shuf;

uint3Z_t cookie;

arg ch = &;
(*_pdb.__imp__MessageBoxA_16)(@, “Tmprimir You win. . \n
pdb. _orint A {int32_t) "buf: ¥88x cookie: ¥08x\n”, (int3
pdb. _gets((intiz_t)&buf);

(cookie == Gx41424344) {

pdb. _printf(int32_t) “you win!\n", arg_ch};
1

8

£
B Aute Refresh = Refresh Decompier: Ghidra

(o

We have the console for radare commands, in this case we write afvb* that is used to list the
variables relative to ebp and afvd to see the value of the variables when we’re debugging.

[Expo4p1054]> afvb=
afvb -84 buf char = @ @x401840
afvb —4 cookie uint3Z_t @ @x401040

[expa4p1854]> afvd

var cookie = @x@@177ffc = -1

var buf = @x@e177fac = ovf "\xfPad P P P P Pad PP PP PP PP Pd
FA R AV AR AV AV E AV AV E R D AN S A S A AN L N AN o AN N AN e AT A AV S AN
LAY AV AV T AN A T AR L A A E AN A e L AN S A e L A S RS AN AV A A S AV T AR 2 B
LAY AR AV S AV S AV S AV I AV e R AV S VIS AV S AVIS AV e R AV RV iR AV S RV AV SRV R AV S AVI 3BV eS AV
S P P P o P P o P P e PP e PP e PP e PP o P P PP o P P PP e P e PP e PP e PP e P P ek
FA R AV AR AV AV E AV AV E R D AN S A S A AN L N AN o AN N AN e AT A AV S AN
LAY R RV R AV I AV A AV R AV R A R RV R AV I AV A AV R AV R AV RV I AV S AV A AV S AV R AV R Ve 3 Al

[ SR S L S T

We can see that buf is in -84 and cookie in -4, so the difference between both is 80 we have
to fill buf and the next 4 will be the famous “DCBA”.



[BxBR4B1854]> afvb*
afvb |-84|buf char * @ Bx401040
afvb |-4 qookie uint32_t @ @x4@1040

At the end, we can see that we can reach the same conclusions that using IDA, we can see
that destination of gets is buf, there data will be copied, and we saw that buf is 80 byte long,
and right down is cookie, that we will modify with DCBA at overflow, that will be compared
with 0x41424344, and it will go to YOU WIN if are not different.

At time of writing this training | talked with Pancake, radare’s author, with all the people who
help and collaborate, he is a very accessible person, and | told him to add a command
similar to afbv* but not only for listing variables but as in IDA, list all the static representation
of the function, to be easier see the distance, he started to work on it, so we will use it in
future trainings.

3-GHIDRA

While | was writing the part 2, a new version of GHIDRA was released the 9.1, so | update it
to continue with the newest.
https://ghidra-sre.org/releaseNotes 9.1 final.html#9 1



https://ghidra-sre.org/releaseNotes_9.1_final.html#9_1
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We go to File -> New Project -> Non-Shared Project and then Next>>.
| create a folder for the project and | write a name.

Now | drag and drop the executable of stack1 on the active project screen.
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Once is dropped into the windows is loaded.

It appears a screen with information about the file that | load, then we press OK.



i Ghidra: pipon

File Edit Project Tooks Help
SR EE R LIRS
Tool Chest

% v

Active Prﬂ_le{:: Ppon
& ppon

B STACKL VS _2017.c

Double click in the name of our file, then we will analyze the file as follow (if any screen
appears, we should choose YES):

qﬁ Analysis Options ||
Analyzers Dezcription
Enabled ] Analyrer Name
Aggressive Instruction Finder (Prototype) -
Fl ApplyData Archives
o ASLUIL Strings. =
v Call Convention [dentification Options
o Call Fixup Installer
Condense Filler Bytes (Frotobype)
Fl Create Address Tables
Fl Data Reference
o Decompil er Parameter ID
o Decompiler Switch Analysis
i Demangler -
| Selectall || Desslectall || Restorepefaits | /

Analyze Cancel |

Problem in here is that there’s an error loading the symbols.

ERROR: Unable to locate the DIA SDK. It is required to load PDB files.
* See docs/README_PDB.html for DLL registration instructions.

ghidra.app.util.bin.format.pdb.PdbException: ERROR: Unable to locate the DIA SDK. It
is required to load PDB files.

*See docs/README_PDB.html for DLL registration instructions.

We will see what this file is:



Ensure vou have msdial 40.41 on your computer

First, check to see if you already have the msdial 40.400 ibrary mstalled on your system. It is generally mstalled mstalled with
Microsoft Visual Smudio 2017 when C/C++ development support is included ( may be Community, Professional, or other VS
2017 distnbution package name).

Cr'Z\Program Files (xB§)\Microsoft Visual Studiod\2017T'\WWDIA SDNbin\amdé4'\madiaidd. 411

This file is commonly located here, although it may be installed in other locations as well. Any 64-bit copy may be registered
provided it is the comect version. There is no need to register more than one.

Register 'msdial40.dll' in the Windows registry

Please register 64=bit mseliat 40,40 even if vou already had a copy of it on vour computer since it is not registered by the
Visual Studio installation process. You will need administrative rights/privileges in order to register the DLL in the Windows

registry.

1. Start a command prompt as an administrator
o Click Windows Start menu, enter CMD i the search box to locate CMD program.
= Right-click on CMD program and then click Run as administrator.
o If the User Account Control dialog box appears, confinn that the action it displays is what you want, and then
click Yes to continue. You may be prompted for an Admin password to elevate penmissions.
2. At the prompt within the displayed CMD window, navigate to the parent folder that contains the 64-bit version of
misdial 40,41 or specify the full path of the DLL to regsvr32 command below,
3. Enter the following command to register the DLL:

regavril =adiald0.dll

When the registration has completed you should see a popup that indicates that "DllRegisterServer in msdial 40,4l
succeadad”.

I will have to find it and installing it:

Microsoft Visual C++ Redistributable for Visual Studio 2017

or

https://go.microsoft.com/fwlink/?Linkld=746572

| still had the problem, so | downloaded this:

https://github.com/MalwareTech/MSDIA-x64

| uncompressed it, and | run the .bat from an admin command prompt, what the script does
I)fc;opy msdia140.dll %systemroot%\system32

regsvr32 %systemroot%\system32\msdia140.dll

It's possible to do it without bat file, only running these commands manually, but this works,
and if | run Ghidra again and | repeat the process, It loads the symbols directly, and in

opposite case go to FILE -> LOAD PDB FILE to load them.
In WINDOW -> FUNCTIONS


https://go.microsoft.com/fwlink/?LinkId=746572
https://go.microsoft.com/fwlink/?LinkId=746572
https://github.com/MalwareTech/MSDIA-x64
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| can write main and search the function, there | see the main function and we can see the
“gets” call, so we have the symbols loaded properly.

rogatson Search Select ook Window  Help
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char [89] Ssack[-GxEE e bul ‘]
_=ain
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In WINDOW -> FUNCTION GRAPH we can see the graph with function blocks.



ind Bhack[Snd] =4 _Arge
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Some details are not seen by default, but the graph is interactive, and hovering the mouse
above it gives details what is below.
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We can paint the blocks, rename and so on.



_Argv, char + &
<BETTRHE>

_Argo
_Rogv

cookie

buf

int _ eodecl _main (int _Arge, char + *
int ERN:-4
int Stack [0uxd] -4
char * * Stack [0xE] : 2
char * & Stack [fuxc] -4
int Stack[-0uxE] -4
char [80] Stack [-0xdd]

_main

1040 POSH EEF

1041 MOV EERLESE

1043 SD0E EZF,0uxE4

---104E POEH Oul

---1048 PUSH .data

---104d PUSH = Imprimir You win.. 00415

e l0GE POEH 0wl

w1054 CALL dword ptr [-yDSER3Z.ILL::M ..

wllfa LEA ERH=rcookie , [EEF + -Oud]

wallid POSH ERX

wnllfe LEA  ECH=sbuf, [EEF + -DuSd]

w106l FOEH DCH

e lBEZ PUSH = _buf: $0Bx cookie: t08x O

w1067 CRLL _princf

sallfc ADD  ESE, Duc

---106F LER EDE=rbuf, [EEF + -0ud4]

---1072 EUSH EIH

w1073 CRLL _gecs

1078 ADD  ESE, Oxd

w107 (ME  dword ptr [EEF + cookie ], ..

1082 JHE I.hB_I}I}*I}lI}El

E..

¥

[ .

LAE Q0401051

aaa LOEL
aa LOED
wa LOES
e LOBE

¥
| o

HOR
Moy
BOP
BET

ERN LERH
EZP ,EEP

EEP

Watch variables references (where variable is used) with right click -> REFERENCES.
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If it was not selected, we mark the function and right click MAKE_SELECTION.
FR JIDULFEYE: 38 v | JESOSGLO0WE® s~ | ®

PO P— | =

ipt _ edecl mainjint  Arge, cher * v Rrgy,

imc Ex¥:4 CRETIRN>

int Stack(0xd]:4 _Arge

chagp * * Sreck(0xd]:d  _Rogv

chax ® * Sreck(0me] 4 _Eav

iat Stack(-0xB]:d coskie

char [&0] Stack(-0x88 . buf
main

We can see the static representation of the stack:

Cirl &4



Chear With Options....
.................. ear Flow and Repair...

Copy Qe
Copsy Specasl

Pate T
Irvstructesan Bndo...

Patch Inatnaction Cark» Shift= G

Preceiton Mamual...

Processor Options...

[t Fursftsn_. F
Re-cveste Function Fusmction 4
Set Stack Depth Change... B g
Set Thaanked Function... Function Varlsbles d
Set Data Type k
Analyze Stack
Edit Function Purge._.. o Label Histeey.. H ”_
Edit Samck Frame.. e Register Values.. e
St Register Valuet.. Q=R -

Edit Taga...

The stored ebp and the return address didn’t appear as DWORDS so we press ‘B’ to change
variable type until DWORD.
In opposite to IDA here appears like this:

B -f.-":n:uv:-:|

We can see in hexadecimal the distance of buf to cookie: 0x58 - 0x8 = 0x50.

We can change it to decimal in the menu with right click too.

ffant .m _t,\.u'l'“ |Mame
45 & char [30] buf

& & int ok

3 % davord local_4
[} 4 dhwvord local_resd
L] 4 int A

] 4 char == -

12 . char = ® v

Now is clearer that we have to write 80 ‘A’'s because 88 is the buf’s offset subtracting 8 of
cookie offset = 80, and with that I fill “buf’, then we write 4 bytes more for “DCBA” and we
can write the same script that we did with the previous static disassemblers.

What we can see different to IDA static representation, is that here instead of taking ebp as
reference, it takes the return address, for that reason instead of being “buf’ in 0x54, here it is
in 0x58 because STORED EBP is above of 0 (RETURN ADDRESS) while in IDA as it was
taken in reference the EBP, it was under O.



= B,
To SeF  gwsed prr (E8 + sesifel,s
G JME  LAB hENLEES

We can see the name of the variables “buf’ like -0x58 while in IDA it was in -0x54, we should
take care of that while working.

Here we see how some people ask about that topic:

https://github.com/NationalSecurityAgency/ghidral/issues/223

The next question is why does Ghidra assign a local variable name of local_14 when the offset from EBP
is -0x107 If you look in the "Function Signature, Attributes and Variables" section of Ghidra’s Help and
read the "Variables" subsection, you'll see that “Any references to the stack ... are relative to the stack
pointer when the function is entered.” In the example that you provided, EBP is PUSHed onto the stack
after function entry, before ESP is MOVed to EBP. This creates a difference of 0x4 between the local
variable offset relative to EBP, and the local variable offset relative to ESP at function entry.

This is also why your function parameters are listed as having offsets of +0x4 and +0x8 even though
they are stored at ESP and ESP+0x4 before the function call. The CALL implicitly pushes on the return
address, which places them at ESP+0x4 and ESP+0x8 at function entry.

It is a little bit confusing as we have EBP as reference, work with return address as the

reference, but, we will be aware of it in more complex analysis.
There’s also a decompilation window in the menu WINDOW, it works really well, and it is
interactive, each marked line appears in the disassembiler.


https://github.com/NationalSecurityAgency/ghidra/issues/223

G 0[S~ >

1

2 |/* WARNING: Variable defined which should be unmapped: local 4 *F
i

int _ cdecl _main{int _Arge,char **_argy,char **_Env)

{
dword local resOr
] char buf [B0]:
El int cookier
10 dwerd local 45

12 | MessageBoxk | (EWHD)0x0,s_Isprimir You win.. 00419008, .data,0):
13 | _pointf{s_buf:_W0Ex_cookie: W0Bx_0041%0lc, buf, scookie) :

14 | _gees{buf):

13 Af (oockie == 0x41424344) |

16 _pEinef (s you_win! 00410034) 5

17| 3

18 pecukn 0

“ m
G Decompile: main » | 0] Funcions =

CALL GRAPH
__Sot_common main_seh

_man
¥ oo

MessageBond  _peintf -

We will see the next exercise stack2.



Exercise Stack?2

IDA Free

E =

mEln proc meer

sfs batw plr b
coklrs deord phr .4
srgc= dacrd pkr B
prpv= duord pkr  Bh

panh  wlp

s g, g

[ g, A

itk L i uTyp
L offurt Captlon

bk affurt Test

osanhy [ 5 s
all duz__im LARPT
Len wax, [wbpacockin]
ek a

Lea wcx, [ebpabuf ]
L E

L affurt _Format
all JPriatd

nAiLE

i eup, BChH

Lea wdu, [ebgabuf]

branh wdn i result
all L]

{ded wup, 4

- |ebpecooiie], 1ETEN5,

3 whort loc iRl

We can see that is similar to stack1, what it changes is that it compares with 0x01020305,
buf and cookie sizes didn’t change.

-90EBa00000008054
{eaopenoeaBa0054 buf db 8@ dup(?) |
-GonoanaoOUEOREed Cooklie ad

+EPEEA00E00E00000 S db 4 dup(?)

+GDEER00E00E00004 db 4 dup(?)

+BBRERA00BREEA00E arge dd ?

+B00R0000000000L argy dd ? ; off
+BPEE000000000010

+eaaapaapaaaaeale ; end of stack variables

“buf” size is 80 and 4 below is cookie, so as buf is the parameter of gets, there it will be
saved what | write.



Filling buf with 80 bytes, with 4 bytes more we modify cookie as before, script would be like
this:

import sys
from subprocess import Popen, PIPE
payload = b"A" * 80 + b"\x05\x03\x02\x01"

p1 = Popen(r'C:\Users\<user>\xxxxx\abos y stack nuevos\STACK2_VS_ 2017.exe",
stdin=PIPE)

print ("PID: %s" % hex(p1.pid))
print ("Enter to continue™)
p1.communicate(payload)

p1.wait()

input()
Payload is:

payload = b"A" * 80 + b"\x05\x03\x02\x01"

Because of the Little Endian, what it's saved in memory is 05 03 02 01 it becomes in the
comparison: 0x01020305.

PID: ¢ d

Ente continuar

buf: @819fed4 cookie: B819ff24

you win!

Radare?2

Now we'll see it in radare, we will open it with:
r2 <executable_name>

or



radare2 <executable_name>

P;Dp

Use

o

We can see the main function, so we move to that function with s main, then eco bright and
pdf main to disassembly it:



sub

[var_ah]

8d4dac [s]
1
681co841

ar *format

With the command agf we can see the ASCII visual representation of the function:



BEH C:\Windows\System32\cmd.exe - radare2 STACK2_VWS_2017.exe

; const char *format

We can rename the variables.
afvn new_name old_name

afvn cookie var_4h

afvn buf s



: const char *f

; const char *format

\ar
cookie uint

It's the same than the way IDA show the variables with EBP as reference.
We see the difference 84-4 that give us the length of buf, it is 80 and with 4 bytes more we
modify cookie, we have to modify it with “\x05\x03\x02\x01”

If we open it with Cutter, we can see the graph option:
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Rename the variables.

And we can see in the decompiler the new names, and everything stay the same.

Graph {maen]
el

" int, madn flne arge, char ssargv, char ssimp);

vl w3t ookl
push g
o ehp, e
k@
prh S Vs sction. .data
ik atr. Tope e, Yous wis A VSRS | "Isprlalr Yo win. .\
mah @
eall Susrd [, log USERST. 411 mesisgebonn] | ol lep_ Mecciapeliecs 14
Lea i, [exmida]
pah
wcm, [bf]
puah e
peih pbe bl _cookle: o
eaxll e _prines
i . &
lea wdn, b))
pah wdu
eall s _gpetd
acid P
| ]
Tt TRt

g%

We can see the sizes with the same command of radare2 afbv*

[exeE 6f1> afvb=
afvb

afvb |-4

Twrne 2" for heln

-84 |buf char = @ @x481048
kie uint32_t @ @x4@1040

Decompiler 7

{mﬂrl Brad mainol )

I=832 % argch;

sk,

uintdZ_t oockle;

arg.ch = ]

(=_pd, _imp_Mesasgelions 181(0, “Teprisis vou i, o

pbs. orine T IIme N2 t) T By coodgle: SevleT, (De3
péb,_grta{ (Entl2_t f;

a J(ju.. winlla®, s ch);

£

[



payload = b"A" * 80 + b"\x05\x03\x02\x01"

And we can see that the script works:

PID:
Enter

buf:

you win!

Ghidra

Actve Project: pipoa
o plpon

B STACKL VE_X017.0e
(P Import /C/Users/admin Desktop/abes y stack nueves/STACK_VS_2017.exe |5 |
Format: | Portable Executable (PE) -
Langusgs: | 38640 12 defaul trmindows
Destinalion Folder: | pipon:/
Frogram Mame: |STACKI VS _2017.ee
o,
Fil ter:
Tree View | TEEE View Ot Cancel

Running Tools

%j ‘Workspace

Drop this new file in same project from before:



File Edit Project Toocls Help

GREREE R EIRS

~Toal Chest

- Active Project: pipon
-5 pipon

STAKLVS D70 o
B STACK2_VS_2017.e

Click there.

PDB had a little error, in previous disassemblers worked but not in here, it doesn’t matter, we
will do it without symbols, we will look the strings.

J.I'l ! ] |.J'_ jd'.ﬂ. J L 4 Jl;l s
|= Mu&i Code Uit String View | string... |Len... [1s Word
[ 4 oosz172 addr u_kernsl3Z_0041Zlsc u"Aspi -mg-win-core-fibersd 1-1-17 unicode 62 tue

A 0041210 u_spi-mE-win.., unicods uTapi-se-win-gss... Uap-mE-win-core-synchd 1-240° unicode 8 bue
A O0412dES addr u_usezd_00413170 u"Aapi mE-min-core-datetimed1-1-1"  unicode E5 bue
A 0412das U_BgH-MSWiN..,  unicode uSapi-ms-win-cor... u'apims-win-core-filed1-2-2° unicode 55 bue
A 00412de0 U_Bgi-MEwin.. unicodes utapi-ms-win-cor. .. uBpims-osin-coredocalizationd 1-2-1°  uniende 72 bue
A 0412628 u_Spi-mS-win.., unicode uTapi-ma-win-oor, .. uapi-ms-win-coredocalization-obsol.. wnicode 90 tue
A o0412e8 u_spi-ms-win.. unicods uTapi-ms-win-esz... Uapi-ms-win-core-processthreadsdl-. wnicode % bue
A 00412edd u_agi-msawin., unicods uSspi-me=win=cor... UapimE-mn-core-stringd 1-10" unicode B0 e
A oos12f10 U_BEH-MS-WiN., unicode uSapi-ms-win-cor... u'api-mg-win-core-sysinfod 1-2-1° unicode 62 e
A 00412150 U_BgN-MSwin., unicodes uTapi-me-win-cor... uBE-mE-win-oore-winetd 1-1-0° unicods 58 bue
A oo41fac u_spi-mswin., unicode uTapi-me-win-cor... Uapims-win-core-stated2-10° wnicode 60 bue
A 00412fch u_pgi-mswin.., unicods uTapi-me-win-zec... uapi-ms-winsicore-ntuser-windowd... wnicode 78 tue
A 00413018 U_AgH-mEain., unicode uTapi-me=win=sec... UAp-mE-win-seor tysystemfunction.. unicode B5 true
A 00413070 U_SMEwif.,  unicode uSext-me-win-ntu... ussEs-einniser-daloghond 1-10°  unicode 0 e
A 00413068 U_sd-MmEwin.,  unicods uTest-ma-win-nou. .. uEsdSS-sin-niser-windowstationd..  unicode 78 ue
A o4z u_spi-mswin.. uniceds uTapi-me-win-app... uapi-ms-win-appmodel-untimed1-1.-  wnicode 0 bue
A 0041702 ds "RelUmwind® RtLinwind” string 10 tue
A 00419008 s_Imprimir_Y.. ds *Imprimir You win..%n" “Trprimar You win.,\n” string 20 tue
A 00412034 =_you_win! _0.. ds “you win!yn= “you wintn® string 10 brue

N

Filter: [var| @ F- T

] Auts Label Offset: D Preview: |
[7] indlude Alignment Mulls

Double click there.




30 38 78 ..

—_sat..
anext
5_you win! 00419034 | _atesit
00413234 79 &L T5 ds "you win!in® |_Bu:
004159034 M 0. .
0041503 g
0041904
0041504
O041%04
00415904

0041504
B ————nsennn -

e — s

| search the references to the string with right click REFERENCES -> SHOW REFERENCES

TO ADDRESS.
With right click -> EDIT FUNCTION | rename it to main.

undefined4 main (void)
_ - Function Attributes:

Function Name:  main | | [FlVarargd [Tlinline

Calling Convention |_stdeall v| | [|NoRetun [7]Use Custom Storage

Function Variables

Index | Datatype Name | storage

undefineds <RETURN> EAX:4 E

% |
Lt ]
BN

Call Foap:

SHOME- -

Lok ][ cencd |

Then in the function list | search main and | right click -> MAKE SELECTION and in
WINDOW | select function GRAPH



L2 (S -B9-Q-

@3 X
[=aid)
undefinedd EAN:4 <RETURE>
undefineds Seack([-0xB]:4 local 8
undefinedl Seack(~0u38] :1local 38
maim
--a040 FUSH EEF
a4l MOT  EEREIF
s 1043 ZUB EIF; O=54
sl04€ FUSH Oul
---1048 FUSH = _WVamssss 00415000
---104d FUSH =_Imprimir_You_win.._0041%.-
-ed@852 FUSH 0wl
w54 CALL dword ptx [-»USER3IZ.DLL:: M.
s:105a LEA EM=rlocal B [EEF + -0x4]
sael0Bd FUSH EAX
«==108& LEA I’_JF‘}J.MI.]._‘EH, [EBF + =0=54)
1081 PUSH ECK
1083 PUSH = _buf: &08w_sookie: #08x_O.
1087 CALL FUH_004010a0
108 ADD EIR:Oms
-10€E LER EDM=»local 58, [EEF + -0x54)
1072 FUSM ELX
1073 CALL FUM_D0403e8b
1078 ADD  EIF, Omd
107 OF dword per [EEF + local_ 8]..
e dD83 JTHI H.B-DD‘lGI.DBI.

LAE 00401081
o B0FL XOR  ERN,ERX

el D83 MOV EZREEF
= 1095 FOF EEF

-0 M
<-1084 PUSH =_you_win!_DO415034
~-1089 CALL FUN_004010a0 [R——
=108 ADD E3F, Oxd

| rename with right click -> EDIT LABEL

]

ue

Properties
[ Entry Peint

[] Primary  [_] Pirned

’ [k ][ conce |

LER EAX=>locall B, [EEF + -0x4]



undefinedd stdcallmain{void

undefinedd EAX:4 <RETURN>
wundefinedd Scack[-0x2] -4 cookia
undefinedl Scack[-0x5E] ; buf
main
1040 PUSH EEF

L0 L MOV z
~1043 SUB ESP,0m54

+= LO4E PUSH 0ud

r= 1048 PUSH 3 _Vamcsss_ 00415000

w=104d PUSH s_Tmprimir_ You win.._00438
1052 PUSH 0xd

w1054 CALL dword ptr [~-»JSER3Z.DLL: :M.
«=Ll058 LEA EZAXe»=sokis [EBEF + —0xd4)

+ 106d PUSH
«=105@ LER EL
w1061 PUOSH ECH
-~ 1062 PUEH s_buf:_ ¥08x_cookie:_ %0Bx_.0
«= 10ET CALL FUN_004010a&0

= L06& RDD E5F,QEs
s lOGE LEA EDMmsbuf, (ZEF + -0xS4)
+= 1072 PUSH ZDX
»= 1073 CALL FUH_00403cEb
1078 ADD ESF,dx4

= 107Th CHPF duwerd per [EEF + l:n*:l]:.'.d.CI.. Decimal
wmL08E JHE LAS 00401091

shuf, [EEF + -0x54]

dword  1020305h{ 16909061
| sdwerd 1020305n 16900061

Ol
| wenarts() LE uR” (00415034

.~ 1085 CALL FUN_0040L0a0
108w ADD EZ5F, Omd

We see that it compares cookie with 0x01020305, we see the variables but as we don’t have
the symbols we can’t see the gets, we can rename manually the function 0x403c5b.

Now it looks better:

undafinedd _ srdeallimainivord

SETTLE . QT

w1348 PURE Omd

s 1E4E HHE o_Yamsaes_Siai®odd

= 1048 PUEE o_lmpuimin_Tos_wis, . _0leil
= 1383 FURK Om3

--13%4 CALL duord pe [-3UEDRN . DAL: M-

:=108s LIA mhcookts, [LEF & =0xE]
o= 1204 FURK

-=13%e LEA sitraf, (EBF + ~fabd]
.= 1041 FUSK

1343 PUSK a_fuf: N3k _cooirie: W0l D
o= 384T SALL pELARE
. 13k A B, sy
o= 1342 LR motet, (LBF & =Zmid]
.= 337 HHE ©
3573 SALL geta
= 13TH ADD B, bl
= 1ETH SHE  dumed PAE [ORD + eonbial, B,
== 3083 THT AR GGINb:

Well, let’s gonna take a look to the variables:



= F§ R LY X

[N =

Offset Length DataType Mame Comment

-0x58 Ox1 undefined1 buf -
-0x57 Oxl undefined

-0x56 Ox1 undefined

-0%55 Ox1 undefined

-0x54 Ox1 undefined =
-0u53 0x1 undefined

-0u52 0x1 undefined

-0u51 0x1 undefined

-0x50 0x1 undefined

-0uaf 0x1 undefined

Oxde Ox1 undefined

-0xad Oxl undefined

Oxdc Ox1 undefined

Oxdb Ox1 undefined

Oxda Ox1 undefined

-0x49 Ox1 undefined

-0x43 Ox1 undefined

0147 Ox1 undefined

0xd6 Ox1 undefined

0345 Ox1 undefined

044 Ox1 undefined

0x43 Ox1 undefined

0x42 Ox1 undefined

0x41 Ox1 undefined

040 Ox1 undefined

-0u3f Ox1 undefined

0x3e Oxl undefined i

Search: | | * *

As there aren’t symbols, it doesn’t know the buf length, we create an array there:

Hame | Comment

fined
7 Ot Edit Companent Field F2
56 [
{55 et Shew Component Path
s (1]
&3 ol f.]-ﬂe *
b il Favorite '
51 ol
150 [ v Shew Nurmbers in Hexadecirmal
“esf ]
reae 5] L Oear (=
m ::t {1 Creste Array Open Bracket
B ] 0l K Delete Delete
Adwda 1]
e Ol Copy ¥
aa [
Aca7 et Expont L
ek i Select All Chrl+ A
fied§ tei I
B [ undefined
3 Ot undefired

g Enter Mumber E

Enter number of elements (1, 80) : |E |

ok ][ cocel ]

It says that length can vary from 1 to 80, because it realize that cookie is right below, so |
write the maximum 80.




Offset Length DataType Mame

-0n58 0x50 char[80] buf

08 0t dword | cookie
-Ond (1} dwaord local_4
(0311 Oxd dword local _resd

We can change types with letter B, but even with correct size, shows as unknown yet,

modifying DataType manually, | can write the type, for example char[80], instead of

unknown, same happen with dwords, we can change it manually to a known type from a list.
E’ Stack Editor - main (STACKZ_V5_2017.exe)

Offeet Length DataType | Mame | Comment
-0n58 050 char [&0] buf

08 Ot ] !

et Ot Unsigned Double-Word {ddw, 4-bytes)
030 Ot [ dword - STACK2_VS_2017ex... | ||-ength: 4

1) DWORD - STACK2_VS_2017....
3| DWORD - windows_vs12_32{...
(= DWORD * - STACK2_V5_201...
i’z DWORD * - windows_ws12_3...
3| DWORD32 - windows_vs12_,..
7| DWORDGES - windows_vs12_,..
7| DWORD_BLOB - windows _vs...
i’z DWORD_PLOB = - windows_..
7| DWORD_DWORD - windows..,
7 DWORD_PTR. - STACKZ_VS_..
3| DWORD_PTR - windows_vs1...
{'z° DWORD_PTR * - windows_ys...

F| DWORD_SIZEDARR - windo...

7| DWORDLONG - windows_vs1..,

Ao mpmnry mbe ® o

m

| realize that buf length is 0x50, because is 0x58 - 0x8 = 0x50 or 80 in decimal, and as
before are 80 ‘A’'s and then b”\x05\x03\x02\x01”.

x> @58
a8

As we go to more complex exercises, we will discover new possibilities about these tools,
finishing the left stacks and following with more complex exercises.



See you in part 4

Ricardo Narvaja (@ricnar456 - ricardonarvaja.info)
Translated by @Fare9

17/11/2019


http://ricardonarvaja.info/
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