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Overview of Current FAQ Locations for RPs on the ACCESS Website

At the moment, there are three separate locations on the ACCESS site where FAQs for
Resource Providers appear. These include:

1. ACCESS Home Page - Questions Tab
2. RP Landing Page
3. “Become an RP” Page

1. ACCESS Home Page - “Questions” Tab

On the ACCESS Home Page, under the login section, there is a tab titled “Questions.” Esen has
been working on organizing and redesigning the content that appears in this section. (See the
linked document for the proposed design and reorganization:
https://docs.google.com/document/d/1SvYrtg7nl10gDeQP7mv6xh5bv7V_oX12EEG-ZwoH5HO0/

edit?tab=t.pc3uobih6bzl)

Restructured and rewritten content focuses on:

e Account set-up related questions for both new and experienced users
e Policies
e Ticketing system information

Note: This section currently mixes questions for both researchers and resource providers.

However, having the ticketing questionnaire live under the General FAQ hub isn’t very intuitive,
since an RP looking for information about the ticketing system wouldn’t naturally navigate to a
“General Questions” tab. For clarity, | proposed to the web and branding team that we’ll keep
only account setup questions under the Questions tab on the ACCESS home page. All other
RP-related information will appear in the RP FAQs.

- Do we all agree on this arrangement?
- Do we need to add anything else to the RP account setup question list, or are we good
with the current set of questions under this category?

2. RP Landing Page - RP-Specific FAQs

The RP Landing Page contains questions that are specific to Resource Providers. Examples
include:

Where can | find infrastructure descriptions and status information?

How do | integrate my resource into ACCESS?

Where can | post information about training and documentation related to my resource?
Are there collaborative development tools | can use?


https://docs.google.com/document/d/1SvYrtq7nI1OqDeQP7mv6xh5bv7V_oX12EEG-ZwoH5H0/edit?tab=t.pc3uobih6bzl
https://docs.google.com/document/d/1SvYrtq7nI1OqDeQP7mv6xh5bv7V_oX12EEG-ZwoH5H0/edit?tab=t.pc3uobih6bzl

e What support is available for RPs?
e How do RPs monitor and manage their infrastructure?
e How can RPs get involved in the ACCESS community?
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. “Become an RP” Page - Expanded FAQ Set



ACCESS Home Page - Questions
Section



ACCESS HOME PAGE - “Questions” Tab: https://access-ci.org/
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https://access-ci.org/

Proposed Content & Design

https://docs.google.com/document/d/1SvYrtq7nl10gDeQP7mv6xh5bv7V_oX12EEG-ZwoH5H0/

edit?tab=t pc3uobin6hbz)
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https://docs.google.com/document/d/1SvYrtq7nI1OqDeQP7mv6xh5bv7V_oX12EEG-ZwoH5H0/edit?tab=t.pc3uobih6bzl
https://docs.google.com/document/d/1SvYrtq7nI1OqDeQP7mv6xh5bv7V_oX12EEG-ZwoH5H0/edit?tab=t.pc3uobih6bzl

ACCESS

TAB 1: ACCOUNT SETUP & MANAGEMENT

b. For Resource Providers Only (including identity management developers)
i.  Can | configure my web application to require authentication using
the ACCESS CI Identity Provider (IdP)?

e By default, when you register your web application,
ACCESS users will be able to log in using any identity
provider supported by ClLogon that is linked to their
ACCESS ID, and the resulting id_token will contain the
user’s ACCESS ID (i.e., “sub”: “username@access-ci.org”).
This is the recommended configuration, because it allows
users to log in without needing an ACCESS-specific
username and password.

e However, if you want to require authentication using the
ACCESS CI IdP (e.g., to require ACCESS multi-factor
authentication), please contact help@cilogon.org to request



https://identity.access-ci.org/register-app

this configuration to be applied to your client. Include your
registered client_id in your request.
i. Whatisthe ACCESS “Named Configuration™?

e When you register an OIDC client with the ACCESS
COmanage Registry, is it recommended you use a Named
Configuration for “ACCESS OIDC client configuration v1”.
This configuration does the following:

e Registers the following scopes: openid, email, profile,
org.cilogon.userinfo

e \Verifies that OIDC client transactions request the
org.cilogon.userinfo scope

e Checks that the user has an ACCESS account. If so, asserts
“‘username@access-ci.org” in the “sub” claim. If not,
redirects the user to an appropriate error page.

e Checks if the user is in the “AccessDenied” group. If so,
redirects the user to an appropriate error page.

iii.  Why does my OIDC Client not show the ACCESS “skin” (i.e. CSS)
when authenticating?

e There is a server-side configuration which automatically
applies the ACCESS skin for OIDC clients with a
redirect_uri in the access-ci.org domain. This skin changes
the CSS for the “Select an Identity Provider” page, and also
selects “ACCESS CI” as the initial IdP for new visitors to the
site. However, your OIDC client might have a redirect_uri in
some other domain. In this case, the ACCESS “skin” would
not be applied. To fix this, please contact help@cilogon.org
with your registered client_id and request that the ACCESS
“skin” be applied to your client.

iv.  Can | get a mapping from ClLogon DNs to ePPN values to help
with the GCSv4 to GCSv5 transition?

e Yes, please send a list of DNs to help@cilogon.org, and the
ClLogon team can provide the mapping.

v.  Why does my OIDC client require users to re-authenticate so
frequently?

e |[f you are using mod auth openidc , please be sure to

configure OIDCSessionlnactivityTimeout. Visit

https://www.cilogon.org/oidc#h.p_1_IG_eaP90Ty for
details.


https://www.cilogon.org/oidc#h.p_PEQXL8QUjsQm
https://cilogon.org/?skin=access
https://github.com/zmartzone/mod_auth_openidc
https://www.cilogon.org/oidc#h.p_1_IG_eaP90Ty

e You may also need to enable Refresh Tokens in your web
app registration.

TAB 3: TICKETING SYSTEM

For Resource Providers:

1. Jira Service Management is an Atlassian product. | have an account
already, what do | do?

a. If you already have an Atlassian account and wish to use the email
associated with that account, please provide it. If you do not have
an Atlassian account, we will add you to Atlassian and then add
you onto the project.

2. How do I find out more about ACCESS or Jira Service Management?

a. You can find more information about ACCESS and Jira Service
Management by reviewing our Confluence documentation. Note
that you will need to be logged in to Atlassian/Confluence to view
the documentation.

3. How do | submit a ticket?
a. You may submit a ticket to the ACCESS ticketing system by
utilizing the ACCESS Help Desk. Note that you will need to be
logged into Atlassian/JSM to view the RP form.

4. I'm a new Resource Provider. How do | get access to the ticketing
system?
a. Access to the ticketing system will be provided during the
integration process. To track your progress, check the roadmap
information.


https://access-ci.atlassian.net/wiki/spaces/ATSupport/overview
https://access-ci.atlassian.net/servicedesk/customer/portal/2
https://operations-api.access-ci.org/wh2/integration_badges/v1/roadmap_review/67/
https://operations-api.access-ci.org/wh2/integration_badges/v1/roadmap_review/67/

CURRENT: RP Landing Page - FAQs



RP Landing Page - FAQs: https://access-ci.org/get-started/for-resource-providers/
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https://access-ci.org/get-started/for-resource-providers/

1. Where can I find infrastructure descriptions and status information?

The best place for Resource Providers to view infrastructure details and statuses is on
the Active Resources page where you can also link to documentation, training and
information about metrics. Here are other links you might find helpful.

Cyberlinfrastructure Description Repository (CiDER)

Information Publishing Framework (IPF)
Software Discovery

Publish infrastructure news and outages
Get API

2. How do | integrate my resource into ACCESS?

ACCESS uses an Integration Roadmaps Framework to define how operators can
integrate classes of infrastructure into the ACCESS environment.

Current integration options include:

Science Gateways

Websites / portals where researchers can run high-level computational science
applications without having to directly interact with low level compute, storage, or cloud
resources or request ACCESS allocations.

Get Science Gateway integration roadmap

High-Performance Computing

High-performance computing clusters are used by logging in to front-end nodes,
installing application software, and running batch computing jobs under a scheduler.
These compute resources may include GPUs, and always provide some tightly coupled
local storage.

Get Compute integration roadmap

Storage
Storage resources are used to store and manage large amounts of data.

Get Storage integration roadmap

Cloud Infrastructure
Cloud infrastructure is used by launching and running virtual machines or containers.
Get Cloud integration roadmap


https://operations.access-ci.org/resources/access-allocated
https://cider.access-ci.org/login
https://github.com/access-ci-org/ipf
https://operations.access-ci.org/software_discovery
https://operations.access-ci.org/online_services/infrastructure_news
https://operations.access-ci.org/online_services/operations_api
https://operations.access-ci.org/pub/access-infrastructure-integration
https://readthedocs.access-ci.org/projects/integration-roadmaps/en/latest/gateway/
https://readthedocs.access-ci.org/projects/integration-roadmaps/en/latest/compute/
https://readthedocs.access-ci.org/projects/integration-roadmaps/en/latest/storage/
https://readthedocs.access-ci.org/projects/integration-roadmaps/en/latest/cloud/

3. Where can | post information about training and documentation about my
resource?

Add your event or training to the Events & Trainings page. ACCESS researchers,
educators and graduate students who join an Affinity Group will get notified of trainings
recommended by Resource Providers.

The ACCESS Documentation pages contain articles, training materials, user guides,
and various other sources of information to assist researchers in effectively utilizing
ACCESS resources and services.

The ACCESS Knowledge Base includes training material and documentation
contributed by the community on a variety of topics of interest.

4. Are there collaborative development tools | can use?

ACCESS uses Github to store and share information of interest to Resource Providers.

Source code repository
Get ReadTheDocs

Use toolkits

5. What support is available for RPs?

ACCESS employs a robust ticketing system to identify and address issues discovered
by RPs as well as other staff members and the ACCESS community. You can also work
with Concierge Integration Experts for support on integrating new resources.

Open RP help ticket

Ticket System FAQ
Concierge Integration Experts (CIE)

6. How do RPs monitor and manage their infrastructure?

The program utilizes various tools to manage the numerous aspects of Resource
Provider integration and operation.

Nagios
Syslogs


https://support.access-ci.org/events
https://support.access-ci.org/affinity-groups
https://access-ci.atlassian.net/wiki/spaces/ACCESSdocumentation
https://support.access-ci.org/knowledge-base/resources
https://operations.access-ci.org/online_services/source_repository
https://readthedocs.access-ci.org/en/latest/
https://readthedocs.access-ci.org/projects/toolkits/en/latest/
https://operations.access-ci.org/open-operations-request/
https://operations.access-ci.org/faqs
https://operations.access-ci.org/pub/concierge_integration_experts
https://operations.access-ci.org/online_services/monitoring_service
https://operations.access-ci.org/online_services/central_logging

Service index
Usage tracking (required for NSF supported infrastructure)

7. How can RPs get involved in the ACCESS community?

There are many ways for RPs to get involved in ACCESS - as a reviewer, moderator,
beta tester, mentor, and more.

RPs can also join the RP Forum — an open forum of discussion topics of interest to the
RP community and the formal communication channel between RP members and the
ACCESS project.

Join the Resource Provider forum
Get Involved



https://operations.access-ci.org/online_services/service_index
https://operations.access-ci.org/online_services/usage_tracking
https://operations.access-ci.org/pub/rpf
https://access-ci.org/about/get-involved/

PROPOSED VERSION 1



1. Which home page button should I click: ‘Become an RP,’ ‘Integration
Dashboard,’ or ‘Start a New Integration’?

Become an RP

If you’re new to ACCESS, start here. This page walks you through what it means to be a
Resource Provider and includes a comprehensive FAQ covering eligibility, expectations, the
integration process, timelines, and next steps.

Go to Your Integration Dashboard
If you’re already an approved Resource Provider, use the dashboard to manage integrations,
track progress, complete tasks, and view validation status of your resources.

Start Integration
If you’re an approved Resource Provider and ready to integrate a specific resource, this option
lets you jump straight into the integration process.

Not sure which option applies to you? Start with Become an RP or Open a Help Ticket to
reach out to a Concierge for guidance.

2. How do | integrate my resource into ACCESS?

ACCESS uses an Integration Roadmaps Framework to guide how different types of
infrastructure are integrated into the ACCESS environment. The process is designed to be
clear, structured, and supported at every stage; you don’t have to figure it out on your own.

Our Integration Roadmaps, badges, and Concierge support make the process manageable for
teams of any size. Integration involves just five simple steps!

e [ earn more about the step-by-step integration process here [link it to Esen’s newly

designed page].
e Explore all available Integration Roadmaps here [link it to Esen’s newly designed page].

3. Where can | see the status and details of ACCESS resources?

Resource Providers can view infrastructure details, operational status, and related
documentation on the Active Resources page. From there, you can also access training
materials and information about metrics.

Other helpful resources include:



e Cyberinfrastructure Description Repository (CiDER): Detailed infrastructure
descriptions

Information Publishing Framework (IPF): Standardized publishing guidelines
Software Discovery: Find available software on ACCESS resources
Infrastructure News & Outages: Stay updated on system events

API Access: Programmatically retrieve infrastructure information

4. Where can | share training, documentation, or events for my
resource?

Resource Providers can promote trainings, events, and documentation through
ACCESS-managed channels to reach researchers and educators.

Links out to:

Events & Trainings
ACCESS Documentation - contains articles, training materials, user guides, and
various other sources of information to assist researchers in effectively utilizing ACCESS
resources and services.

e ACCESS Knowledge Base - includes training material and documentation contributed
by the community on a variety of topics of interest.

ACCESS researchers, educators, and graduate students who join an Affinity Group
will get notified of trainings recommended by Resource Providers.

5. How do RPs manage and monitor their infrastructure?

The program utilizes various tools to manage the numerous aspects of Resource Provider
integration and operation.

- Nagios
- Syslogs
- Service index

- Usage tracking (required for NSF supported infrastructure)

6. What support is available for RPs?


https://access-ci.atlassian.net/wiki/spaces/ACCESSdocumentation/overview
https://support.access-ci.org/knowledge-base/resources
https://support.access-ci.org/affinity-groups
https://operations.access-ci.org/online_services/monitoring_service
https://operations.access-ci.org/online_services/central_logging
https://operations.access-ci.org/online_services/service_index
https://operations.access-ci.org/online_services/usage_tracking

ACCESS provides technical and integration support through a ticketing system and dedicated
Concierge Integration Experts.

- Open RP help ticket
- Ticket System FAQ

- Concierge Integration Experts (CIE)

7. Are there collaborative development tools | can use?

ACCESS uses Github to store and share information of interest to Resource Providers.

- Source code repository
- Get ReadTheDocs

- Use toolkits

8. How do RPs get involved in the ACCESS community?

There are many ways for RPs to get involved in ACCESS — as a reviewer, moderator, beta
tester, mentor, and more. RPs can also join the RP Forum — an open forum of discussion topics
of interest to the RP community and the formal communication channel between RP members

and the ACCESS project.

- Join the Resource Provider forum

- GetlInvolved

9. Where can | find answers to other questions about RP-specific
topics?

If you have more questions about eligibility, expectations, the integration process, or anything
else about being a Resource Provider, visit this page [link to the Become an RP page]. It
includes a comprehensive FAQ and guidance to help you get started or explore your next
steps.


https://operations.access-ci.org/open-operations-request/
https://operations.access-ci.org/faqs
https://operations.access-ci.org/pub/concierge_integration_experts
https://operations.access-ci.org/online_services/source_repository
https://readthedocs.access-ci.org/en/latest/
https://readthedocs.access-ci.org/projects/toolkits/en/latest/
https://operations.access-ci.org/pub/rpf
https://access-ci.org/about/get-involved/

CURRENT: Become an RP Page -
FAQs



BECOME AN RP PAGE - FAQs
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1. Why should | integrate my resource with ACCESS?
Participating in ACCESS enables your organization to maximize the use and impact of
its cyberinfrastructure by making it accessible to the national research community.



Integration connects your resource to a broad ecosystem of researchers and educators,
increasing visibility, usage, and scientific contribution. As a Resource Provider, you'll
benefit from standardized interfaces, onboarding support, and potential funding
opportunities, all while contributing to a collaborative network driving scientific discovery.

2. How do | integrate my resource into ACCESS?

We’ve made the integration process as simple and guided as possible, with a clear,
stepped approach that ensures you’ll never miss a step. The process is structured
around our Integration Roadmaps, which are designed to provide a tailored pathway for
integrating your resource into the ACCESS ecosystem.

To begin, click "Start Integration" on the landing page. This will take you to our
Resource Description catalog (called CiDeR), where you'll register your organization (if
it's not already registered) and then register your resource. This step is quick and
simple!

Once your registration is complete, head back to the ACCESS site. On the homepage,
you will find a link to the Integration Dashboard. From there, it's all a step-by-step
process. Simply follow the instructions to choose an Integration Roadmap based on the
type of resource you're bringing in, whether it's a compute cluster, cloud environment,
storage, or science gateway. These roadmaps are designed to guide you through the
integration process and break it down into manageable milestones called badges.

Each Integration Roadmap will include a list of required and optional badges (integration
features or elements), and each badge will have tasks that need to be completed to
integrate your resource. You, as the Resource Provider, can select the badges that align
with your resource type and goals. Some badges will involve technical tasks for your
system administrators, while others may be administrative or operational and handled
by other team members.

Once the tasks for each badge are complete, you'll submit the badge for verification,
where our team will ensure everything is set up correctly.

And don’t worry, our concierge team is here to help you every step of the way. We’re
available to guide you through the process, clarify any questions, and make sure the
integration goes smoothly.

Ready to get started? Click “Start Integration” to begin.
Need help or have questions? Reach out to a concierge (Contact our concierge team),
we’re happy to assist!




3. What is an Integration Roadmap and how do | choose the right one?
An Integration Roadmap is a structured guide that shows how different types of
infrastructure can connect to the ACCESS ecosystem. ACCESS uses this framework to
make integration transparent and consistent for all Resource Providers.

Each roadmap is tailored to a specific type of infrastructure in order to achieve a specific
operational status. Right now, ACCESS supports integration for:

e Science Gateways
User-facing web portals where researchers can run complex scientific
applications, without needing to interact directly with backend compute or storage
systems. These Science Gateways can use ACCESS allocated resources
without a researcher needing to request their own ACCESS allocation.

— Select the Science Gateway Roadmap

e High-Performance Computing (HPC)
Compute clusters that allow users to log in, install software, and run jobs through
a scheduler. These systems may include GPUs and always offer tightly
integrated local storage.
— Select the HPC Roadmap

e Storage
Systems designed to store, manage, and share large datasets.

— Select the Storage Roadmap

e Cloud Infrastructure
Environments that run virtual machines or containers to support flexible
computing.
— Select the Cloud Roadmap

Not sure which roadmap applies to you? Contact our concierge team, and we’ll help you
choose the right path and get started.

4. What are the requirements to become a Resource Provider?
To become an ACCESS Resource Provider, your resource must support research or
education, meet baseline cybersecurity and reliability standards, and be capable of
interoperating with ACCESS systems. You'll follow an Integration Roadmap that outlines
technical and operational milestones. If you'd like to speak with someone before getting
started, submit a ticket here to connect with our team.



5. How long does the integration process take?
The timeline varies based on the complexity of your resource and the roadmap
selected. Simple integrations may take a few weeks, while more advanced or
customized resources could take longer.

6. Dol need a dedicated technical team to integrate my resource?
You don’t need a dedicated technical team to complete the integration process. While
some tasks within certain badges may require technical expertise (such as system
configuration or API integration), others may be administrative or operational and can
be handled by different members of your team. Resource provider leadership have the
flexibility to assign tasks based on your team’s capacity and areas of expertise. Many
Resource Providers successfully integrate with ACCESS using small or part-time
teams, and our onboarding support is available throughout the process to assist as
needed.

7. Can | talk to someone before | start the integration process?
Yes, if you're considering becoming a Resource Provider and have questions, we
encourage you to reach out early. Our team is available to answer questions, help you
understand the integration options, and guide you in selecting the roadmap and badges
that make the most sense for your resource. To connect with us, simply submit a ticket
here.

8. What kind of support will | receive during onboarding?
We provide hands-on support throughout the onboarding process. This includes access
to detailed documentation, guidance on choosing and completing badges, and help
from technical and programmatic staff familiar with ACCESS integration. Whether you're
working through a technical task or need help planning your roadmap, we’re here to
support you at every step.

9. What happens after | integrate my resource?
Once your resource is integrated, it becomes part of the national ACCESS ecosystem
and is made available to researchers through standardized interfaces. You'll continue to
receive support as needed, including visibility into usage metrics, opportunities for
collaboration, and access to future updates and community events. You’ll also be able
to modify or add new badges later as your resource evolves.



10.1Is there a cost or funding requirement to become an RP?
There is no fee to become a Resource Provider within ACCESS. The program is fully
funded by the National Science Foundation (NSF), and integration is supported as part
of this national effort to advance research cyberinfrastructure. In fact, joining ACCESS
can increase your visibility, open doors to future funding opportunities, and foster
partnerships across the research community. If you're interested in how participation
might align with your organization’s goals, we’re happy to discuss further. Just submit a
ticket here.

11. What if my resource doesn’t fit neatly into one of the existing roadmaps?
That’s completely okay. We understand that not all resources are the same, and our
existing roadmaps may not cover every use case. One of ACCESS’s goals is to expand
the types of research infrastructure available to researchers. If your resource doesn’t
align with one of the current integration pathways, we’ll work closely with you to adapt or
co-develop a roadmap that fits your specific needs and goals. Our team is here to
ensure your integration journey is both effective and meaningful, regardless of where
you’re starting from.
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1. Why should | integrate my resource with ACCESS?
[See Esen’s newly designed page]

2. How do | integrate my resource into ACCESS?

[See Esen’s newly designed page]

3. What is an Integration Roadmap and how do | choose the right one?
[See Esen’s newly designed page]

4. What is a ticketing system and how do | open a Jira/Atlassian
account?

[See Esen’s newly designed page]

5. What are the requirements to become a Resource Provider?
To become an ACCESS Resource Provider, your resource must support research or education,
meet baseline cybersecurity and reliability standards, and be capable of interoperating with
ACCESS systems. You'll follow an Integration Roadmap that outlines technical and operational
milestones. If you’d like to speak with someone before getting started, submit a ticket here to
connect with our team.

6. How long does the integration process take?
The timeline varies based on the complexity of your resource and the roadmap selected. Simple
integrations may take a few weeks, while more advanced or customized resources could take
longer.

7. Do | need a dedicated technical team to integrate my resource?
You don’t need a dedicated technical team to complete the integration process. While some
tasks within certain badges may require technical expertise (such as system configuration or
APl integration), others may be administrative or operational and can be handled by different
members of your team. Resource provider leadership have the flexibility to assign tasks based
on your team’s capacity and areas of expertise. Many Resource Providers successfully integrate
with ACCESS using small or part-time teams, and our onboarding support is available
throughout the process to assist as needed.

8. Can | talk to someone before | start the integration process?



Yes, if you’re considering becoming a Resource Provider and have questions, we encourage
you to reach out early. Our team is available to answer questions, help you understand the
integration options, and guide you in selecting the roadmap and badges that make the most
sense for your resource. To connect with us, simply submit a ticket here.

9. What kind of support will | receive during onboarding?
We provide hands-on support throughout the onboarding process. This includes access to
detailed documentation, guidance on choosing and completing badges, and help from technical
and programmatic staff familiar with ACCESS integration. Whether you're working through a
technical task or need help planning your roadmap, we’re here to support you at every step.

10. What happens after | integrate my resource?
Once your resource is integrated, it becomes part of the national ACCESS ecosystem and is
made available to researchers through standardized interfaces. You’ll continue to receive
support as needed, including visibility into usage metrics, opportunities for collaboration, and
access to future updates and community events. You'll also be able to modify or add new
badges later as your resource evolves.

11.Is there a cost or funding requirement to become an RP?
There is no fee to become a Resource Provider within ACCESS. The program is fully funded by
the National Science Foundation (NSF), and integration is supported as part of this national
effort to advance research cyberinfrastructure. In fact, joining ACCESS can increase your
visibility, open doors to future funding opportunities, and foster partnerships across the research
community. If you're interested in how participation might align with your organization’s goals,
we’re happy to discuss further. Just submit a ticket here.

12. What if my resource doesn’t fit neatly into one of the existing

roadmaps?
That’s completely okay. We understand that not all resources are the same, and our existing
roadmaps may not cover every use case. One of ACCESS’s goals is to expand the types of
research infrastructure available to researchers. If your resource doesn’t align with one of the
current integration pathways, we’ll work closely with you to adapt or co-develop a roadmap that
fits your specific needs and goals. Our team is here to ensure your integration journey is both
effective and meaningful, regardless of where you’re starting from.
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