Beirkut di bawah ini langkah-langkah untuk melakukan setting port pada Windows Defender Firewall :

1. Klik Search pada Start Menu Windows, kemudian ketik Firewall, lalu buka Windows Defender Firewall

Best match

=® Windows Defender Firewall

Control panel

Settings

Windows Defender Firewall
Firewall & network protection Control panel

Check firewall status

Allow an app through Windows
Firewall

Find and fix problems with Windows
Firewall

Windows Security
Search the web
O firewa - See web results

Apps (1)

L firewal



2. Lalu klik Advanced Settings

Control Panel > System and Security * Windows Defender Firewall

Control Panel Home Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC

Allow an app or feature through the Internet or a network.

through Windows Defender

Firewall .

l Q Private networks Connected

9 Change notification settings
G Turn Windows Defender Networks at home or work where you know and trust the people and devices on the network

Firewall on or off
G Restore defaults Windows Defender Firewall state: QOn
9 Advanced settings Incoming connections: Block all connections to apps that are not on the list

of allowed apps
Troubleshoot my network

Active private netwarks: E- Ortax2 2

Notification state: Notify me when Windows Defender Firewall blocks a
new app

l Q Guest or public networks Connected

Networks in public places such as airports or coffee shops

Windows Defender Firewall state: On

Incoming connections: Block all connections to apps that are not on the list
of allowed apps

Active public networks: None
Notification state: Notify me when Windows Defender Firewall blocks a
new app

See also
Security and Maintenance

Network and Sharing Center

3. Lalu pilih Inbound Rules, kemudian pilih New Rule. Lakukan hal yang sama pada bagian Outbound Rules.
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a. Pilih Port

‘ MNew Inbound Rule Wizard

Rule Type

Select the type of firewall rule to create.

Sieps:

@ Rule Type

@ Protocol and Ports
@ Action

@ Profile

@ Name

What type of rule would you like to create?

O Program
Rule that controls connections for a program.

@Fll't—

Rule that controls connections for a TCP or UDP port.

) Predefined:
@FirewallAPI.dll,-80200

Rule that controls connections for a Windows experience.

() Custom
Custom rule.

< Back

Cancel



b. Lalu TCP dan Specific local ports masukan angka 3050 untuk aplikasi Akselerasi PPh 21 dan 5432 atau 5433 untuk
aplikasi eFaktur Management System (tergantung settingan port di PostgreSQL-nya).

ﬁ Mew Inbound Rule Wizard ps
Protocol and Ports
Specify the protocols and ports to which this rule applies.

Steps:

@ Rule Type Does this rule apply to TCP or UDP?
# Protocol and Ports (@ TCP

@ Action ) ubpP

@ Profile

@ Name

Does this rule apply to all local ports or specific local ports?

() Al local ports

(® Specific local ports: 3050
Example: 80. 443, 5000-5010



ﬂ New Inbound Rule Wizard

c. Lalu pilih Allow the connection

Action
Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:

L
[
L
L
L

Rule Type
Protocol and Ports
Action

Profile

Name

What action should be taken when a connection matches the specified condtions ?

(® Allow the connection ==
This includes connections that are protected with |Psec as well as those are not.

() Allow the connection if it is secure
This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in |Psec properties and rules in the Connection Security

Rule node.

(O) Block the connection



il New Inbound Rule Wizard

d. Setelah itu centang semuanya

Profile
Specify the profiles for which this rule applies.

Steps:

[

[

L
L
L

Rule Type
Protocol and Ports
Action

Profile

Name

When does this rule apply?

[+] Domain
Applies when a computer is connected to its comporate domain.
[ Private
Applies when a computer is connected to a private network location, such as a home
or work place.
[ Public
Applies when a computer is connected to a public network location.

cons caon



e. Lalu, pada bagian Name, silakan diisi Akselerasi untuk aplikasi Akselerasi PPh 21 dan EMS untuk aplikasi eFaktur
Management System, kemudian klik Finish.

@ New Inbound Rule ard X

Name

Specify the name and description of this rule.

Steps:
# Rule Type

@ Protocol and Ports

@ Action

# Profile Name:
Akselerasi

@ Name

Description (optional):



