
Privacy Policy for UI Bug Detector Chrome Extension 

Effective Date: 03/08/2025 

 

Introduction 

Your privacy is important to us. This Privacy Policy outlines how UI Bug Detector, developed by 
MD AQUIL, handles data when you use our Chrome extension to scan webpages, detect UI 
and functional bugs, and generate structured reports. 

 

Information Collection and Use 

The UI Bug Detector extension does not collect, store, or transmit any personal data to 
external servers. All scans, bug details, and generated reports remain local to your browser 
and are never shared with third parties. The extension operates entirely on-device and only 
functions when explicitly triggered by the user. 

 

Permissions 

UI Bug Detector requires the following Chrome permissions solely to perform its intended core 
functionality: 

●​ storage:​
 Used to temporarily store scan results, user settings, and report preferences within the 
browser session. No data is synced or shared externally.​
 

●​ activeTab:​
 Grants access to the currently active tab only when the user initiates a bug scan or 
report generation. This is required to extract relevant content from the open webpage.​
 

●​ tabs:​
 Used to retrieve basic metadata like tab URL and title to label the report and provide 
context. This helps in organizing and referencing the scan results properly.​
 

●​ host permissions (<all_urls> or "*://*/*"):​
 Required to inject content scripts into the current web page for analyzing its DOM 
structure, layout, and UI elements. This permission is only used while actively scanning 
a page.​
 



 

Data Security 

All data analyzed or generated by UI Bug Detector (such as bug lists or HTML/PDF reports) 
remains within the user’s local browser environment. The extension does not transmit any 
data to servers, does not collect identifiable information, and does not use analytics or 
third-party tracking tools. 

 

Changes to This Privacy Policy 

This Privacy Policy may be updated periodically. Any changes will be reflected on this page with 
an updated effective date. 

 

Contact Us 

If you have any questions, concerns, or feedback regarding this Privacy Policy or the UI Bug 
Detector extension, please contact us at: 

📧 md0786aquil@gmail.com 
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