Writeup for CGC Qualifiers 2022

By Jun Hao

Cyber Games
Circle

Details

15-16 July 2022
Final standings: 8/17
Total points: 800

Qverview
Here are the challenges that | solved

Challenge Category Value Time
OSINT 100 July 15th, 9:59:47 PM
Crypto 100 July 15th, 1:30:16 PM
Pwn 100 July 15th, 1:34:08 PM
Forensics 100 July 16th, 1:58:59 PM
Crypto 100 July 16th, 2:19:07 PM
RE 100 July 16th, 3:02:07 PM
Crypto 100 July 16th, 3:24:40 PM
Stego 100 July 16th, 4:36:30 PM

| feel like the time given for this CTF is quite tight and | didn’t even have the chance to try
every single challenge. Nonetheless, the challenges itself were mostly quite okay.
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helloworld
Value: 100



The first thing | did was to analyse it using radare and found that there was a

function called printFlag
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mov eax, dword [ 1
cdge

lea rdx, qword obj.ct

movzx esi, byte [rax + rdx]
mov ecx, dword [ ]
movsxd rax, ecx
imul rax, rax,
shr rax, 0x2e
sar eax, 1

mov edi, ecx
sar edi, Oxif
sub eax, edi
mov edx, eax
mov eax, edx
add eax, eax
add eax, edx
shl eax, 2

sub ecx, eax
mov edx, ecx
movsxd rax, edx
lea rdx, gqword obj.key
movzx eax, byte [rax + rdx]
Xxor esi, eax

mov ecx, esi

mov eax, dword [ ]
movsxd rdx, eax

mov rax, qword [ ]
add rax, rdx

mov edx, ecx

mov byte [rax], dl

add dword [ 1, 1

0x2aaaaaab

mov
cmp
jbe

eax, dword [ ]
eax, 0x21
0x1168

Seems like it's trying to XOR ct (which | assume is ciphertext) with key, so |
tried to get ct in hex values as | realised some parts of ct is unprintable ascii

values

goo0e
726¢C
geoe
4233
5d5d

0000 0000
6400 0000
0000 0000
1357 425c¢
573d 1fs5f

o067 3030
OO0 0060
ae21 7c7l
B65d 2659
4357 ofoo

6462 7933 7730 ....... g@0dby3wo
0066 eE6E6 66600 rld.............
2319 1100 1b5c .......!|g#....\
2205 0633 0356 B3.WB\.]&Y"..3.V
Ae00 PEOA 068 JIW=. CH.......

With the values, | did the XOR and get the flag

Forensics



Homework
Value: 100

With strings, you can see that there is a powershell script encoded in base64

powershell.exe -encoded JABmAGWAY(QBnACAAPQAQACIARgBMAEEARWBTAHCAMABYAGQAIgA
IAagBlAGMAdAAGAFcACWB JAHIAa(QBWAHQALGBTAGOAZQBSAGWAOWAGACQAdWBZAGOAZQBSAGWAL
AHQAMQAPADSAIABPAHCACOAQAGGAdABOAHAACWABACBALWBUAHKACAB JAGCAYWBXAHUAYQBSAHM
AKAGEAIAA9ACAAIABZAC4ACGBLAHAADABhAGMAZQAOACIAZQATACWATIAATADMAIGAPAA==

Upon decoding, you get the following script

Decode from Base64 format

AADACAAIG B7AG qALIJE!.:AG WATQAIADSAIAA
IAAIADMAIgADAA==

orts only the UTF-8 character set).

< DECODE > Qo

$flag = "FLAG{wOrC hell = New-Object -ComObject Wscript.Shell; $wshell. Popup("Hello World",0,":D",0x1); iwr https:/inypcgequals.
com/_pOwa3r; ; 3a = $s.replace("e”, "3"

| reversed the powershell script and get the flag

Stego

meow
Value: 100

With the image given, | tried using various tools through aprisolve (Online tool)



Zsteg

extradata:0 .. text: "FLAG{l_am_not_the_flagin"

b1,rgb,Isb,xy .. text: "38:FLAG{58b7eb5ebaal12a0515c0dac315aa2611}?"
b3,abgr,msb,xy .. file: MPEG ADTS, layer |, v2, 256 kbps, Monaural
b4,r,Isb,xy .. text:

"avwiwvifwwwggfwfghwfgfvffgufffwgfgvggfvivgvgggvavivggwwwwwwwww
b4,g,Isb,xy .. text:

"fwhwvivivwivgghwwwivwwifvwiwvwiviiwvgfgvivwiviwffgywfwmwwwawwwinvn
b4,b,Isb,xy .. text:

When using Zsteg, the image returned with the flag

Crypto

Not Crypto
Value: 100

This challenge is quite straightforward, but the issue | had initially and | think
others faced too is that this can only be solved with cyberchef.

RKkXBR3S= ...-- -. =-.-. =-==--- -.. 780" 35 6e 74 5f 63 i.ii:.: 137 142 162 68 175
FLAG{3NC@®D1ng_15nt_cRYPT® bre}

Decode each part of the string [base64][morse code][rot 47 - You can figure
this out with dcode (Online tool)][hex][braille - Only with cyberchef][octal] to
get the flag.



