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What is Bring Your Own Cloud? (BYOC)

In PoliteMail 5.0, you can now deploy a “bring your own cloud” infrastructure using Microsoft

Azure. Compared to traditional on-premises deployment, BYOC offers a more streamlined setup
process using cloud services.

For PoliteMail to deploy your BYOC infrastructure, you will need the following information from
your Microsoft Azure services:

- Subscription Name

- Subscription ID

- Application (client) ID
- Directory (tenant) ID
- Client Secret

With this information, PoliteMail technicians can add your service connection and fully deploy the
PoliteMail infrastructure for your company.

Locate Your Subscription Name and Subscription 1D

To locate your subscription information, go to your Azure Portal and sign into your Microsoft Azure
account. Then click Subscriptions. If you don't see Subscriptions listed under your Azure services,
use the search bar to locate it.

_ £ Search resources, services, and docs (G+/) ﬂ.—'v 19

Azure services
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L L} -y
I ‘l - d n ‘s = %
Create a Subscriptions Resource App Quickstart Virtual App Services Storage 5QL databases More services
resource groups registrations Center machines accounts

You'll see your Subscription name and Subscription ID. Copy both values to a place you can easily
access, such as your clipboard or a word document.

Home >

Subscriptions  #

PoliteMail Software

|- Add [ Manage Policies

View list of subscriptions for which you have role-based access control (RBAC) permissions to manage Azure resources. To view subscriptions for which you have billing access, click here
Showing subscriptions in PoliteMail Software directory. Don't see a subscription? Switch directories

My role (& Status

[ 8 setected ~ ][ 3 setectea

Apply
Showing 1 of 1 subscriptions [B Show only subscriptions selected in the global subscriptions filter @
|/‘ii‘ Search
Subscription name T Subscription ID Ty My role Ty Current cost Status T

(%) Azure subscription 1 187bbed9-9e34-493a-b02f-5e70a4c Owner 0.00 ® Active
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Create A New App Registration

Next, you will need to create a new app registration. This allows you to set security permissions for
your (to-be-created) resource group and give PoliteMail permission to create the resources
needed for deployment.

Navigate to Home > App Registration. Click New registration.

= Microsoft Azure O Search resources, services, and docs (G+/)

All services >

App registrations <

|- New registration @ Endpoints ﬂ Troubleshooting ’ Refresh J Download Preview features ' Got feedback?

Enter a name for the application. Then click Register.

SRS

All services > App registrations >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

| AccessToYourCompany v

Supported account types

Who can use this application or access this API?

@ Accounts in this organizational directory only (PoliteMail Software only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (2.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose..

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web ~ ‘ | e.g. https://example.com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding. you agree to the Microsoft Platform Policies =
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Once your app registration is created, you will see it under listed Owned applications. Click on

your new app registration.

Home >

App registrations =

| Mew registration @ Endpeints éﬁ Troubleshooting Refresh  « Download Preview features P Got feedback?

All applications I Owned applications I Deleted applications (Preview)

‘ O Start typing a name or Application ID to filter these results

Display name

H AccessToYourCompany

Application (client) ID

d9db3654-9287-4f55-8b1f-d91dalefadBe

Copy the values for Application (client) ID and the Directory (tenant) ID to a place you can easily

access. PoliteMail will need this information to finish setting up deployment.

= Microsoft Azure £ Search resources, services, and docs (G+/)

All services > App registrations >

B AccessToYourCompany #

‘,-I- Search (Ctrl+/) | « [il Delete (B Endpoints Preview features

B Overview
> Essentials
& Quickstart

Display name 1 AccessToYourCompany

: d9db3654-9287-4f55-8b1f-d%1date I

#" Integration assistant

I Application (client) ID

Manage Object ID i 3fc365f7-db92-475d-8674-e7a54ee8a2a8

E2 Branding I Directory (tenant) ID : abceeedf-3dc8-4f34-2282-0ad788cf, I

Supported account types : My organization only

9 Authentication
Certificates & secrets

It Token configuration
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Client credentials
Redirect URIs

Application 1D URI

Managed application in I..

@ welcome to the new and improved App registrations. Loaking to leam how it's changed from App registrations (Legacy)? Learn more

: Add a certificate or secret
: Add a Redirect URI
: Add an Application ID URI

: AccessToYourCompany
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Create A Client Secret

After you have created your new app registration, you will need to create a client secret. Click on
Certificates & secrets. Then click New client secret. Depending on your company’s security policy,
you may upload a certification instead of creating a new secret.

= Microsoft Azure O Search resources, services, and dacs (G+/) :;i';’?g‘iﬁ‘lik&ﬁi‘;lﬁﬁi" -
All services > App registrations > AccessToYourCompany Add a client secret X
AccessToYourCompany | Certificates & secrets =
Description | AccessToYourCompany| |
Expires [ Recommended: 6 months v

B Overview Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location

scheme). For a higher level of assurance, we recemmend using a certificate (instead of a client secret) as a credential.
& Quickstart

# Integration assistant
Certificates

Manage
o Certificates can be used as secrets to prove the application's identity when requesting a token. Also can be referred to as public keys.

B Branding
9 Authentication Upload certificate

Thumbprint Start date Expires Certificate ID

{Il Token configuration

No certificates have been added for this application.

5 APl permissions

@ Expose an API

i App roles Client secrets
& Owners A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
& Roles and | Preview
-+ New client secrat
M Manifest
Description Expires Value Secret ID

Support + Troubleshooting

No client secrets have been created for this application.
£ Troubleshooting

& New support request

Once added, you will see your new client secret. Copy this unique value to a place you can easily
access.

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

-+ New client secret

Description Expires Value ‘ Secret ID

AccessToYourCompany 2772022 D_7485-TKB27H.2A fuf2j80xwrWM ~ 1 9b57aff0-bdf0-495¢c-bbfb-4c306ae

=
=]
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Create A New Resource Group
Next, you'll need to create a new resource group. This is where your BYOC infrastructure will be
managed and stored.

On the Azure home page, locate Resource groups under Azure services.

_ R Search resources, services, and docs (G+/) B E‘V @

Azure services

e — — i
-|— 3 #» a <) — ol e N
[ 2 & = &% (]
Create a Resource Quickstart Virtual App Services Storage SQL databases Azure Cosmos Kubernetes More services
resource groups Center machines accounts DB services

Hover your mouse over the icon for Resource groups to open the pop-up window. Click Create.

Azure services

—I— [ 4] [ ‘] Resource groups *

Create a Resource
resgurce groups

~+ Create [ View

On the next page, you'll be asked to give your resource group a name. You can also add tags to the
new resource group. Click Review+Create to review your current information. Then click Create to
finalize your new resource group.

= Microsoft Azure O Search resources, services, and docs (G+/)

Home >

Create a resource group

Basics  Tags Review + create

Resource group - A container that holds related resources for an Azure solution. The resource group can include all the
resources for the solution, or only those resources that you want to manage as a group. You decide how you want to
allocate resources to resource groups based on what makes the most sense for your organization. Learn more &

Project details

Subscription * @ ‘ Azure subscription 1 “~ |

Resource group * @ | YourCompanyHere| \/l

Resource details

Region * @ ‘ (US) East US v |

< Previous Next : Tags >
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You will see a confirmation message if the creation process was successful.

@ Resource group created X

Creating resource group YourCompanyHere® in
subscription "Azure subscription 1' succeeded.

You can view your new resource group via Home > Resource groups.

Home >

Resource groups X
PoliteMail Software (politemail.com)

|- Create @23 Manage view C_:) Refrash i Export to CSV °\_o° Open guery %) Assign tags P Feedback
‘ Filter for any field... ‘ Subscription == all Location == all X +? Add filter
Showing 1 to 1 of 1 records. ‘ Mo grouping Y ‘ ‘ List view ~
D Mame T Subscription T, Location T,
D [4] YourCompanyHere Azure subscription 1 East US wes

7
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Cive PoliteMail Permission to Your Resource Group

Finally, PoliteMail will need access to your new resource group to create resources to deploy your
BYOC infrastructure. Navigate back to your newly created resource group via Home > Resource
groups. Open your created resource group. Click Access Control (IAM). Then click Add to add a

new role assignment.

Home > Resource groups » YourCompanyHere

Ra YourCompanyHere | Access control (IAM)

Resource group
‘ « I T Addl i Download rele assignments ==
-

»

|,‘i' Search (Ctrl+/)

(%) Overview
Check access Role assignments Roles Deny assignments
Activity log —
FR Access control (IAM)
| My access
® Tags View my level of access to this resource.

- Resource visualizer

Events Check access
Review the level of access a user, group, service principal, or
Settings managed identity has to this resource. Learn more o

Find @

2 Deployments
f 1

QP Got feedback?
Classic administrators

Grant access to this resource

Grant access to resources by assigning a role.

Add role assignment (Preview)

Use the classic experience Learn more !

Set the role as Contributor. Under Select, type in the name of your new app registration. Click Save.

Add role assighment X

Role (O

‘ Contributor © v |

Assign access to ©

‘ User, group. or service principal ~ |

Select @

‘ Search by name or email address |

Selected members:

_ AccessToYourCompany
Remove

Save
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This gives the app registration you just created contributor access to this specific resource group.
Now PoliteMail will have admin access to that resource group, allowing PoliteMail technicians to
use that app registration to create the resources needed for deployment.

If the creation process was successful, you will see your new created role under Role assignments.

Home > Resource groups > YourCompanyHere

QR YourCompanyHere | Access control (IAM)

Resource group

»

O Search (Ctrl+/) | « - Add | Download role assignments == Edit columns () Refresh P Got feedback?

Qverview
Check access Role assignments || Roles Deny assignments Classic administrators
Activity log —ee———

-

u
fa Access control (IAM) Number of role assignments for this subscription ()
¢ Tgs 2 2000
1. Resource visualizer
fyent [ Search by name or email Type : Al Role : All Scope : All scopes Group by : Role
vents
Settings 2 items (1 Users, 1 Service Principals)
Name Type Role Scope
2 Deployments L e P
© Security Contributor
B Policies ] AccessToYourCompany App Contributor © This resource
3= Properties
Owner
B Locks
] . User Owner @ Subscription (Inherited)

Cost Management

Finalizing Your BYOC Deployment

Now that you have created a new resource group, a new app registration, and a new client secret,
your BYOC deployment is ready for implementation.

Contact your PoliteMail customer service representative and share with them the following
information:

- Subscription Name

- Subscription ID

- Application (client) ID
- Directory (tenant) ID
- Client Secret

PoliteMail technicians will then create and finalize all the resources needed to fully deploy your
BYOC infrastructure. This process can take up to several hours.

Once your BYOC infrastructure is up and running, we recommend you revoke PoliteMail’s access
to your resource group. In the list of role assignments, add a checkmark next to PoliteMail’s
contributor role. Click Remove. In the remove role assignment message that appears, click Yes.
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