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Introduction

ESTUVIA ("we", "our", or "us") operates the mobile application Vechira Ai (the "App"). This
Privacy Policy describes how the Vechira Ai mobile application collects, uses, and protects
user data. By using the App, you agree to the practices described in this policy.

1. Data Collected

1.1 Identity Information

- Email address: Collected when signing in with Firebase Authentication (Google Sign-In)
- Username/display name: Your Google account display name or custom in-game name
- Firebase Authentication User ID: A unique identifier associated with your account

1.2 Application Data

- Vehicles you create: Vehicle name, HP, torque, weight, drawing images (sketches), and
Al-generated vehicle images

- Garage information: Garage number, vehicle lists, and garage collections

- Coin balance: Your in-game currency balance

- Dollar balance: Your secondary in-game currency balance

- Daily login streak: Information about your daily login activity and reward claims

- Purchase history: Records of in-app purchases made through Google Play Billing

1.3 Technical Data
- Device information: Operating system, device model (for app functionality)

- App usage data: Information about how you interact with the App
- Error logs: For app performance monitoring and bug fixes

2. Data Usage
Collected data is used for the following purposes:

- Providing app functionality: Vehicle creation, garage management, Al image generation



- Managing user accounts and authentication: Creating and maintaining your account

- Al Image Generation: Processing your vehicle sketches through OpenAl's DALL-E 3 and
GPT-4 Vision APIs to generate photorealistic vehicle images

- In-App Purchases: Processing and verifying purchases of in-game currency (coins) through
Google Play Billing

- Improving app performance: Analyzing usage patterns and fixing errors

- Enhancing user experience: Personalizing your game experience

3. Data Storage

All data is securely stored on Google Firebase services (Firebase Authentication and Cloud
Firestore). Data is transmitted over encrypted connections and protected in accordance with
Firebase security standards.

- Vehicle images and sketches are stored as base64-encoded data in Firestore
- We implement data compression to optimize storage and prevent technical issues
- Data is stored on Google Cloud Platform servers

4. Third-Party Services

Firebase (Google)

- Firebase Authentication: Used for user authentication via Google Sign-In

- Cloud Firestore: Used to store your user data, game progress, and vehicle information
- Data Location: Your data is stored on Google's Firebase servers

Firebase Privacy Policy: https://firebase.google.com/support/privacy

OpenAl

- DALL-E 3 API: Used to generate photorealistic vehicle images from your sketches

- GPT-4 Vision API: Used to analyze your vehicle drawings and create generation prompts
- Data Processing: Your vehicle sketches are sent to OpenAl's servers for processing.
OpenAl does not use your data to train their models.

OpenAl Privacy Policy: https://openai.com/policies/privacy-policy

Google Play Billing

- In-App Purchases: Processed through Google Play's billing system

- Payment Information: All payment information is handled by Google Play. We do not collect

or store payment details.

Google Play Privacy Policy: https://policies.google.com/privacy



5. Data Sharing and Disclosure

We do not sell, trade, or rent your personal information to third parties. We may share your
information only in the following circumstances:

1. Service Providers: With third-party service providers (Firebase, OpenAl) who assist us in
operating the App

2. Legal Requirements: When required by law or to protect our rights and safety

3. Business Transfers: In connection with any merger, sale, or transfer of assets

6. User Rights
You have the following rights:

- Access to Your Data: You can view your data through the Firebase Console or within the
app

- Data Correction: You can edit your username and other information within the app

- Data Deletion: You can request deletion of all your data by deleting your account. To delete
your account, you can use the "Sign out" option in the app or contact us

- Right to Object: You can object to data processing

- Data Portability: You can request a copy of your data in a portable format

7. Children's Privacy
Our app does not knowingly collect data from children under 13 years of age. Vechira Ai is

not intended for children under the age of 13. If we discover that we have collected data from
a child under 13, we will delete that data immediately.

8. Security
The security of your data is important to us. We use Firebase's industry-standard security

measures. However, no data transmission over the internet can be 100% secure, and we
cannot guarantee absolute security.

9. Cookies and Tracking Technologies

Our app may use Firebase Analytics. This is for analyzing app usage and making
improvements.



10. Data Retention
We retain your information for as long as your account is active or as needed to provide

services. If you delete your account, we will delete your personal data within 30 days, except
where we are required to retain it for legal purposes.

11. Changes to This Privacy Policy
This Privacy Policy may be updated from time to time. When significant changes are made,
we may send a notification within the app. You can check the "Last Updated" date at the top

of this policy to see the current version.

Note: This privacy policy is prepared based on the app's current features. The policy may be
updated as the app is updated.

12. Contact
For questions regarding this Privacy Policy, you can contact us:
Developer: ESTUVIA

App: Vechira Ai (com.vechicraai.app)
Email: wenzykerem@gmail.com

13. Legal Basis
This Privacy Policy is prepared in accordance with the requirements of Turkey's Personal

Data Protection Law (KVKK) and the European Union General Data Protection Regulation
(GDPR).

Consent

By using Vechira Ai, you consent to our Privacy Policy and agree to its terms.



