
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 



 

  
Best Practices for Non-print, Digital, and Electronic Resources 

 
1.​ Strategic Planning and Management 

●​ The university ensures that ICT resource management align with the 
university’s vision, mission and strategic goal.  
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●​ Established and implements policies for data access controls, security, 
privacy, storage, quality standards, and utilization. 
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●​ Established Disaster Recovery and Contingency Plan that outlines procedures 
for server recovery in the event of hardware failure, natural disaster or cyber 
incidents. 
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2.​ Resource Allocation 

●​ The university has allocated funds strategically for the use of digital and 
non-print learning resources, and other ICT related supports utilized by the 
academe and administration. 
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3.​ Infrastructure Management 

●​ The university conducts regular Preventive and Corrective maintenance to 
learning infrastructures. 

​
 

 
 

Performance Monitoring Graph of the conduct of Preventive Maintenance 
Activities, one of the Quality Objectives being monitored in the ICT Unit 
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Sample of Preventive Maintenance Plan of the ICT Unit 
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Sample Preventive Maintenance Checklist accomplished by the ICT Staff conducting the 
activity. 
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●​ The ICT unit implements automated daily backups to critical server data. The 

unit also ensured that backups include system configurations, application data 
and databases and store them in secure off-site locations. 
 

 
Sample drive content containing database and file backups of mission critical Information 

Systems  

 

 
Drive containing daily automated backup files 
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4.​ Security and Compliance 

●​ The university uses proactive management to identify vulnerabilities and 
ensure that security patches are being applied promptly, minimizing the risk of 
data breaches and attacks. 
 

 
 

Vulnerability Assessment done by the DICT 
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Vulnerability Assessment response done by the ICTU 
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●​ Firewalls were configured to restrict unauthorized access and implement 

security protocols.  
 

 
Firewall configuration 

 
 

●​ The ICT unit enforces strict user access policies, granting permission based 
on roles and responsibilities. Regularly reviewing user accounts and removing 
access for inactive users. 
 

 
Corporate Account User Groups (User Management Administrator) 
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Screenshot showing account user privileges and permissions implemented in SIAS 

 
5.​ Non print resource management 

●​ The university made efforts in promoting and exposing students to videos, 
e-books, online scientific articles, and other non-print media to assist them 
in building essential skills.  
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Facebook page of the University Library showing promotions of Learning Resources 

 

6.​ Library and e-resources management  
●​ The university has set up digital libraries, and provides access to e-resources. 
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●​ The university’s library purchases and subscribes e-resources that are credible 
and well known in the scientific landscape. 
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