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! https://docs.alpacafinance.org/v/ko/tokenomics/ibtokens
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3 https://github.com/alpaca-finance/bsc-alpaca-contract/blob/c5491769be3d5481572e15db40d48314 160
ntr. r I/Vault.sol#lL167-L17
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https://github.com/alpaca-finance/bsc-alpaca-contract/blob/c5491769be3d5481572e15db40d4831416055bc6/contracts/6/protocol/Vault.sol#L167-L178
https://github.com/alpaca-finance/bsc-alpaca-contract/blob/c5491769be3d5481572e15db40d4831416055bc6/contracts/6/protocol/Vault.sol#L167-L178
https://docs.kleva.io/protocol-details/parameters#interest-rate-model
https://docs.alpacafinance.org/v/ko/tokenomics/ibtokens
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function Bx1775(uint256 vargd) private {
if (block.timestamp > _lastAccrusTime) {

require(block.timestamp »= _lastAccrueTime, 17);
w8 = Bxecd();
require(v@ »= varge, 17);
vl = v@ - varg®;
require(_setConfig.code.size);

w2, v3 = _setConfig.staticcall(@xd4a99bbb, stor_44, vl).gas(msg.gas);

require(v2); // checks call status, propagates error data on error

require(MEM[64] + RETURNDATASIZE() - MEM[64] »>= 32);

& (stor_44 > ~8 / w3)), 17);

require(!( * stor_44 & (block.timestamp - _lastAccrueTime > ~@ / (v3 * stor_44))), 17);

require(@xde@bsb3a76400088, 18);

* (block.timestamp - _lastAccrueTime) / Bxde@bsb3a7640080;

T f} 1e18

function @x17bb(uint256 varg@) private {
if (block.timestamp > _lastAccrueTime) {
require(block.timestamp »>= _lastAccrueTime, 17);
wd = Bxeed(});
r'eq.,il‘e('u'@ »= vargd, 17);
vl = v@ - varge;

require(

return v3 * stor_44

r'eq vire(_setConfig.code.size);

v2, v3 = _setConfig.staticcall(@xd4a9gbbb, stor_44, vl).gas(msg.gas);

require(v2); // checks csll status, propagates error data on error

require (MEM[£4] + RETURNDATASIZE() - MEM[G4] »= 32);

require(!(v3 & (stor_44 > ~@ / v3)), 17);

require(!(v3 * stor_44 & (block.timestamp - _lastAccrueTime > b/ ‘:lu'essta’_dtl):]:], 17);

require (8xf4248, 18);
return v3 * stor_44 * (block.timestamp - _lastAccrueTime) / Bxf424@;
} else {

return @;
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function deposit(uint256 amountToken)
external

payable

override
transferTokenToVault(amountToken)
accrue (amountToken)

nonReentrant

_deposit(amountToken) ;

function _deposit(uint256 amountToken) dinternal {
uint256 total = totalToken().sub(amountToken);
uint256 share = total == 0 ? amountToken

amountToken.mul(totalSupply()).div(total);
_mint(msg.sender, share);

require(totalSupply() > 1el7, "no tiny shares");

deposit 0l &~ = 2| accrue modifier & totalToken() HI A& S &
total2l g0l HIE A 22 HMH _mint(msg.sender, 0); & 2 A4

function withdraw(uint256 share) external override accrue(®) nonReentrant {
uint256 amount = share.mul(totalToken()).div(totalSupply());
_burn(msg.sender, share);
_safeUnwrap(msg.sender, amount);

require(totalSupply() > 1el7, "no tiny shares");

withdraw 0l &~ & 2| accrue modifier 2 totalToken() H A& S &
&2 share2 2 amountE 2t= = US
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modifier accrue(uint256 value) {
if (now > lastAccrueTime) {
uint256 interest = pendingInterest(value);
uint256 toReserve = -interest.mul(config.getReservePoolBps()).div(10000);
reservePool = reservePool.add(toReserve);
vaultDebtVal = vaultDebtVal.add(interest);

lastAccrueTime = now;

accrue modifier Ul pendinginterest() & =2 S &t interest Hl &t

function pendingInterest(uint256 value) public view returns (uint256) {
if (now > lastAccrueTime) {
uint256 timePast = now.sub(lastAccrueTime);
uint256 balance = SafeToken.myBalance(token).sub(value);
uint256 ratePerSec = config.getInterestRate(vaultDebtVal, balance);
return ratePerSec.mul(vaultDebtVal).mul(timePast).div(1e6);
} else {

return 0;

pendinginterest 0l &~ & LY InterestModel 3t 2 XISt Al & &= denominator At &
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interface InterestModel {
/// @dev Return the interest rate per second, using 1el8 as denom.
function getInterestRate(uint256 debt, uint256 floating) external view
returns (uint256);

}

InterestModel 2! E{H Ol A& LH getinterestRate Bl A& 2| =4 &1

function totalToken() public view override returns (uint256) {

return SafeToken.myBalance(token).add(vaultDebtVal).sub(reservePool);

totalToken I A= L HI & &AM © 2 3H &l vaultDebtVal Al=
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Incident Timeline

Block # Tx Notes
Denom 1is 1lel8
(Contract: 0x89d6f3b45f5b78dbeclcbh77bb6141ad7¢c23091b9)
81433228 | 0x69254801 | Contract upgraded to Ox1aad9ec?...
Denom 1is 1le6
(Contract: 0Oxlaad9ec213086c2246c96cecbb42b935b995a19¢f)
81433403 | Oxe6e01b42 | Atthis moment, the vault's debt is O
81433459 [0x65fd8978 | Borrow (openPosition)
81433479 | 0xcd5531db | Debt before accrue interest: ©x162426b8
81433503 | Oxf8b7821d | Debt before accrue interest: Ox24723afhb
81433533 | Oxecd364d2 | Debt before accrue interest:
81433577 | 0x90907115 | Debt before accrue interest:
81433623 | Oxcd604375 | Debt before accrue interest: Ox26822261cf
81433817 | 0x9e5775bf | Debt before accrue interest: Ox6388fd99f156
14 2 0x444dacd3 | Debt before accrue interest: Ox5c38f2d4fb61e93c3
Loss of fund / Emergency Notice
Notice #1 2022.01.17 | & KUSDT 2 & S0l UASLICH
20:02 KST HdAd 2= = U2 ¢t ECI A SLICH &
< 2l= ZXl : KUSDT Lending Pool & & >
OtI BN R27?
2022.01.27 & I KLEVA Protocol0ll Al KUSDT 22 & &0t /USLICEH
Notice #2 20.9% KéT FE AU & 25 = HHE &EE W HOIL == 8t
’ JICHAF=AISH 2 AL A S LICEH
ZFAFE LI CE.
KLEVA TEAM E &
2022.01.27 < SAAE >
i T KLEVA ZZ2E 29| Farm AlHlA QLE() AN edE ZEE
Notice #3 20:39 KST | bl A ol N
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© 2022 Theori

KLEVA Protocol Post-Mortem Analysis | 6



https://scope.klaytn.com/account/0x89d6f3b45f5b78dbec1cb77bb6141ad7c23091b9
https://scope.klaytn.com/block/81433228
https://scope.klaytn.com/tx/0x692548012b7ef33e181ddd0321d6354c53ba00697892d297445ca2a06afa0e91
https://scope.klaytn.com/account/0x1aad9ec213086c2246c96cecbb42b935b995a19f
https://scope.klaytn.com/account/0x1aad9ec213086c2246c96cecbb42b935b995a19f
https://scope.klaytn.com/block/81433403
https://scope.klaytn.com/tx/0xe6e01b4235d2b052e1081b44852813784dffc9f449a7d5e35583d7df1ceef37d
https://scope.klaytn.com/block/81433459
https://scope.klaytn.com/tx/0x65fd897872c51768e84f0010d1fe40d6a5e3f54fb5856d38d131d0d69190b206
https://scope.klaytn.com/block/81433479
https://scope.klaytn.com/tx/0xcd5531dbc03981afae179120c94008a54d1cd0d49e11aead9eb486940312c654
https://scope.klaytn.com/block/81433503
https://scope.klaytn.com/tx/0xf8b7821d9aec4cced28f0d3660fc0afeba96b6dd3efeb3b5c7818621b99a1fea
https://scope.klaytn.com/block/81433533
https://scope.klaytn.com/tx/0xecd364d2e4bddfd2a6cf9a48eb22e42f473a2e68266bb50e36b08a709c4f6d9e
https://scope.klaytn.com/block/81433577
https://scope.klaytn.com/tx/0x90907115810465bc92570e7b1ad0fd0a67cd8bae96cd2e3bae5cbe1ba9893985
https://scope.klaytn.com/block/81433623
https://scope.klaytn.com/tx/0xcd604375dd7d9b7e251fe8238a67cfb26a648f5febad9d397f1171f793398806
https://scope.klaytn.com/block/81433817
https://scope.klaytn.com/tx/0x9e5775bf7ada645166e19b67a92e63dc9090ae2745d06eaca2b5680366d6b21b
https://scope.klaytn.com/block/81433923
https://scope.klaytn.com/tx/0x444dacd33dc9434f44e5cc450b2a27e4e47ab3f9c1d677ab45c543418a47b15c
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contact@theori.io
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€ Theori

Theori, Inc. (“We”) is acting solely for the client and is not responsible to any other party. Deliverables
are valid for and should be used solely in connection with the purpose for which they were prepared
as set out in our engagement agreement. You should not refer to or use our name or advice for any
other purpose. The information (where appropriate) has not been verified. No representation or
warranty is given as to accuracy, completeness or correctness of information in the Deliverables, any
document, or any other information made available. Deliverables are for the internal use of the client
and may not be used or relied upon by any person or entity other than the client. Deliverables are

confidential and are not to be provided, without our authorization (preferably written), to entities or
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representatives of entities (including employees) that are not the client, including affiliates or

representatives of affiliates of the client.
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