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Q1.What is the name of the suspicious process? 

 

 

Q2.What is the child process name of the suspicious process? 

 

ANS: rundll32.exe 

What is the memory protection applied to the suspicious process memory region? 

python3 ~/Documents/volatility3-2.5.0/vol.py -f MemoryDump.mem windows.malfind 
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ANS: protection -> PAGE_EXECUTE_READWRITE 

VALIDASI: 

 

HASIL VALIDASI: The PAGE_EXECUTE_READWRITE memory protection attribute is not considered a 

good security practice. Allowing a memory region to be both writable and executable can introduce 

security risks 

 

What is the name of the process responsible for the VPN connection? 

python3 ~/Documents/volatility3-2.5.0/vol.py -f MemoryDump.mem windows.pstree 

 

ANS: outline.exe 

 

What is the attacker's IP address? 
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ANS: 77.91.124.20 

Based on the previous artifacts. What is the name of the malware family? 

python3 ~/Documents/volatility3-2.5.0/vol.py -f MemoryDump.mem windows.dumpfile --pid 5896 

setelah melakukan download, terdapat banyak file .img. cari yang terkait “oneext” menggunakan 

grep. 

 

Kemudian gunakan MD5sum 

 

Menuju ke virustotal untuk pengecekan. 

 

Kategori adalah trojan dan popular label stealer. 

ANS: REDLINE(judul) Stealer(Label) 

Verifikasi: 
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What is the full URL of the PHP file that the attacker visited? 

 

ANS: http://77.91.124.20/store/games/index.php 

Menggunakan HybridAnalysis: 
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What is the full path of the malicious executable? 

python3 ~/Documents/volatility3-2.5.0/vol.py -f MemoryDump.mem windows.filescan | grep -i 

"oneetx" 

 

ANS: C:\Users\Tammam\AppData\Local\Temp\c3912af058\oneetx.exe 


