
Data access agreement for institutions 
 
Between: 
 
(1) The Department of Molecular Medicine (MOMA), part of Aarhus University Hospital VAT 
no. 29762929 and associated with the Institute for Clinical Medicine at Aarhus University 
whose registered address is Science Center Skejby, Palle Juul-Jensens Boulevard 99, 2nd floor 
(main entrance), 8200 Aarhus N, Denmark, VAT no. 31119103; and 
 
(2) [INSERT INSTITUTION DETAILS and VAT/Company No.] (the “Recipient”). 
 
In response to the Recipient's request for access to the Data (as defined below), MOMA and the 
Recipient agree as follows: 
 
1 Definitions 
 
1.1 “Low T cell diversity is associated with poor outcome in bladder cancer: a comprehensive 
longitudinal analysis of the T cell receptor repertoire” by Kjaer A., Kristjánsdóttir N., Juul R. I. et 
al.  Cell reports medicine. INSERT FULL PUBLICATION DETAILS HERE (PUBLICATION)” shall 
mean the project undertaken at MOMA in Aarhus to generate single cell RNA/TCR sequencing 
data (single cell RNAseq) from blood DNA from four Data Subjects and from tumor RNA from 
the same 4 Data Subjects; 
 
1.2 “Data” shall mean all and any human data obtained from the PUBLICATION and submitted 
to The European Genome-phenome Archive (EGA, https://ega-archive.org/) under the 
accession number EGAS000YYY, including the Data Subjects’ age, sex, and tumor 
characteristics. Explicitly, Data does not include samples or biological materials. Data is 
specified in the Recipient’s application for access to Data submitted to and approved by the 
Data Access Committee; 
 
1.3 “Data Subject” shall mean the person (irrespective of state of health) to whom Data refers 
and who has been informed of the purpose for which the Data is held and has given his/her 
informed consent thereto; 
 
1.4 “Intellectual Property” means (i) patents, designs, trade marks and trade names (whether 
registered or unregistered), copyright and related rights, database rights, know-how and 
confidential information; (ii) all other intellectual property rights and similar or equivalent 
rights anywhere in the world which currently exist or are recognised in the future; and (iii) 
applications, extensions and renewals in relation to any such rights; 
 
1.5 “Registered User” shall mean a Researcher (or an individual conducting Research under the 
supervision of a Researcher) that is employed by the Recipient, is authorized by the Recipient 
to have access to the Data, is bound by confidentiality and non-use obligations in respect of 
Data and who has signed this Agreement and has received acknowledgement of its 
acceptance.For the avoidance of doubt, “Registered User” may also include students, visiting 
academics, contractors, sub-contractors or independent consultants provided that any such 
individual is bound by confidentiality and nonuse obligations no less onerous then those 
binding the Recipient’s employees; 
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1.6 “Research” shall mean the research stated in the application submitted to and approved by 
the Data Access Committee, that is seeking to advance the understanding and treatment of 
cancer and closely related diseases, and work on statistical methods that may be applied to 
such research; 
 
1.7 “Researcher(s)” shall mean an individual or individuals carrying out Research who is 
seeking access to the PUBLICATION data, has authored a relevant peer-reviewed article that 
MOMA can locate on PubMed and who is still working in the field and is a successful applicant 
to the PUBLICATION data access committee; 
 
2 Purpose 
 
2.1 The Recipient agrees to use Data only for the Research stated in the application approved 
by the Data Access Committee. 
 
3 Confidentiality 
 
3.1 The Recipient agrees to preserve, at all times, the confidentiality of Data pertaining to 
identifiable Data Subjects. In particular, the Recipient undertakes not to use, or attempt to use 
the Data to deliberately compromise or otherwise infringe the confidentiality of information on 
Data Subjects and their right to privacy. 
 
4 Data Protection 
 
4.1 MOMA represents and warrants that:  
(a) the Data has been collected according to the applicable law at the time of the collection; 
(b) it has obtained required approvals from relevant authorities, hereunder, but not limited to, 
an appropriate Ethical Committee and the Data Protection Agency, as applicable; 
(c) it has obtained informed consent from the Data Subject; 
(c) that it is and will at all times be in full compliance with all applicable laws relating to data 
privacy and security. 
 
4.2 The Recipient represents and warrants:  
(a) that it is and will at all times be in full compliance with all applicable laws relating to data 
privacy and security, including the general data protection regulation 2016/679 (GDPR) of the 
European Union; 
(b) to process Data for the sole purpose of carrying out statistical or scientific research of 
significant importance to society and that such processing is necessary in order to carry out the 
Research. 
4.3 The Recipient agrees that it, and its Registered Users, shall not analyse or make any use of 
the Data in such a way that has the potential to: 
 
(a) lead to the identification of any Data Subject; or 
 
(b) compromise the anonymity of any Data Subject in any way. 
 
4.4 The Parties are considered separate data controllers for the processing of the Data and will 
both act in accordance with the applicable privacy regulations such as the GDPR,  the Danish 
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Data Protection Act and any (additional) applicable national law such as (but not limited to) 
environmental, health and safety laws and guidelines.  
 
4.5 MOMA and Recipient are furthermore both subject to Order 2019-12-18 no. 1509 regarding 
transfer of personal data, which is subject to the Danish Data Protection Act § 10(1) and (2).  
 
4.5.1 The Recipient hereby guarantees to act in accordance with this Agreement section 
4.5.1-4.5.7. 
 
4.5.2 Transfer of the Data must only take place to employees, researchers etc. which by the 
Recipient have been authorized to have access to the Data. Only employees, researchers etc. 
who work with the Data may be authorized. The individual employee, researcher etc. may not 
be authorized to any processing, beyond what is necessary for them in relation to their specific 
tasks.  
 
4.5.3 The Recipient may only make available Data to the Recipient’s Registered Users, who have 
a specific and factual need for processing the Data. 
 
4.5.4 The Recipient must give thorough instructions to authorized users who process Data on 
the Recipient’s behalf. It must be emphasized that authorized users may only process Data 
necessary for the purpose of the Research.  
 
4.5.5 Only Data necessary to the fulfillment of the Research must be processed. If the Recipient 
receives more Data than necessary for the Research, the Recipient must without undue delay 
delete, destroy or return the unnecessary Data.  
 
4.5.6 Taking into account the state of the art, the costs of implementation and the nature, scope, 
context and purposes of processing as well as the risk of varying likelihood and severity for the 
rights and freedoms of natural persons, the Recipient shall implement appropriate technical 
and organisational measures to ensure a level of security appropriate to the risk.  
 
4.5.7 Recipient is responsible for ensuring that all Data transferred to Recipient under this 
Agreement is deleted when it is no longer necessary to store the Data for the purposes for 
which the Data is processed.  
5 Access and Governance 
 
5.1 The Recipient agrees that it shall take all reasonable security precautions to keep the Data 
confidential, such precautions to be no less onerous than those applied in respect of the 
Recipient’s own confidential information. 
 
5.2 The Recipient agrees to only give access to Data, in whole or part, or any identifiable 
material derived from the Data, to a Registered User. The Recipient agrees that before it gives 
any Registered User access to Data, it shall first show the Registered User a copy of this 
Agreement and shall inform the Registered User that he or she must comply with the 
obligations contained in this Agreement and sign up to the provisions of this Agreement in the 
form set out at the end of this Agreement. The Recipient shall provide MOMA with a copy of the 
Registered User’s acceptance form within thirty (30) days of the date of acceptance by the 
Registered User. 
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5.3 The Recipient agrees that it shall only give Registered Users that are not Researchers 
(including but not limited to students or new researchers to the field) access to the Data if they 
are authorized by the Recipient to have access to the Data and supervised by a Researcher who 
will take responsibility for such Registered Users’ use of the Data. 
 
5.4 As reasonably necessary in order to ensure its own compliance with laws applicable to it, 
MOMA reserves the right to request and inspect data security and management documentation 
to ensure the adequacy of data protection measures in countries that have no national laws 
comparable to that pertaining in the European Economic Area (EEA). 
 
6 Errors 
 
6.1 The Recipient agrees to notify MOMA of any errors detected in the Data. 
 
7 Data reissue and Data withdrawal 
 
7.1 The Recipient accepts that Data will be reissued from time to time, with suitable versioning. 
If Data is reissued at the request of sample donors and/or as the result of other ethical scrutiny, 
the Recipient agrees to destroy all earlier versions of the Data. 
 
7.2 The Recipient accepts that Data may be withdrawn. If Data is withdrawn at the request of 
sample donors and/or as the result of other ethical scrutiny, the Recipient agrees to destroy all 
earlier versions of the Data. 
 
8 Intellectual Property 
 
8.1 The Recipient recognises that nothing in this Agreement shall operate to transfer to the 
Recipient or its Registered Users any Intellectual Property rights in or relating to the Data. 
 
8.2 The Recipient and its Registered Users shall have the right to develop Intellectual Property 
based on comparisons with their own data. 
 
9 Publications 
 
9.1 The Recipient agrees to acknowledge in any work based in whole or part on the Data, the 
published paper from which the Data derives, the version of the Data, and the role of MOMA 
and its funders in its distribution. The Recipient agrees to use the acknowledgement wording 
provided for the relevant Data in its publication. The Recipient will also declare in any such 
work that those who carried out the original analysis and collection of the Data bear no 
responsibility for the further analysis or interpretation of it by the Recipient. 
 
10 Termination of Agreement 
 
10.1 This Agreement will terminate immediately upon any material breach of the provisions of 
this Agreement by the Recipient or by the Recipient’s Registered Users that cannot be cured 
within ten (10) days of notice of such breach from MOMA. 
 
10.2 The Recipient accepts that the changing ethical framework of human genetic research may 
lead to: (i) alteration to the provisions of this Agreement, in which case the Recipient may 
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accept such alterations or terminate this Agreement; or (ii) the withdrawal of this Agreement 
in extreme circumstances. 
 
10.3 Either party shall have the right to terminate this Agreement with immediate effect upon 
giving written notice of termination to the other party. 
 
10.4 In the event that this Agreement is terminated in accordance with this Clause 10 the 
Recipient shall at its own costs return or destroy all Data at the direction of MOMA. 
 
11 Costs 
 
11.1 The Recipient acknowledges that MOMA shall incur costs in providing the Data to the 
Recipient, including but not limited to administrative costs and the cost of obtaining 
appropriate data storage devices. The Recipient agrees to pay, on the request of MOMA, such 
reasonable costs as MOMA may incur in providing the Data, within thirty (30) days of MOMA 
making such a request for payment. 
 
12 Legal statement 
 
12.1 The Recipient acknowledges that MOMA and all other parties involved in the creation, 
funding or protection of the Data: 
 
(a) make no warranty or representation, express or implied as to the accuracy, quality or 
comprehensiveness of the Data; and 
 
(b) exclude to the fullest extent permitted by law all liability for actions, claims, proceedings, 
demands, losses (including but not limited to loss of profit), costs, awards damages and 
payments made by the Recipient that may arise (whether directly or indirectly) in any way 
whatsoever from the Recipient’s use of the Data, or from the unavailability of, or break in 
access to the Data for whatever reason. 
 
12.2 The Recipient understands that all the Data is protected by copyright and other 
intellectual property rights, such that duplication or sale of all of or part of the Data on any 
media is not permitted under any circumstances, except with the prior written consent of 
MOMA. 
 
13 Governing Law 
 
13.1 This Agreement (and any dispute, controversy, proceedings or claim of whatever nature 
arising out of this Agreement or its formation) shall be construed, interpreted and governed by 
the laws of Denmark and shall be subject to the exclusive jurisdiction of the Danish courts. 
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AGREED by the parties through their authorised signatories 
 
MOMA 

Authorised Signature:  

Name: Ole Halfdan Larsen 
Title: Head of the Department of Molecular Medicine 

(MOMA) 
Date:  
 
 

 

Authorised Signature:  

Name: Jørgen Frøkiær 
Title: Head of Department of Clinical Medicine 
Date:  

 

Recipient  

Authorised Signature:  

Name:  

Title:  

Date:  

Address:  

Telephone No:  

Email:  

 
 
Registered Users: 
 
The Registered Users acknowledge the contents of this Agreement and agree to comply with 
the obligations herein. For the avoidance of doubt the Registered Users are not a party to this 
Agreement. 
 

Signature:  

Name:  
Title:  
Date:  
Email:  
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Signature:  

Name:  
Title:  
Date:  
Email:  
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Please send the completed and signed agreement form by mail or as scanned .pdf by email to: 
 
Lars Dyrskjøt Andersen, Department of Molecular Medicine (MOMA), Aarhus University 
Hospital, Palle Juul-Jensens Boulevard 99, 8200 Aarhus N, Denmark, Email: lars@clin.au.dk 
 
MOMA complies with the requirements of the EU general data protection regulations  with 
regard to the collection, storage, processing and disclosure of personal information and is 
committed to upholding the Act's core Data Protection Principles. 
 
Information collected under the Agreement will be used for the purposes of maintaining 
the Agreement, and may be used for statistical reporting. 
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