[INyFX2 T - SIRO DY M= 1 —/N\—KB& FiE

AmazonTYBLTWAEZIZEE/N\YX T - SRDO DYz 1H
BIZDWV =, HLEAZELI-ECA, LINnuxDERMLSRBAZFTEICLT
W-DTEA, FAEDHDICDON. 5IEFR_RFEN. BHTHELEALT
LEofze B BIZA—YYMNERDODBBD IV REZTEEEHT,
NRTHEICHEBEIONIL, IBEERES.

35
BAEIRR :Let's note CF-T8
(Debian10,Docker:kali)
W iHER :Let's note CF-T9 (Parrot)
A—4yhifEER  :Let's note CF-N9(Debian12,VirtualBox7)
B R
1EESRtE AL

1.1 DockerTkalid containerz{Epk 4 %,
ChatGPT3.5[= k54 7 3> D ERBAGR )
S {Eim RAID EF F I3
DC-2D KL FE B
274 T4 Ik D FI|ZE:gobuster® E 1720240507
1B #RINE :wigD E 1720240507
A —H—%$E 9 nmap NSE(20240603)
SZHE-URL

3] Dockera> T+ DR TCUIZ TN r—a %
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1. 2B R

EE T, WindowsZHEL. VirtualBoxZE->T/\w¥x 5 - S5h%E
BELTLS, FAIF B EDebianZ{E>TL\HD T, HhEHE VirtualBox
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WEIHRIZDULVTIE, Parrotld, CF-TOIZA Y A—ILL=ED &, 12
{Eim R T8IZDockerTkaliDIREBEFHEE LT, BHIL. kalilZDLVT
Docker{ A—UMNEFEET BB,

A—yMRERIE, BHWTTHERL TN =M, BEAFT B TNIZEE
L7=.

BERRIIERENDTET, 4—4 vMHRD#EfHE., ParrotiZ&k3
A—4y N R D BB % sshig it T1T5o

1.1 DockerTkali®containerZ €9 5.

kalid containerCwiresharkZ{&L\f=mM>1=D T. docker runlZ(L. A7
2avEDITEY,

:r Idocker run --network host --cap-add NET_RAW --cap-add
NET_ADMIN -it -e DISPLAY=$DISPLAY -v

/tmp/. X11-unix/:tmp/.X11-unix --name kali kalilinux/kali-rolling:latest
/bin/bash

HElL. exitTET,
BAA—NE. FEOaTUR,
:r ldocker start kali

:r Idocker attach kali

ChatGPT3.5(2 &4 T3> in A (k)

‘--cap-add NET_RAW' &' --cap-add NET_ADMIN' &, Dockera> 77+
[Z4F % D Linux®Dcapabilities (#8E) &t 59 54T 3> TY,
"NET_RAW' capabilityl&. 227+ hRaw sockets& 1E R § Bk EEx
1 5LZE9, Raw socketsld.

T—R) VB (OSIETILTDE2R)IZT VAT H=HDA 37—
TJ—RERHELET, ChITEY . VT FHRATTybEF v TFrL
YU EBLIY T HIENTEET,

"NET_ADMIN' capabilityl, I FF MR RyrT—2BFEELEET S
BEeE M ELET, BERMICIE. V=T T—TILDEE. 774
T IA—IDHFRE. LRI IT—ITNARADBRELGENEENF T
b Dcapabilitesz AV TFHICF 5T HIET, AV TFARYENT—S
BAEDREZITI-ODRELGEEZH DOLIITLHYET,



BEEmRBIDEEE3]
rr Ixhost +local:
r Ixhost +local:

DC-2(M K B% F |IE

T74IL- T 4L DF|Z:gobuster E1720240507

< ChatGPT3.55tB3:gobuster(x, Web7 ) r— 3oz JH—
N=IZHLTTALINIB LV TFAMILDRFREITIHDY—ILT
FTBE. LX) TATAMORRN =23V TRAMEED X2 T o
BEDFHTHERAINET,

gobusterl&, EELZURLIZH L THEXREZTW\. FEIT D T1LY
RIRTF7AILERDIFHIENTEEFT . CNITKY . KEHTHALA
DENTFZ)IV—ZROTALIMN)  TORRFIRDI R+ REIT7AILIEE
ZHRRL. LX) T LOMEERETHENTEE T, end>

kaliOSTZEITL &I ELT=A. common.txth o1z,
M T, ParrotOSTEAT

—I X I-lyo@parrot]—[/usr/share/wordlists/dirb]
L—— $gobuster dir -u http://192.168.11.27 -w
/usr/share/wordlists/dirb/common.txt

Gobuster v3.6
by OJ Reeves (@TheColonial) & Christian Mehimauer (@firefart)

[+] Url: http://192.168.11.27

[+] Method: GET

[+] Threads: 10

[+] Wordlist: /usr/share/wordlists/dirb/common.txt
[+] Negative Status codes: 404

[+] User Agent: gobuster/3.6

[+] Timeout: 10s



/.hta (Status: 403) [Size: 292]
/.htaccess (Status: 403) [Size: 297]
/.htpasswd (Status: 403) [Size: 297]
/server-status (Status: 403) [Size: 301]
/wp-admin (Status: 301) [Size: 317] [-->
http://192.168.11.27/wp-admin/]

/wp-content (Status: 301) [Size: 319] [-->

http://192.168.11.27 /wp-content/]

/wp-includes (Status: 301) [Size: 320] [-->
http://192.168.11.27//wp-includes/]

/index.php (Status: 200) [Size: 53562]
/xmirpc.php (Status: 405) [Size: 42]
Progress: 4614 / 4615 (99.98%)

TEHRILEE :wig D E 1720240507

<ChatGPT3,55% 88 : "Wig"l&. Web7 T —av(cxt 3 2 1EHUNE
LB —DIJIRDEEEXETLHODY—ILTT, ZDY—ILIE,

Web7 TNV —2av0ZDRBDAUITZANSIFXIZHT H1EHRE
INEEL ., BEMLGHBEMERRE T H-OICERINET, end>

Zhl&. kaliOSTELT,

——(root® T8)-[/usr/share/wordlists]
L—# wig http://192.168.11.27:80/
wig - WebApp Information Gatherer
Scanning http://192.168.11.27:80/...



SITE INFO

IP Title

Unknown DC-2 &#8211; Just another WordPress site
VERSION

Name Versions Type

WordPress  3.8]3.8.1]3.8.2|3.8.3|3.8.4|3.8.5|3.8.6|3.8.7
CMS
3.8.813.9(3.9.1|3.9.2]3.9.3|3.94|3.9.5|3.9.6
4.0|4.01]4.02|4.03]|4.04(4.05]4.1]4.1.1
412]41.3|41.4|415(42]4.21]|4.2.2

Apache 2.4.10 Platform
Debian 8.0 0S
INTERESTING

URL Note Type
/wp-login.php  Wordpress login page

Interesting

/readme.html  Readme file

Interesting

TOOLS

Name Link Software
wpscan https://github.com/wpscanteam/wpscan
WordPress

CMSmap https://github.com/Dionach/CMSmap
WordPress

VULNERABILITIES




Affected #Vulns

WordPress 3.8 12
http://cvedetails.com/version/162922
WordPress 3.8.1 12
http://cvedetails.com/version/162923
WordPress 3.8.2 7
http://cvedetails.com/version/176067
WordPress 3.8.3 7
http://cvedetails.com/version/176068
WordPress 3.8.4 8
http://cvedetails.com/version/176069
WordPress 3.9 8
http://cvedetails.com/version/176070
WordPress 3.9.1 15
http://cvedetails.com/version/169908
WordPress 3.9.2 10
http://cvedetails.com/version/176071
WordPress 3.9.3 1
http://cvedetails.com/version/185080
WordPress 4.0 9
http://cvedetails.com/version/176072
WordPress 4.0.1 1
http://cvedetails.com/version/185081
WordPress 4.1 1
http://cvedetails.com/version/185082
WordPress 4.1.1 2
http://cvedetails.com/version/185079
WordPress 4.2 1
http://cvedetails.com/version/185048
WordPress 4.2.1 0
http://cvedetails.com/version/184019
WordPress 4.2.2 2
http://cvedetails.com/version/185073

Link

Time: 8.9 sec Urls: 405
Fingerprints: 39241



aA—H—%#FE 9 nmap NSE(20240603)
kaliOST=E{T

—(root&T8)-[/usr/share/nmap/scripts]

L—# nmap -p80 --script http-wordpress-users 192.168.11.27
Starting Nmap 7.94SVN ( https://nmap.org ) at 2024-06-03 14:47
JST
Nmap scan report for dc-2 (192.168.11.27)

Host is up (0.00100s latency).

PORT STATE SERVICE
80/tcp open http
| http-wordpress-users:
| Username found: admin
| Username found: tom
| Username found: jerry
|_Search stopped at ID #25. Increase the upper limit if necessary
with 'http-wordpress-users.limit'

MAC Address: 08:00:27:3B:47:FF (Oracle VirtualBox virtual NIC)
Nmap done: 1 IP address (1 host up) scanned in 8.49 seconds

Ut

SZEZHZE-URL

[1] IPUSIRONZ
[/NyF2 T -ZRD DY Tz T2 ARkt (2024/2/20)

[2] IPUSIRONZ
[/NyFx2 TSRO DY Hh=]#1i%k$(2018/12/7)

[3] Dockera T+ DR TGUIZ IYr— a3  ZiEEHSES |
Unskilled?

7t AB20240417



https://unskilled.site/docker%E3%82%B3%E3%83%B3%E3%83%86%E3%83%8A%E3%81%AE%E4%B8%AD%E3%81%A7gui%E3%82%A2%E3%83%97%E3%83%AA%E3%82%B1%E3%83%BC%E3%82%B7%E3%83%A7%E3%83%B3%E3%82%92%E8%B5%B7%E5%8B%95%E3%81%95%E3%81%9B%E3%82%8B/
https://unskilled.site/docker%E3%82%B3%E3%83%B3%E3%83%86%E3%83%8A%E3%81%AE%E4%B8%AD%E3%81%A7gui%E3%82%A2%E3%83%97%E3%83%AA%E3%82%B1%E3%83%BC%E3%82%B7%E3%83%A7%E3%83%B3%E3%82%92%E8%B5%B7%E5%8B%95%E3%81%95%E3%81%9B%E3%82%8B/
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