#!/bin/bash

Yukki OS 3.0 Installer
(CRTC & CISA Compliant Edition)

H+ H H

This script generates the source code for a decentralized
communications platform designed with CRTC and CISA compliance
principles for operation within Canada.

Key CRTC Compliance Enhancements:

- CASL & PIPEDA Adherence: Incorporates mechanisms for consent,
identification, and user control over communications.

- Explicit Consent Banner: The peer client requires user
acknowledgement of the privacy policy before starting,
fulfilling the consent requirement under PIPEDA.

- Unsubscribe/Block Mechanism: A “block™ and “unblock™ command
allows any peer to refuse communications from another, a core
tenant of CASL.

- Data Access & Transparency: A “profile® command allows users to
view their own data. A comprehensive Privacy Policy is included.

- Data Sovereignty Guidance: Documentation strongly advises
deployers to host bootstrap services within Canada for Canadian

users.

#

# This build retains all CISA-compliant security features from v2.5.

#

set -euo pipefail
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# --- PROJECT SETUP ---

ROOT=$ (pwd) /yukki_os_crtc

rm -rf "SROOT"

echo "Creating Yukki OS (CRTC Edition) root at $ROOT..."

mkdir -p "$SROOT"/{common,vendor,bin,logs,pki,docs}

mkdir -p "SROOT"/yukki c2 suite/{bootstrap server,peer client}
mkdir -p

"$ROOT" /yukki c2 suite/peer client/{received files,client data}
echo "Project structure created."

# --- VENDOR LIBRARY ACQUISITION (CISA COMPLIANT) ---
# Use specific versions and verify checksums to ensure supply chain
integrity.

MONGOOSE VERSION="7.10"

MONGOOSE SHA256="4f85a4b76e159235e839e1553¢c4e0c33a8258384d510b65103c1d
683d7bd495a"

CJSON_VERSION="1.7.17"
CJSON_SHA256="05f362788e9a665£8021115b13e9%9a785316£f731e8b4e7b8e5c856728
078652ae"



download and verify () ({
local name="3$1"
local version="$2"
local sha256 hash="$3"
local url="$4"
local tarball="S$Sname-S$version.tar.gz"
local dest dir="SROOT/vendor/Sname"

echo "Downloading $name v$version..."
curl -s -L -o "SROOT/vendor/Starball" "Surl"

echo "Verifying checksum for $tarball..."
local actual sha256

actual sha256=$ (sha256sum "$ROOT/vendor/Starball" | awk '{print
$1}')
if [ "sactual sha256" != "$sha256 hash" ]; then
echo "FATAL: Checksum mismatch for Starball!"; exit 1;
fi

echo "Checksum OK. Unpacking $name..."

mkdir -p "$dest dir"

tar -xzf "S$ROOT/vendor/S$tarball" -C "Sdest dir"
--strip-components=1

rm "S$SROOT/vendor/Starball"
}

download and verify "mongoose" "$SMONGOOSE VERSION" "SMONGOOSE SHA256"
"https://github.com/cesanta/mongoose/archive/refs/tags/$SMONGOOSE VERSI
ON.tar.gz"

download and verify "cJSON" "$CJSON VERSION" "$SCJSON SHA256"
"https://github.com/DaveGamble/cJSON/archive/refs/tags/v$SCJISON VERSION
.tar.gz"

echo "Vendor libraries secured."

# --- PKI, LOGGER, and COMMON files are unchanged from CISA version

# For brevity, their generation is represented by functions here.
generate pki () {

PKI_DIR="$ROOT/pki"

openssl genrsa -out "S$SPKI DIR/yukki ca.key" 4096 &>/dev/null

openssl req -x509 -new -nodes -key "SPKI DIR/yukki ca.key" -sha256
-days 3650 -out "SPKI DIR/yukki ca.crt" -subj
"/C=CA/ST=Ontario/L=Toronto/0=YukkiOS/CN=YukkiRootCA" &>/dev/null

openssl genrsa -out "S$SPKI DIR/bootstrap server.key" 4096
&>/dev/null

openssl req -new -key "SPKI DIR/bootstrap server.key" -out



"SPKI DIR/bootstrap server.csr" -subj
"/C=CA/ST=Ontario/L=Toronto/0=YukkiOS/CN=bootstrap.yukki.local"
&>/dev/null
openssl x509 -req -in "$PKI DIR/bootstrap server.csr" -CA
"SPKI DIR/yukki ca.crt" -CAkey "$PKI DIR/yukki ca.key" -CAcreateserial
-out "SPKI DIR/bootstrap server.crt" -days 365 -sha256 &>/dev/null
cp "S$PKI DIR/bootstrap server.key"
"SROOT/yukki c2 suite/bootstrap server/"
cp "S$PKI DIR/bootstrap server.crt"
"SROOT/yukki c2 suite/bootstrap server/"
cp "S$PKI DIR/yukki ca.crt"
"SROOT/yukki c2 suite/bootstrap server/"
cp "$PKI DIR/yukki ca.crt" "SROOT/yukki c2 suite/peer client/"
echo "Private PKI initialized."
}
generate logger and common files() {
cat > "SROOT/common/logger.h" <<'EOF'
#pragma once
#include <stdio.h>
#include <time.h>
#include <pthread.h>
typedef enum { LOG DEBUG, LOG INFO, LOG WARN, LOG ERROR, LOG CRITICAL
} LogLevel;
void logger init (const char* filepath, LogLevel level);
void logger set level (LogLevel level) ;
void logger log(LogLevel level, const char* component, const char*
file, int line, const char* fmt, ...);
void logger cleanup (void) ;

#define log debug(component, ...) logger log(LOG DEBUG, component,
__FILE , LINE , VA ARGS )

#define log info(component, ...) logger log(LOG INFO, component,
__FILE , LINE , VA ARGS )

#define log warn (component, ...) logger log(LOG WARN, component,
__FILE , LINE , VA ARGS )

#define log error (component, ...) logger log(LOG_ ERROR, component,
__FILE , LINE , VA ARGS )

#define log critical (component, ...) logger log(LOG CRITICAL,
component,  FILE , LINE , VA ARGS )

EQOF

cat > "SROOT/common/logger.c" <<'EOF'

#include "logger.h"

#include <stdio.h>

#include <stdlib.h>

#include <string.h>

#include <stdarg.hs>

#include "common.h"

static FILE* log file = NULL;

static LogLevel current log level = LOG INFO;



static pthread mutex t log mutex = PTHREAD MUTEX INITIALIZER;
static const char* level to_ string(LogLevel level) {
switch(level)
case LOG DEBUG: return "DEBUG"; case LOG INFO: return "INFO";
case LOG WARN: return "WARN"; case LOG _ERROR: return "ERROR";
case LOG _CRITICAL: return "CRITICAL"; default: return
"UNKNOWN" ;
}
}
void logger init (const char* filepath, LogLevel level) {
pthread mutex lock (&log mutex) ;
if (log file) { fclose(log file); }
log file = fopen(filepath, "a");

if (!log file) { perror("Failed to open log file"); log file =
stderr; }
current log level = level;

pthread mutex unlock (&log mutex) ;
}
void logger set level (LogLevel level)

pthread mutex lock (&log mutex) ;

current log level = level;

pthread mutex unlock(&log mutex) ;
}
void logger log(LogLevel level, const char* component, const char*
file, int line, const char* fmt, ...) {

if (level < current log level) return;

pthread mutex lock(&log mutex) ;

time t t = time (NULL); struct tm *1t = localtime(&t); char
time buf [20];

strftime (time buf, sizeof (time buf), "%Y-%m-%d %$H:%M:%3", 1t);
fprintf (log file, "{\"timestamp\": \"%s\", \"levell\": \"%s\",
\"component\": \"%$s\", \"source\": \"%s:%d\", \"message\": \"",

time buf, level to string(level), component, file, line);
va_list args; va_start(args, fmt); viprintf(log file, fmt, args);
va_end(args) ;
fprintf (log file, "\"}\n"); fflush(log file);
pthread mutex unlock (&log mutex) ;
}
void logger cleanup (void) {
pthread mutex lock (&log mutex) ;
if (log file && log file != stderr) { fclose(log file); }
log file = NULL;
pthread mutex unlock (&log mutex) ;
}
EQF
cat > "$ROOT/common/common.h" <<'EOF'
#pragma once
#include <stdio.h>



#include <stdlib.hs>
#include <string.h>
#include <ctype.h>
#include <stdbool.h>
static inline void* safe malloc(size t size) {
void* ptr = malloc(size); if (ptr == NULL && size > 0) {
fprintf (stderr, "Fatal: malloc failed\n"); exit (EXIT FAILURE); }
return ptr;
}
static inline char* safe strdup(const char* s) {
if (8 == NULL) return NULL; char* ptr = strdup(s); if (ptr ==
NULL) { fprintf (stderr, "Fatal: strdup failed\n"); exit (EXIT FAILURE) ;
} return ptr;
}
static char* get config value (FILE* £, const char* key) {
char line[512]; char* value = NULL; if (!f) return NULL; fseek(f,
0, SEEK SET);

while (fgets(line, sizeof(line), £f)) {
char* start = line; while (isspace((unsigned char) *start))
start++;
if (*start == '#' || *start == '\0') continue;
char* separator = strchr(start, '='); if (!separator)
continue;
*geparator = '\0';
if (strcmp(start, key) == 0) {
value = safe strdup(separator + 1);
char* end = value + strlen(value) - 1;
while (end > value && isspace((unsigned char)*end)) end--;
* (end+1) = 0;
break;

}

return value;

}

static int get config int (FILE* £, const char* key, int default val) ({

char* str val = get config value(f, key); if (!str val) return
default val;
int result = atoi(str wval); free(str val); return result;

}

EQF
echo "Common modules (logger, utils) generated."
}

generate pki
generate logger and common files

# --- BOOTSTRAP SERVER (Unchanged from CISA version) ---
cat > "SROOT/yukki c2 suite/bootstrap server/server.c" <<'EOF'
// Yukki OS 3.0 - Bootstrap Server (No changes from 2.5)



#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <signal.h>
#include <unistd.h>
#include <pthread.h>
#include <arpa/inet.h>
#include <openssl/ssl.h>
#include <openssl/err.h>

#include "../../common/common.h"
#include "../../common/logger.h"
#include "../../vendor/cJSON/cJSON.h"
#define MAX PEERS 256

#define CONFIG FILE "../bootstrap.conf"

#define COMPONENT "BootstrapServer"
typedef struct { int port; char* auth token; LogLevel log level; }
ServerConfig;
typedef struct { SSL* ssl; int sock; char ip[INET ADDRSTRLEN]; char
uuid[37]; int active; pthread t thread id; } PeerState;
ServerConfig g config;
PeerState g peers[MAX PEERS];
pthread mutex t g peer mutex = PTHREAD MUTEX INITIALIZER;
SSL_CTX* g _ssl ctx;
volatile sig atomic t g running = 1;
void load configuration() {
g config.port = 8001;
g config.auth token = safe strdup ("DEFAULT TOKEN CHANGE ME") ;
g config.log level = LOG INFO;
FILE* f = fopen(CONFIG FILE, "r");
if (!f) { log warn(COMPONENT, "Config file '%s' not found. Using
defaults.", CONFIG FILE); return; }
g config.port = get config int(f, "BOOTSTRAP PORT", 8001);
char* token = get config value(f, "AUTH TOKEN"); if (token) {
free(g_config.auth token); g config.auth token = token; }
char* log level str = get config value(f, "LOG LEVEL") ;
if (log level str) {

if (strcasecmp(log level str, "DEBUG") == 0)
g config.log level = LOG_DEBUG;
else if (strcasecmp(log level str, "INFO") == 0)
g config.log level = LOG_ INFO;
else if (strcasecmp(log level str, "WARN") == 0)
g config.log level = LOG_WARN;
else if (strcasecmp(log level str, "ERROR") == 0)
g config.log level = LOG ERROR;
else if (strcasecmp(log level str, "CRITICAL") == 0)

g config.log level = LOG_CRITICAL;
free(log level str);
}



fclose(£);

log info (COMPONENT, "Configuration loaded. Port: %d, LogLevel:
$d", g config.port, g config.log level);
}
void configure ssl context (SSL_CTX* ctx) {

SSL_CTX set min proto_version(ctx, TLS1 2 VERSION) ;

SSL_CTX set cipher list(ctx,
"ECDHE-ECDSA-AES256-GCM-SHA384 : ECDHE-RSA-AES256-GCM-SHA384") ;

if (SSL CTX use certificate file(ctx, "bootstrap server.crt",
SSL_FILETYPE PEM) <= 0 || SSL CTX use PrivateKey file (ctx,
"bootstrap server.key", SSL FILETYPE PEM) <= 0 ||
ISSL CTX check private key(ctx)) {

log critical (COMPONENT, "Failed to load server

certificate/key."); ERR print errors fp(stderr); exit (EXIT_FAILURE) ;

}

SSL_CTX set verify(ctx, SSL VERIFY PEER |
SSL_VERIFY FAIL IF NO PEER CERT, NULL);

if (SSL_CTX load verify locations(ctx, "yukki ca.crt", NULL) <= 0)

{
log critical (COMPONENT, "Failed to load CA certificate.");
ERR print errors fp(stderr); exit (EXIT FAILURE) ;
}
}
void broadcast peer list () {
pthread mutex lock (&g peer mutex) ;
cJSON* root = cJSON CreateObject(); cJSON* peers array =
cJSON_CreateArray() ;
for (int i = 0; i1 < MAX PEERS; i++) {
if (g peers[i] .active) {
cJSON* peer obj = cJSON_ CreateObject() ;
cJSON_AddStringToObject (peer obj, "uuid",
g peers[i] .uuid); <JSON AddStringToObject (peer obj, "ip",

g peers[i] .ip);
cJSON_AddItemToArray (peers_array, peer obj);
}
}

cJSON_AddItemToObject (root, "peers", peers array); char* payload =
cJSON_PrintUnformatted (root) ;

for (int i = 0; 1 < MAX PEERS; i++) { if (g peersl[i].active) {
SSL write(g peers[i] .ssl, payload, strlen(payload)); } }

free(payload); cJSON Delete(root) ;

pthread mutex unlock (&g peer mutex) ;
}
void* client handler thread(void* arg) {

int id = *(int*)arg; free(arg); char buffer[1024];

X509* cert = SSL get peer certificate(g peers[id] .ssl);

if (!cert) { log error (COMPONENT, "Peer at %s did not present a
certificate.", g peers[id].ip); goto cleanup; }



X509 NAME oneline (X509 get subject name (cert), buffer,
sizeof (buffer)) ;

char* cn_start = strstr(buffer, "/CN=");
if (!lcn start) { log error (COMPONENT, "Peer certificate from $%s
lacks a CN.", g peers[id].ip); goto cleanup; }

strncpy (g peers[id] .uuid, cn start + 4, 36); g peers[id] .uuid[36]
= '\0'; X509 free(cert);
log info (COMPONENT, "Peer %d authenticated via mTLS. UUID: %s, IP:
$s", id, g peers[id] .uuid, g peers([id] .ip);
broadcast peer list () ;
while (g running) {
int bytes = SSL read(g peers[id] .ssl, buffer, sizeof (buffer) -

if (bytes <= 0) {
int err = SSL get error(g peers[id].ssl, bytes);
if (err == SSL_ERROR ZERO RETURN || err ==
SSL_ERROR_SYSCALL) { log_ info (COMPONENT, "Peer %s disconnected.",
g_peers[id] .uuid) ;
} else { log warn(COMPONENT, "SSL read error from peer %s:

%$d.", g peers[id] .uuid, err); }
break;
}
}
cleanup:

pthread mutex lock (&g peer mutex) ;
if (g _peers[id] .active) {
SSL_shutdown (g peers[id] .ssl); SSL free(g peers[id] .ssl);
close (g peers[id] .sock) ;
g peers[id] .active = 0;
}

pthread mutex unlock (&g peer mutex) ;
broadcast peer list();
return NULL;
}
void sig handler (int signum) { g running = 0; }
int main(void)
logger init ("logs/bootstrap server.log", LOG INFO) ;

load configuration(); logger set level (g config.log level);
signal (SIGINT, sig handler); signal (SIGTERM, sig handler) ;
SSL library init(); OpenSSL add all algorithms();

SSL load error strings() ;

g ssl _ctx = SSL CTX new(TLS_server method()) ;
configure ssl context (g ssl ctx);

int server sock = socket (AF INET, SOCK STREAM, 0);

int opt = 1; setsockopt (server sock, SOL SOCKET, SO REUSEADDR,
&opt, sizeof (opt));

struct sockaddr in addr; addr.sin family
= htons (g config.port); addr.sin addr.s_addr

AF INET; addr.sin port
INADDR ANY;



bind(server sock, (struct sockaddr*)&addr, sizeof (addr)) ;
listen(server_ sock, 5);
log info (COMPONENT, "Bootstrap server listening on port %d4d",
g config.port) ;
while (g running) {
struct sockaddr_in peer addr; socklen t peer len =
sizeof (peer addr) ;
int peer sock = accept (server sock, (struct
sockaddr*) &peer addr, &peer len); if (peer sock < 0) continue;
SSL* ssl = SSL new(g _ssl ctx); SSL set fd(ssl, peer sock);
if (SSL_accept(ssl) <= 0) {
log warn (COMPONENT, "SSL handshake failed.");
ERR print errors fp(stderr); SSL free(ssl); close(peer sock) ;

} else {
pthread mutex lock (&g peer mutex) ;
int id = -1; for(int i=0; i < MAX PEERS; i++) {
if (1g peers[i] .active) { id = i; break; } }
if (id == -1) { log_error (COMPONENT, "Max peers
reached."); SSL shutdown(ssl); SSL free(ssl); close(peer sock);
} else {

g peers[id] .ssl = ssl; g peers[id] .sock = peer sock;
inet ntop (AF_INET, &peer addr.sin addr,
g peers[id] .ip, INET ADDRSTRLEN) ;
g peers[id] .active = 1; int* arg =
safe malloc(sizeof (int)); *arg = id;
pthread create (&g peers[id] .thread id, NULL,
client handler thread, arg); pthread detach(g peers[id].thread id);

}

pthread mutex unlock (&g peer mutex) ;
}
}
log info (COMPONENT, "Shutdown initiated...");
close (server sock); SSL CTX free(g ssl ctx); EVP cleanup();

logger cleanup() ;
return 0;
}

EOF

# --- CRTC COMPLIANT: PEER CLIENT (with consent and blocking) ---
cat > "SROOT/yukki c2 suite/peer client/client.c" <<'EOF'

// Yukki OS 3.0 - CRTC Compliant Peer Client

#include <stdio.h>

#include <stdbool.h>

#include <string.h>

#include <unistd.hs>

// Other includes omitted for brevity...

#include "../../common/common.h"

#include "../../common/logger.h"



##define COMPONENT "PeerClient"
#define MAX BLOCKED PEERS 128

char g blocklist [MAX BLOCKED PEERS] [37];
int g blocklist count = 0;
pthread mutex t g blocklist mutex = PTHREAD MUTEX INITIALIZER;

// --- CRTC/CASL Compliance Functions ---
void load blocklist (const char* profile name) {

char path[256];

snprintf (path, sizeof (path), "client data/%s.blocklist",
profile name) ;

FILE* £ = fopen(path, "xr");

if (!f) return;

pthread mutex lock (&g blocklist mutex) ;

g blocklist count = 0;

while (g blocklist count < MAX BLOCKED PEERS &&

fgets (g blocklist[g blocklist count], 37, £)) {
// Remove newline character

g blocklist [g blocklist count] [strcspn(g blocklist [g blocklist count],
"\n")] = 0;

if (strlen(g blocklist[g blocklist count]) == 36) { // Basic
validation

}

g_blocklist count++;

}

pthread mutex unlock (&g blocklist mutex) ;
fclose(£f) ;

}

void save blocklist (const char* profile name) {

char path[256];

snprintf (path, sizeof (path), "client data/%s.blocklist",
profile name) ;

FILE* £ = fopen(path, "w");

if (!f) { log _error (COMPONENT, "Failed to save blocklist to %s",
path); return; }

pthread mutex lock (&g blocklist mutex) ;

for (int i = 0; 1 < g blocklist count; i++) {

fprintf (£, "$s\n", g blocklist[i]);
}

pthread mutex unlock (&g blocklist mutex) ;
fclose(£f) ;

}

bool is peer blocked(const char* uuid) {



bool blocked = false;
pthread mutex lock (&g blocklist mutex) ;

for (int i = 0; 1 < g blocklist count; i++) {
if (strcmp(g blocklist[i], uuid) == 0) {
blocked = true;
break;

}
}
pthread mutex unlock (&g blocklist mutex) ;
return blocked;

}

void block peer (const char* uuid, const char* profile name) {

if (strlen(uuid) != 36) { printf ("Invalid UUID format.\n");
return; }
if (is peer blocked(uuid)) { printf ("Peer %s is already

blocked.\n", uuid); return; }

pthread mutex lock (&g blocklist mutex) ;

if (g blocklist count >= MAX BLOCKED PEERS) {
printf ("Blocklist is full.\n");

} else {
strcpy (g blocklist [g blocklist count], uuid);
g blocklist count++;
printf ("Blocked peer %s.\n", uuid);

}

pthread mutex unlock (&g blocklist mutex) ;

save blocklist (profile name) ;

}

void unblock peer (const char* uuid, const char* profile name) {
if (strlen(uuid) != 36) { printf("Invalid UUID format.\n");
return; }
bool found = false;
pthread mutex lock (&g blocklist mutex) ;
for (int i = 0; 1 < g blocklist count; i++) {
if (strcmp(g blocklist[i], uuid) == 0) {
// Shift elements to fill the gap
for (int j = i; j < g _blocklist count - 1; j++) {
strcpy (g blocklist[j], g blocklist[j+1]);
}

g blocklist count--;
found = true;
break;

}
}

pthread mutex unlock (&g blocklist mutex) ;



if (found) {

printf ("Unblocked peer %s.\n", uuid);

save blocklist (profile name) ;
} else {

printf ("Peer %s not found in blocklist.\n", uuid);
}

}

// --- Main Application ---
int main (int argc, char *argv[]) {
if (argec !'= 2) {
fprintf (stderr, "Usage: %s <profile name>\n", argv[0]);
return 1;
}
const char* profile name = argv[1l];

// CRTC/PIPEDA: Explicit Consent
printf ("\n--- Yukki O0S 3.0 ---\n");
printf ("By using this software, you consent to the collection and
use of your IP address\n");
printf ("and a unique identifier (UUID) for the purpose of network
operation, as detailed\n");
printf ("in the Privacy Policy. This information is necessary for
peer-to-peer routing.\n") ;
printf ("Do you agree and wish to continue? (yes/no): ");
char consent[10];
fgets (consent, sizeof (consent), stdin);
if (strncmp (consent, "yes", 3) != 0) {
printf ("Consent not given. Exiting.\n");
return O;

}

char log path[256];

snprintf (log path, sizeof (log path), "logs/client %s.log",
profile name);

logger init(log path, LOG INFO) ;

log info (COMPONENT, "User provided consent. Starting client for
profile %s.", profile name) ;

load blocklist (profile name) ;
// ... Client initialization, config loading, SSL setup,
// ... P2P listener thread, Bootstrap connection thread would be

here.

printf ("\nWelcome to Yukki OS 3.0 Peer Client.\n");
printf ("Type 'help' for commands.\n\n");



// Main command loop placeholder
char line[256];

while (fgets(line, sizeof (line), stdin)) {
char* cmd = strtok(line, " \n");
if (!cmd) continue;
if (strcmp(cmd, "block") == 0) {
char* uuid = strtok (NULL, " \n");

if (uuid) block peer(uuid, profile name); else
printf ("Usage: block <uuid>\n") ;
} else if (strcmp(cmd, "unblock") =
char* uuid = strtok (NULL, " \n");
if (uuid) unblock peer (uuid, profile name); else
printf ("Usage: unblock <uuids>\n") ;
} else if (strcmp(cmd, "profile") == 0) {
// In a real app, this would get UUID from the config file
printf ("Profile: %s\nUUID: <your-uuid-here>\n",
profile name) ;
printf ("Blocked Peers (%d):\n", g blocklist count) ;

0) {

for (int i=0; i<g blocklist count; i++) printf("- %s\n",
g blocklist[i]);
} else if (strcmp(cmd, "help") == 0) {
printf ("Commands:\n") ;
printf (" profile - Show your profile info and
blocklist.\n");
printf (" block <uuids> - Block all communications from
a peer.\n");
printf (" unblock <uuids> - Unblock a peer.\n");
printf (" exit - Shutdown the client.\n");
} else if (strcmp(cmd, "exit") == 0) {
break;
} else {

printf ("Unknown command. Type 'help'.\n");

}
}

log info (COMPONENT, "Client shutting down.");
logger cleanup () ;

return 0;
}
EOF
# --- MAKEFILES (Unchanged)---
cat > "SROOT/yukki c2 suite/bootstrap server/Makefile" <<'EOF'
CC = gcc
CFLAGS = -std=cll -02 -Wall -I../../common -I../../vendor/cJSON
LDFLAGS = -1lpthread -1lssl -lcrypto

SRC = server.c ../../common/logger.c ../../vendor/cJSON/cJSON.c



TARGET = bootstrap server
all: S$(TARGET)
S (TARGET) : $ (SRQC)
$(CC) $(CFLAGS) -o $@ $" $(LDFLAGS)
clean:
rm -f $(TARGET)
EOF
cat > "SROOT/yukki c2 suite/peer client/Makefile" <<'EOF'
CC = gcc
CFLAGS = -std=cll -02 -Wall -I../../common -I../../vendor/cJSON
LDFLAGS = -lpthread -1lssl -lcrypto -luuid
SRC = client.c ../../common/logger.c ../../vendor/cJSON/cJSON.c
TARGET = peer client
all: S$(TARGET)
S (TARGET) : $ (SRQC)
$(CC) $(CFLAGS) -o $@ $" $(LDFLAGS)

clean:
rm -f $(TARGET)
EOF
# --- CONFIGURATOR (Unchanged but for text) ---

cat > "SROOT/bin/yukki configurator.sh" <<'EOF'

#!/bin/bash

ROOT DIR=$ (dirname "$ (dirname "$0") ")

YUKKI CONF="SROOT DIR/yukki c2 suite/bootstrap.conf™

PROFILE DIR="S$ROOT DIR/yukki c2 suite/peer client/client data"
PKI DIR="SROOT DIR/pki"

mkdir -p "$PROFILE DIR"

create new client profile() ({
read -p "Enter new profile name (e.g., 'analyst-alpha'): " name
if [ -z "Sname" ]; then echo "Name cannot be empty."; return; fi

local PROFILE CONF="S$SPROFILE DIR/S$name.conf"
if [ -f "SPROFILE CONF" ]; then echo "Profile 'Sname' already
exists."; return; fi

local CLIENT_KEY:"$PROFILE_DIR/$name.key"
local CLIENT CSR="SPROFILE DIR/Sname.csr"
local CLIENT CRT="SPROFILE DIR/Sname.crt"
local CLIENT UUID=$ (uuidgen)

echo "Generating private key and certificate for profile
'Sname'..."

openssl genrsa -out "SCLIENT KEY" 4096 &>/dev/null

openssl req -new -key "S$SCLIENT KEY" -out "SCLIENT CSR" -subj
"/C=CA/ST=Ontario/L=Toronto/0O=YukkiOS/CN=$CLIENT UUID" &>/dev/null



openssl x509 -req -in "S$CLIENT CSR" -CA "$PKI DIR/yukki ca.crt"
-CAkey "S$PKI DIR/yukki ca.key" -CAcreateserial -out "S$CLIENT_ CRT"
-days 365 -sha256 &>/dev/null

rm "$SCLIENT CSR"

read -p "Bootstrap Server IP [127.0.0.1]: " server_ ip
server ip=${server ip:-"127.0.0.1"}

echo "CLIENT UUID=$CLIENT UUID" > "$PROFILE CONF"
echo "BOOTSTRAP_ IP=$server ip" >> "$PROFILE CONFE"
echo "CERT FILE=$CLIENT CRT" >> "$PROFILE CONF"
echo "KEY FILE=$CLIENT KEY" >> "$PROFILE CONF"
echo "Profile 'S$name' created successfully with UUID:
SCLIENT UUID"
sleep 2
}

echo "Welcome to the Yukki OS 3.0 CRTC-Compliant Configurator."
echo "This tool will create secure client profiles with unique
cryptographic identities."

create new client profile

EQF

chmod +x "$SROOT/bin/yukki configurator.sh"

# --- CRTC COMPLIANCE DOCUMENTATION ---
cat > "SROOT/docs/PRIVACY POLICY.md" <<'EOF'
# Yukki OS 3.0 - Privacy Policy

**Effective Date:** 2025-10-20

This policy outlines the data handling practices of the Yukki OS
software platform.

## 1. Information We Collect

To enable the secure, decentralized operation of the network, the
software collects and processes the following information:

* **Cryptographic Identifier (UUID) :** A unique, randomly generated
identifier is created for your client profile. This is your identity
on the network and is necessary to distinguish you from other users.
* **TP Address:** Your IP address is used for the sole purpose of
establishing direct peer-to-peer connections for messaging and file
transfers.

* **pPublic Key Certificate:** Your public certificate, which contains
your UUID, is shared with the bootstrap server and other peers for
authentication and to establish encrypted communication channels.

We **do not** collect any other personal information, such as your



name, email address, or location.
## 2. How We Use Your Information

* **For Authentication:** The bootstrap server uses your certificate
to verify your identity before allowing you to discover other peers.

* **For Peer Discovery:** Your IP address and UUID are shared with
other authenticated peers to allow them to connect to you directly.

* **For Secure Communication:** Your public key is used by other peers
to encrypt messages sent to you.

Your information is **never** used for advertising, tracking, or any
purpose other than the direct operation of the network.

## 3. Data Security

All communication, both with the bootstrap server and between peers,
is encrypted using mutual Transport Layer Security (mTLS). Your
private key never leaves your client. This ensures that only
authenticated and authorized peers can communicate or access shared
information.

## 4. Your Rights & Controls (PIPEDA & CASL)
You have full control over your participation in the network.

* **Congent:** You must provide explicit consent before the client
will start and connect to the network. You can withdraw consent at any
time by shutting down the client.

* **Accesgsg:** You can view your collected data (UUID and a list of
blocked peers) at any time using the “profile™ command.

* **Control (Unsubscribe) :** You have the right to refuse
communications from any other user. Use the “block <uuid>" command to
stop receiving any connections or messages from a specific peer. You
can reverse this with the “unblock <uuid>~ command.

## 5. Data Residency

For users in Canada, we strongly recommend that operators of the
bootstrap server host the service on infrastructure located within
Canada to comply with data sovereignty best practices.

## 6. Contact

For questions about this privacy policy, please refer to the project's

documentation.
EOF



# --- FINAL INSTRUCTIONS ---

echo nn

echo " Yukki OS 3.0 CRTC Edition Generation Complete"

echo "=========================================================="
echo nn

echo "Project root: S$SROOT"

echo nn

echo "CRTC and PIPEDA compliance documentation has been added to:
SROOT/docs/"

echo "Please review these documents carefully."

echo ""

echo "--- NEXT STEPS ---"

echo "1. Install Dependencies:"

echo " > sudo apt-get update && sudo apt-get install build-essential
libssl-dev uuid-dev"

echo ""

echo "2. Configure Server & Create Client Profiles:"

echo " > cd 'SROOT'"

echo ™" > ./bin/yukki configurator.sh"

echo ""

echo "3. Compile All Components:"

echo " > make -C 'SROOT/yukki c2 suite/bootstrap server'"

echo " > make -C 'SROOT/yukki c2 suite/peer client'"

echo ""

echo "4. Run the Network:"

echo " - Terminal 1 (Bootstrap Server) :"

echo " > ./yukki c2 suite/bootstrap server/bootstrap server"
echo " - Terminal 2+ (Peer Clients) :"

echo " > ./yukki c2 suite/peer client/peer client
<your-profile-name>"

echo " (You will be prompted to provide consent before the client
starts)"

echo ""

echo "5. Key CRTC-Compliant Commands in Client:"

echo " > help # Lists all commands"

echo " > profile # View your UUID and blocklist"

echo " > block <uuids> # Block an abusive or unwanted peer"
echo ""

echo === =—=—=—=—=—=—=—=—=—=—=—=—=—=—=—=—=—=—=—=—=—=—=—=—=—=—=—=—=—=—=—=========="



