ITpunoxenue Ne 5 x nucemy
MUHOOpa3oBaHusi PocToBCcKoi 06macTu
oT Ne

NHOOPMALIMOHHAS ITAMATKA
JUIA OBYHAIOIINXCA JJ1A PASMEILIEHUA
HA OOUIIIAJIbHBIX MHTEPHET-PECYPCAX

C KaxIbIM TOIOM MOJOJASKH B HMHTEPHETE CTAHOBUTHCS OoJiblie, a
IIKOJIbHUKM OJHU M3 CaMbIX aKTHBHBIX IOJb30Barened Pynera. Mexnay tewm,
IOMHUMO OTPOMHOIO KOJIMYECTBAa BO3MOXKHOCTEW, MHTEPHET HECET U MPOOIEMBI.
DTa nmaMsTKa J0JKHA TOMOYb Tebe 0€30MacHO HAXOUTHCS B CETH.

KomnerorepHsie BUpyChl

KomnbroTepHblli BUPYC - 3TO Pa3HOBHUIHOCTh KOMITBIOTEPHBIX MPOTPaMM,
OTIIMYUTEIBHON 0COOEHHOCTBIO KOTOPOM SIBISIETCS CLIOCOOHOCTh K PAa3MHOKEHHMIO.
B nononHeHue K 3TOMY, BUPYChl MOTYT HMOBPEIUTH WU MOJHOCTHIO YHUUYTOXKUTH
BCe (hailyibl M JaHHBIE, TOJKOHTPOJIbHBIE MOIb30BATENI0, OT UMEHU KOTOPOro ObLIa
3amynieHa 3apa)eHHasi Mmporpamma, a Takke MOBPEIUTh WIHM JaXe YHUUYTOXKHUTh
OMEpPallMOHHYI0 CUCTEMY €O BceMHu ¢aiinamu B 1esoM. B OonbIMHCTBE cilydaeB
pPacpoOCTPaHAOTCA BUPYCHI YEPE3 NHTEPHET.

MeTtobl 3aUTHI OT BPEIOHOCHBIX ITPOTPaAMM:

1. Hcnonb3yil COBpEMEHHBIE ONEPALMOHHBIE CHUCTEMBI, HMEIOIINE
CEpBE3HBIN YPOBEHB 3AILUTHI OT BPELOHOCHBIX ITPOrpamm;

2. [locrostHHO ~ycTaHaBnuBaii mauTud (1U(pPOBBIE 3aMJIaTKH, KOTOPHIE
ABTOMATUYECKH YCTAHABJIMBAIOTCSA C IIEJbIO JOPaOOTKHU MPOTpaMMbl) U JPyTHeE
OOHOBJICHHSI CBOEH omepaluoHHON cucteMbl. CKauuBail HX TOJBKO C
opummansHoro  caita paspaborumka OC. Ecim cymectByer  pexum
ABTOMAaTU4YE€CKOr0 OOHOBIIEHHUS, BKJIFOUHU €T0;

3. Paboraii Ha CBOE€M KOMIBIOTEPE IO MpaBaMU IOJb30BaTENsl, a HE
aIMUHUCTPATOpPa. ITO HE TMO3BOJMUT OOJBIIMHCTBY BPEAOHOCHBIX MpOrpamMm
MHCTAJUIMPOBATHCS HA TBOEM MEPCOHATBLHOM KOMIIBIOTEPE;

4. Ucnionb3yil  aHTUBUPYCHBIE MPOrPAMMHBIE  IPOMYKTHl  M3BECTHBIX
IPOU3BOJUTENEH, C aBTOMATUYECKUM OOHOBIIEHHEM 0as3;

5. Orpannub GU3NYECKUM TOCTYT K KOMITBIOTEPY JIJIsi TOCTOPOHHUX JIUIL;

6. Wcnonb3yii BHENTHUE HOCHUTENW MH(OpMAIMK, Takue Kak (iemka, IUCcK
WK ailsl U3 UHTEPHETa, TOIBKO U3 IPOBEPEHHBIX HCTOYHUKOB,;

7. He oTkpbiBaii KOMIIbIOTEpHBIE (haiiiibl, TOJYyYCHHbIE W3 HEHAJIEKHBIX
UCTOYHUKOB. Jlaxke Te (paiiipl, KOTOpBIE MpHCIa TBOM 3HAKOMBI. Jlydilie yTouHH y
HETro, OTIIPABJISUI JIU OH Te€0E HX.

Ceru WI-FI

Wi-Fi - 3T0 He Buj nepenadyu JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIL OpEH/I,
mapka. Eme B 1991 romy Huaepiasjckasi KOMIAHUS 3aperucTpupoBaia OpeH.
«WECA», urto o6o3nayano cioBocoueranue «Wireless Fidelity», koropsbrit
NEPEBOJUTCS KaK «OeCIpOBOIHAS TOYHOCTb.



Jlo Hamiero BpeMeHH JoIuIa Japyras ab0peBuarypa, Koropas SBISETCS TaKOU
ke TexHojorued. 1o abOpeBuarypa «Wi-Fi». Takoe Ha3Banue OBUIO JaHO C
HAMEKOM Ha CTaHAapT BbICIIEH 3ByKoBO# TexHuku Hi-Fi, uto B mepeBoje o3HavaeT
«BBICOKasI TOYHOCTbY.

Jla, GecrutaTHBIA MHTEPHET-AOCTYM B Kade, OTENIX U adponopTax SBISIETCS
OTJIMYHOM BO3MOXKHOCTBIO BBIXOJ]a B UHTEpHET. HO MHOTHE 3KCIIEPThI CUUTAIOT, YTO
obmenocrynubie Wi-Fi ceTu He sBIsSIOTCS 0€30MacHBIMHU.

CoseTbl 10 6€3011aCHOCTH padOTHI B 00IIEAOCTYIHBIX ceTax Wi-fi:

1. He nepenapaii cBoto muuHyto HHpopMaluio yepes oomieaoctynnubie Wi-Fi
cetu. Paboras B HHUX, >XelaTelIbHO HE BBOJUTH MNApOJU JOCTYMA, JIOTHHBI U
KaKue-TO HOMEpa;

2. Vcnonb3yit 1 OOHOBIISIE aHTUBUPYCHBIC MPOTpaMMbI U OpaHamayep. Tem
CaMbIM Thl 00€30MacHIllb ce0sl OT 3aKaUYKH BUPyCa HA TBOE YCTPOMCTBO;

3. Ilpu wucnonszoBanuu Wi-Fi otkmoun Qyskuuo «OO0muii noctym K
daiinam u mpunTepam». JlaHHas QYHKIUS 3aKphITa MO YMOJIYaHHUIO, OJIHAKO
HEKOTOPbIE TOJIb30BAaTEIN aKTUBHUPYIOT €€ I ya00CTBa UCIIOIb30BaHMs B paboTe
WIH y4eoe;

4. He wucnone3yit nyOomuunsii WI-FI ans mepemaunm nuYHBIX JaHHBIX,
HanpuMep, 1JI BbIXO/A B COLMAIBHBIE CETH WM B AJIEKTPOHHYIO MOYTY;

5. Wcnone3yit Tonbko 3amuiieHHoe coequaenue uepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-azipeca BBOAU UMEHHO «https://»;

6. B moOunbHOM Tenedone orkimoun ¢ynkuuio "lloakmouenne k Wi-Fi
aproMaruuecku". He nomyckall aBTOMarnyecKoro MOAKIIOUEHUS YCTPOMCTBA K
cersim Wi-Fi 6e3 TBoero cornacus.

CounanbHbie CETH

CornmanpHble CeTH aKTUBHO BXOJIST B HAIly KU3Hb, MHOTHE JIIOAU PaOOTaIOT
U JKUBYT TaM TIOCTOSIHHO, a B Facebook y»ke 3apeructpupoBan Musuinap 4eaoBexk,
YTO SIBJISIETCSI OJTHOM CEIbMOM BCEX KUTEJIEH IUIaHEThl. MHOTHE MOJb30BaTENN HE
MOHUMAIOT, 4TO WHGOpMAIMs, pa3MEIICHHAs UMU B COITMAIBHBIX CETAX, MOXKET
ObITh HaliJIecHa M HUCIHOJb30BaHA KEM YTOJHO, B TOM YHCJIE HE O00S3aTENbHO C
OJaruMu HAMEpPEHUSMH.

OCHOBHBIE COBETHI IO OE30MACHOCTH B COLIMAIBHBIX CETSIX:

1. Orpanuub cniucok Jpy3eil. Y Te0si B Apy3baX HE JOHKHO OBITh CITy4alHbIX
1 HE3HAKOMBIX JIFO/ICH

2. 3amuMiai CBOIO YacTHYIO >kM3Hb. He ykasbiBail maponu, TenaedOoHbI,
aapeca, Jary TBOEro pOXIEHUS U JPYryl0 JIMYHYIO  HMHGOPMALHUIO.
31M0yMBIIIJIEHHUKA MOTYT HUCIIONB30BaTh Jake WH(OPMAIIMIO O TOM, KaK Thl U TBOU
POIIUTEINH INITAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3amumiail CBOIO pemyTalMio - JIEpKH €€ B YUCTOTE W 3aJaBaii cebe
BOIIPOC: XOTEI ObI ThI, YTOOBI JPYTHE MOJIb30BATEIN BUAEIH, YTO Thl 3arpyKaeIlb?
[Tomymaii, mpexe 4eM 4To-TO OImyOIMKOBaTh, HAITUCATh U 3aTPy3UTh;

4. Ecnu Thl TOBOPHUIIIB C JIOABMHU, KOTOPBIX HE 3HACIIb, HE MCIOJb3Yi CBOE
peaspbHOE MMSI M IPYTYIO JTUYHYI0 HH(POPMAIIUU: UM, MECTO JKUTEIHCTBA, MECTO
y4eObl U Ipoyee;



5. U3zGerait pazmemienus dotorpaduii B UnTepHeTe, T1€ THl M300pakeH Ha
MECTHOCTH, IO KOTOPO MOXKHO OIPEJIEIUTh TBOE MECTOIIOIOKEHHUE;

6. Ilpu peructpanuu B COLUANIBHONM CETH HEOOXOJUMO HCIHOJIb30BaTh
CJIOJKHBIE TIAPOJIH, COCTOALINE U3 OyKB M UG U C KOJIUYECTBOM 3HAKOB HE MEHEE
8;

7. An4  couMambHOM CETH, TMOYThl M JPYTUX CalTOB HEOOXOAMMO
UCIOJIb30BaTh pa3Hble napoiu. Torna eciu Te€0s B3JIOMAIOT, TO 3JI0YMBIILIEHHUKH
IOJIy4aT JOCTYII TOJIBKO K OJHOMY MECTY, & HE BO BCE Cpa3y.

DIIEKTPOHHBIE ICHBI'U

DNEKTPOHHbIE JCHBI'HM - ITO OYEHb YAOOHBIM Cmoco0 IIaTexeH, OJHaKO
CYLIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TU JE€HBIU.

DNEKTPOHHBIE JICHBI'M MOSBWINCh COBCEM HEAABHO U UMEHHO H3-3a 3TOTO BO
MHOTMX FOCyAapCcTBax /10 CUX MOP HE MPOIKCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHn (QyHKIIMOHUPYIOT M O HUX YK€ MPOIMHUCAHO B 3aKOHE, TIe
UX PA3AEIAIOT HAa HECKOJIbKO BUJOB - AHOHMMHBIE U HE aHOHUMHbIE. PasHuna B
TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcsi MPOBOAUTD Olepaiuu 6e3
UACHTU(UKALINY TI0JIb30BaTeNsl, @ B HEAHOHUMHBIX UACHTU(DUKALNS TOJIh30BaTENsA
ABJIAETCS 00S3aTEIBHOM.

Taxxe crnexyer pasnuyarh SJEKTPOHHbIE (DUATHBIE JEHbIU (PaBHBI
TOCY/IapCTBEHHBIM BaJIOTaM) M DJJIEKTPOHHbIE HE(UATHBIC JIEHBI'M (HE PaBHBI
rOCyJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO O€30MAaCHOI paboTe € ANEKTPOHHBIMU I€HbIAMHU:

1. IlpuBsku K cuery MOOWIBHBIA TenedoH. DTO camblil yIOoOHBIA U
OBICTPBIA CcIOCOO BOCCTAHOBUTH JOCTyHn K cuery. llpuBsizanHbiii TenedoH
MOMOKET, €ciu 3a0y/ellb CBOM IUIATEKHBIA Maposib WM 3aiijielllb Ha CalT C
HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnonb3yit omHopa3oBble mnaponu. llocne mnepexoga Ha YCHICHHYO
aBTOpHM3aIMio0 TeOe yxe He OyldeT yrpoxarb OMACHOCTh Kpakh WJIM TepexBara
IUTATEKHOTO MapoJIs;

3. Boibepu cnoxsblid maponb. [IpectynHukam Oyaer HE MpPOCTO yrajaarb
CIOXKHBIA Mmaposib. HajexHple napoiau - 3T0 Mapoju, KOTOPbIE COAEPKAaT HE MEHEE
8 3HAKOB M BKJIIOUAIOT B C€OsI CTPOYHBIE U MPOMUCHBIE OYKBBI, IU(PPHI U HECKOIBKO
CUMBOJIOB, TakKM€ KaK 3HaK Joiuiapa, (yHTa, BOCKJIMIATEIbHBIA 3HAaK U T.II.
Hampumep, $tROng!;

4. He BBOM CBOM JINYHBIE JIAHHBIE HA cailTaX, KOTOPHIM HE JOBEPSCIIIb.

DJIEKTPOHHAs TTouTa

DNEKTPOHHAS MOYTa - 3TO TEXHOJOTHS M MPEAOCTABISIEMbIE €0 YCIYTHU I10
NEPECHUIKE U TMOIYUYEHUIO JIEKTPOHHBIX COOOIIEHUH, KOTOPbIE paCIpPEACIIIOTCs B
KOMIBIOTEpHOW ceTh. OOBIYHO dJICKTPOHHBIA IIOYTOBBIA SIITUK  BBITJISLAUT
CJIEYIOIUM 00pa3oM: UMs_TOJIb30BaTeNsi(@uMs_aoMeHa. Takke kpome nepenadu
IPOCTOTO TEKCTa, UMEETCSI BO3MOXKHOCTD IepeiaBaTh (pailiibl.

OCHOBHBIE COBETHI 110 OE30ITaCHON PadO0TE C IICKTPOHHOM MTOYTOM:

1. Hamo BbIOpaTh NpaBUIIBHBIA IOYTOBBIM cepBUC. B uHTEpHETE €cTh
OTPOMHBIN BBIOOp OECIUIATHBIX MOYTOBBIX CEPBUCOB, OTHAKO JYUIIIe TOBEPATH TEM,
KOT'O 3HA€IIb U KTO IEPBBIM B PEUTHHTE;



2. He yka3biBail B IMYHOH MouTe TUYHYIO WHpopMaluto. Hampumep, myure
BBIOpATh «MY3bIKAJIbHBIN _(haHaT@» win «pok2013» BmecTo «temal3»;

3. Ucnonb3yid JBYXdTANHYI aBTOPU3ALMIO. JTO KOIJla MOMHUMO HapoJs
HY>KHO BBOJIUTH KOJI, MPUCHLTIaeMbIi 110 SMS;

4. BoiOepu COXKHBIN Mapob. {15 Kak10ro MOYTOBOTO SIIUKA T0TKEH ObITh
CBOM HAJIC’KHBIN, yCTOWYMBBIN K B3JIOMY I1apOJIb;

5.Ecam ecTp BO3MOXKHOCTH HamucaTb CaMOMYy CBOW JIMYHBIM BOIIPOC,
VCTIOJIB3YU 3Ty BO3MOKHOCTD;

6. crionb3yld HECKOJIBKO TIOYTOBBIX SIIUKOB. [lepBbI misi 4acTHOM
MEPENUCKU C aJpecaramMu, KOTOPbIM Thl JOBEPACIIb. DTO JICKTPOHHBIA aApec HE
HAJ0 MCII0JIb30BAaTh MPU PErucTpanuu Ha popymax U cailTax;

7. He otkpwiBaii (aitiel U apyrue BIOXKEHUS B MUChbMax, JNake €CId OHU
NPUIILIA OT TBOMX JApy3el. Jlydille yTOuHU y HUX, OTHPABISIM JU OHHU TeOe ITU
(baibr;

8. Ilocne oxoHuaHus pabOTBI HA TOYTOBOM CEpPBUCE IMEpeld 3aKPhITHEM
BKJIQJIKH C CAUTOM He 3a0yb Ha)KaTh Ha « BeIATHY.

KubepOymnuHT niin BUPTyaIbHOE U3/1€BATEIHCTBO

KubepOymuar -  mpecieoBaHHE  COOOIICHUSIMH,  COAEPKAIIUMU
OCKOpOJIeHus, arpeccuro, 3aIyTUBAHUE; XyJIATAHCTBO; COLMAIBHOE
OOMKOTHUPOBAHUE C MTOMOIIBIO PA3IMUHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 0OpbOE ¢ KNOEPOYIIIUHIOM:

1. He 6pocaiics B 60ii. JIyumuii cmoco0: mOCOBETOBaThCS Kak ce0sl BECTH U,
€CJIM HET TOro, K KOMY MOXXHO OOpaTUThCS, TO BHa4ajle YCIOKOUThCs. Ecnmu Thi
HauHEelIb OTBEYATh OCKOPOJEHUSMHU Ha OCKOPOJIEHHS, TO TOJBKO €Ile OOJbIle
Pa3oXOKENTh KOH(PIUKT;

2. Yrpagsnsii cBoeil kubeppemnyTaluei;

3. AHOHUMHOCTh B ceTh MHUMasg. CyIIeCTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOWT 32 aHOHUMHBIM aKKayHTOM;

4. He crout BecTH XyJIUTaHCKUW 00pa3 BUPTyaJbHOW >ku3HU. MHTEepHeET
dbukcupyeT Bce TBOW JCUCTBUS W COXpaHSET MX. YIAIUTh WX OyIeT KpaifHe
3aTPYAHUTEIBHO;

5. Co0bmrofail CBOIO BUPTYAJIbHYIO Y€CTh CMOJIOAY;

6. UrHopupyii  equnuuHbli  HeraTuB. (OJHOpPa30BbIE OCKOPOUTEILHBIC
cooOleHust Jydiie urHopupoBaTb. (OOBIUHO arpeccusi TMpeKkpailaercs Ha
HavaJIbHOM CTaJuM;

7. ban arpeccopa. B mporpamMax oOMeHa MTHOBEHHBIMHU COOOIIICHUSIMU, B
COLIMAJIbHBIX CETSAX €CTh BO3MOXKHOCTb OJIOKMPOBKHM OTIPABKU COOOIICHHH C
ONIPENICIICHHBIX aJPECOB;

8. Ecnu 11 cBuaeTens kubepOyiuinHara. TBoU AEHCTBUS: BBICTYIUThH MPOTUB
npecieaoBarelis, IMoKa3aTb €My, 4YTO €ro JCHCTBHUS OLEHUBAIOTCS HEraTUBHO,
NOJIJIEp>KaTh JKEPTBY, KOTOPOM HYy)KHA TCHXOJOTHYECKash TOMOIIb, COOOIIHUTH
B3POCIBIM O (haKTe€ arpeCCUBHOTO TIOBEICHUS B CETH.

MoOunbHbIH Tenedon

CoBpemMeHHbIe cMapTGHOHBI U TUIAHIIETHI COIEPKAT B ceOe BIIOJIHE B3POCIIBII
(GYHKIMOHAJI, W TEmepb OHU MOTYT KOHKYPUpPOBaTh CO CTallMOHAPHBIMU



KoMribroTepamu. OJIHAKO, CPEJCTB 3AIIUTHI I MOAOOHBIX YCTPOIMCTB IMOKA OYEHB
Mano. TecTupoBaHME U TIOMCK YSI3BUMOCTEM B HHX MPOUCXOIUT HE TaK
MHTEeHCHBHO, Kak s [1K, To jxe camoe kacaeTcss 1 MOOMIIBHBIX MPUIIOKCHHM.

CoBpemeHHbIE MOOWJIBHBIE Opay3eppl YK€ MPAKTHUYECKH JIOTHAJH
HACTOJIbHBIE AHAJOTW, OJIHAKO paclIMpeHue (yHKIMOHAjla BIEYET 3a CcOOOH
OOJBIIIYIO CJIOKHOCTh U MEHBUIYIO 3aLIUIIIEHHOCTb.

Jlaneko He Bce NPOU3BOAUTENM BBITYCKAIOT OOHOBJIEHUS, 3aKPbIBAIOIINE
KPUTHUYECKHE YSI3BUMOCTH JIJIsl CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JIjIs1 6€30MaCHOCTH MOOMIIBHOTO TeliedoHa:

Huuero He sBisercst mo-HacTosieMy OecIuiaTHbIM. byab OCTOpoXeH, Bedb
Korna Tebe mpeasaratoT OecIUIaTHBIA KOHTEHT, B HEM MOTYT OBITb CKPBITHI
KaKHe-TO IUIATHBIE YCIIYTH;

Hymaii, npexae ueM oTnpaBuTh SMS, ¢oro mian Buueo. Tl TOUHO 3HACIIb,
r7e OHU OyayT B KOHEUHOM UTOTE?

Heob6xomnmo 0OHOBIISATH OTIEPAIIMOHHYIO CUCTEMY TBOETO CMapT(hOHA;

Hcnionb3yii aHTUBHPYCHBIE IPOTPAMMBI [ MOOMITBHBIX Tee()OHOB;

He 3arpyxail npuiaoXeHusi OT HEU3BECTHOI'O MCTOYHUKA, BEAb OHU MOTYT
COJIEPKATh BPEAOHOCHOE IPOrPAMMHOE 00ECIICUCHHUE;

[Tocne Toro xak Thl BBIAJEIIL C CAalTa, IJ€ BBOAWI JUYHYIO MH(POPMALHUIO,
3aiiin B HACTpOIKH Opay3epa u yaanu cookies;

[lepuoauyecku npoBepsid, Kakue IJIaTHbIE YCIYTH aKTUBUPOBAHbI HA TBOEM
HOMEDE;

JlaBaii cBoil HOMEp MOOWJIBHOrO TejedOoHA TOJBKO JIIOASIM, KOTOPBIX ThI
3HaeUIb U KOMY JIOBEpSCILb;

Bluetooth gomkeH OBITH BBIKITIOYEH, KOTAA Thl UM HE ToJb3yelibcs. He
3a0bIBail HHOT/IA MPOBEPSITH ITO.

Online urpst

CoBpeMeHHbIE  OHJAWH-UTPBl - 3TO  KpPACOYHbIE, 3aXBaThIBAIOIIWE
pas3BieueHusi, OOBbEIMHSAIONINE COTHH THICSY YeJIOBEK MO Bcemy mupy. Urpoku
UCCIENYIOT AAHHBIA UM MHUp, OOLIAIOTCA JAPYr C JAPYrOM, BBINOJHSIOT 3aJaHMS,
CPaXKalOTC C MOHCTPAMHM M ITIOJYYalOT OMBIT. 3a YIOBOJBCTBHE OHM ILJIATAT:
NOKYNArOT JIHUCK, OIJIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKMUE-TO OMIUH.

Bce aTu cpenctBa uayT Ha MONJAEPKAHUE U PA3BUTHE UIPhI, @ TAKXKE HA caMy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CUCTEMbl aBTOPU3ALIMH, BBITYCKAIOTCS HOBBIE
nat4u (udpoBbIE 3aIJIaTKU JIJIs1 IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTU CEPBEPOB.

B mnomoGHBIX Wrpax CTOUT oOmacarbCsi HE CTOJIBKO CBOMX COINEPHHUKOB,
CKOJIBKO Kpa)Kh TBOErO Napojisi, Ha KOTOPOM OCHOBaHa CHUCTEMA aBTOPHU3ALMHU
OOJIBIIIMHCTBA UTD.

OcHOBHBIE COBETHI IO O€30MACHOCTH TBOETO UTPOBOTO AKKAYHTA:

1. Eciim npyroii urpok BenmeT ceOsl TUIOXO HIIM CO37aeT Tebe HEeNPUITHOCTH,
3a0JIOKUPYH €r0 B CIIUCKE UTPOKOB;

2. [Moxanyiicsi aAIMUHUCTPATOPAaM UIPhI HA TI0XOE MOBEJIEHUE 3TOT0 UTPOKa,
KEJIaTeIbHO MPUIIOKHUTh KAKHE-TO J10Ka3aTebCTBa B BUJI€ CKPUHOB;

3. He yka3biBaii 1nuHy0 HH(pOpMaLKIO B Ipodaiisie Urpsl;

4. YBaxxall ApyruxX y4YaCTHHUKOB I10 UTPE;



5. He ycranaBnuBaii HeouianbHble TATYU U MOJIBI;

6. cnionb3yii CIIOXKHBIE U pa3HbIE MapOIu;

7. JJaxe BO BpeMs UTPbI HE CTOUT OTKJIKOYAaTh aHTUBUPYC. [10Ka ThI urpaemis,
TBOW KOMIIBIOTEP MOTYT 3apaA3UTh.

OUIIMHT WK KPaxa JUYHBIX JaHHBIX

OOBIYHOI Kpa)kel JEHEr W JOKYMEHTOB CErO/IHs YK€ HUKOIO HE Y/IMBHILb,
HO C pa3BUTUEM HMHTEPHET-TEXHOJIOTUH 3J0yMBINUICHHUKA NEPEMECTHIINCH B
UHTEPHET, U MPOJOJIKAIOT 3aHUMATHCA «JTFOOMMBIMY JIEJIOM.

Tak mosiBUiIach HOBas yrpo3a: MHTEPHET-MOIICHHUYECTBA WJIM (DUILIMHI,
IJaBHasg 1EeJdb KOTOPOTO COCTOMT B MOJYYEHUU KOHPUACHIMAIbHBIX JaHHBIX
noJib30Bareseil - joruHoB u napoiei. Ha anrmuiickom si3bike phishing unrtaercs
kak ¢umuHr (ot fishing - peiOHas 0B, password - mapoJs).

OcHOBHBIE COBETHI IO 0OpbOE C GUITMHTOM:

1. Criequ 3a cBoMM akkayHTOM. EciM ThI 1opo3peBaellb, 4TO TBOS aHKETa
Oblla  B3JIOMaHa, TO HEOOXOAMMO  3a0JIOKMpOBaTh €€ W COOOIIHTH
aJIMMHHCTpaToOpaM pecypca 00 3TOM KaK MOKHO CKOPEE;

2. Ucnonb3yii 6e3omacHbie BeO-CalThl, B TOM YUCIIE, UHTEPHET-Mara3uHoB U
IIOMCKOBBIX CHCTEM;

3. Ucnonb3yii ciiokHBIE U pa3Hble napoiud. Takum oOpa3om, eciu TeOs
B3JIOMAIOT, TO 3JOYMBIIUICHHUKH MOJy4aT JOCTYIN TOJBKO K OZHOMY TBOEMY
npoQ IO B CETH, a HE KO BCEM;

4. Ecnu T1eOs B37IOMalid, TO HEOOXOAMMO TMpPEeNyNpeluTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE J100aBIIeHbI y T€Os B PY3bsX, O TOM, UTO TeOs B3JIOMaJH H,
BO3MOXKHO, OT TBOETO UMEHH OyZIeT pacChUIaThCs CIlaM M CCHUIKM Ha (DUIIMHTOBHIE
CaMTHhI;

5. Ycranosu HanexHbli maposb (PIN) Ha MoOunbHBIN Tenedon;

6. OTKJII0YM COXpaHEHHUE Maposist B Opay3epe;

7. He oTkpwiBail (alimel ¥ Apyrue BIOKEHHS B MHUChMaX, JaKe €CIH OHU
IPUIILTA OT TBOMX JApy3ei. Jlydile yTouHW y HUX, OTHPABISIIN JU OHH TeOe ITU
aib.

[udposas penyrauus

Hudposas penyranusi - 3T0 HEraTWBHas WJIM MO3WTHMBHAS WMH(OpMALMS B
cetu o Tebe. Kommpomerupyromas uHboOpMalus, pa3MelleHHass B WHTEpHETE,
MOKET CEpbE3HBIM 00pa3oM OTPa3UThCSA Ha TBOEW peanbHOM xu3HU. «l{udposas
penyTamusy» - 3T0 TBOM UMUK, KOTOPbIA opMupyercs u3 uHpopMaluu o Tede B
UHTEpHETE.

TBoe MecTo KUTENbCTBA, Yy4eObl, TBOE (PUHAHCOBOE IMOJIOKEHHE,
0COOEHHOCTH XapaKTepa U paccka3bl O OJIM3KUX - BCE 3TO HAKATUIMBAETCS B CETH.

MHorre mnoApOCTKH JIETKOMBICJICHHO OTHOCSTCA K MyOIMKAlUU JIMYHOU
uHpopmannu B MHTEepHETE, HE TTOHMMAs BOBMOXKHBIX MOCIENCTBUN. Thl Jaxke He
CMOXeEIllb JJOTaAaThCsi 0 TOM, 4To (poTorpadus, pa3melieHHas S5 JeT Hazaj, crajia
MIPUYUHON O0TKa3a MPUHATH TeOs Ha paboTy.

KomMmenTapuu, pazmenienne TBoux (ortorpaduii u apyrue nedcTBUsS MOTYT
HE MCYE3HYTh JaXXe MOCJE TOr0, KaK Thl UX yAAIHIIb. Thl HE 3HACIb, KTO COXPaHUII
3Ty MH(GOPMALIHIO, [TONaNa JIM OHA B IOUCKOBBIE CUCTEMbBI U COXPAHWJIACh JIU OHA, a



[IaBHOE: YTO IMOAYMAIOT O TeOE OKpPYKaoIUe JIFOAH, KOTOpble HAMIYT U YBUISAT
710. Haiitu mHbOpManuo MHOTO JET CIyCTS CMOXET JI000M - Kak u3 JoOphIX
noOyX/I€HUH, TaK ¥ C HAMEPEHUEM MTPUUUHUTH Bpel. ITO MOXKET OBITh KTO YTOJIHO.

OCHOBHBIE COBETHI I10 3aIIUTe UPPOBOIl penyTaluu:

1. ITogymaii, mpexae 4em 4To-To MyOIMKOBaTh U MepeaaBarh y ceOs B Oiore
WJIH B COIMAJILHOM CETH;

2. B nactpoiikax mpoduiis YCTaHOBH OTPaHUYEHHs] Ha MPOCMOTP TBOETO
npoduIIA U €ro COAEP>KUMOr0, CAENIail €ro TOJIBKO «IUISl IpY3€iiy;

3. He pa3memaii u He yka3biBall MH(MOPMALIHIO, KOTOPast MOXET KOro-irudo
OCKOPOJISTh WU OOMKATh.

ABTOpPCKO€E MPABO

CoBpeMeHHbIE NIKOJIBHUKM - AaKTUBHBIE TIOJB30BaTeNM  LU(PPOBOTO
npoctpaHcTBa. OJHAKO JalEKO HE BCE 3HAKOT, 4YTO IIOJIb30BAHUE MHOTMMHU
BO3MOXKHOCTAMH  LUPpoBOrOo  MHpa  TpeOyeT  coOmIoeHus TMpaB  Ha
UHTEIJJIEKTYaIbHYI0 COOCTBEHHOCTb.

TepmuH «HMHTEIEKTyallbHasE COOCTBEHHOCTb» OTHOCHUTCA K pPa3iHMYHbIM
TBOPEHHUSIM YEJIIOBEUYECKOTO yMa, HauMHasg C HOBBIX H300pPETEHHUN M 3HAKOB,
0003HAYaAIONINX COOCTBEHHOCTh HAa MPOIYKTHI M YCIYTH, U 3aKaHUYMBas KHUTAMH,
¢dororpadusimMu, KUHOPUIBMAMU U MYy3bIKaJIbHBIMU POU3BEICHUAMH.

ABTOpCKHME MpaBa - 3TO IpaBa HAa HMHTEJUIEKTYaJbHYI0 COOCTBEHHOCTh Ha
POU3BEACHUS HAYKH, JINTEPATypbl U UCKYCCTBA. ABTOPCKHE IpaBa BHICTYIMAIOT B
KaueCTBE TapaHTHUH TOT0, YTO WHTEJUIEKTYyalbHBIA/TBOPUECKUN TPy aBTOpa HE
OydeT HampacHbIM, JacT €My CIHpaBeJIMBbIE BO3MOXKHOCTU 3apaldoTarh Ha
pe3yabTarax CBOETO Tpyda, MOJIYYUTh H3BECTHOCTh M Mpu3zHanue. Hukro 6e3
pa3pelieHusl aBTopa HE  MOXET BOCHPOM3BOAUTH €r0  MPOU3BEAECHUE,
pacnpoCTpaHaTh, MyOJIMYHO JEMOHCTPUPOBATh, IMPOJABaTh, HUMIIOPTUPOBATH,
IyCKaTh B MPOKaT, MyOJIMYHO HCHOJNHSTH, NMOKA3bIBATh/UCIONHATh B 3PUPE WU
pasmemars B IHTEpHETE.

Hcnonp30BaHUEe  «MUPATCKOTO»  MPOrPaMMHOTO  OOECIIEYEHHS] MOXKET
OPUBECTH K MHOTMM pPHCKaM: OT IOTEpU JaHHBIX K TBOUM AaKKayHTaM [0
OJIOKUPOBKU TBOETO YCTPOMCTBA, IJI€ YCTAHOBJEHA HeJeraibHas nporpamma. He
CTOUT TaK)Ke€ 3a0bIBaTh, YTO CYLIECTBYIOT JIETaJbHbIE U O€CIUIaTHBIE MPOrPAMMBI,
KOTOPbIE MOYKHO HAWTH B CETH.

O nopraie

CereBU4OK.p( - TBOM INIaBHBIA COBETUMK B CETHU. 3/1€Ch Thl MOXKEIlb Y3HATh
0 0€30MMacCHOCTU B CETH MOHSITHBIM U JIOCTYIHBIM SI3bIKOM, a TP BOBHUKHOBEHUU
KPUTUYECKOM CHUTyallud OOpaTUThbCS 3a COBETOM. A TakKe MPUHATH y4acTUE B
KOHKYpCax M CTaTh CaMbIM HU(PPOBBIM IpakIaHUHOM !



