YIPABJITHHS KIBEPEE3IIEKOIO B OCBITHIN TA HAYKOBIA JISIJIBHOCTI

Kagheopa yugposux mexnonoeiii i npogpecitinoi ocsimu

KoMmererocti Pe3ysabratn HaBYaHHS Dopmu Buan Bmu.a Hanans;Ho'l' MeToau, TexHOIOTii 3aco0u HaBYAHHA Metonu Ta KpuTepii OMiHIOBAHHSA
OCBITHHOTO HaBYAJIbLHUX ABLILHOCTI BHKJIA/IaHHS] HABYAHHS
npouecy 3aHATHh
1 2 3 4 5 6 7 8
—3narHicTh — 3acTOCOBYBaTH METOIU HapuanbHi JlexmiiiHi, I'pynosa pobora | Ilpobnemuonomykosuii | O6’extn YcHi, MUCEMOBI BiATIOBII,
0OTpyHTOBYBATH, CHUCTEM ILITYYHOTO 3aHATTA, nabopatopHi Ha Ta0OpaTOpHUX | METOJ, HaBJaIbHA HaBKOJIUIITHHOTO Npe3eHTallii, TeCTyBaHHS,
aHaJI3yBaTH 1 pO3POOIATH | IHTENEKTY Ul PO3POOKH Ta | camocTiiiHa | 3aHsTTS. 3aHATTSX, auckycis (nebarm), CepeIOBHINA, Jif0Ui HayKOBI IIPOEKTH, 3aXUCT
aJIeKBATHI IHTENEKTYallbHI | YAOCKOHAICHHS Cy4acHHX | poGora, MOJIETIFOBAHHS; MO3KOBHH LITYpM, MoJIelli, TEXHIYHI IHMBI Ty aabHOT/KOMaHTHOT
METO /U1l CHCTEM iH(pOopMaIiHHIX TGXHOHO.FII‘/"I KOHTPOJBHI myOmiyHIH aHas .(\I’I/I”ljyal_ll'l'. 3aco0M; MynbTHMEia-, | POOOTH.
KlﬁepSaXI/ICTy. Ta MaTevM?TI/ILIHI/IX METOIIB 1 3aXO0IH. BUCTYII; pO6OTa B II.V[lTaH.H/IHl TGXHQHOFII Biﬂeo-, Kpumepﬁ' oui,.”oga’.”.’”:
— 31aTHicTh MOJIe/IeH THTENIEKTyallbHUX MaIHX Tpymax; (1‘rp03.1 ~PONBOBITA | 3BYKOBIATBOPIOIOYA, BHKOHAHHS POOOTH ¥
06rpyHTOBYBaTI/I BI/I6ip CHCTEM B C(i)epl CHTyaHlﬁHl JUIOBI1 1II'PY, HaBYaJIbH1 HpoeKHiﬁHa araparypa, BU3HAUCHHI TepMiH,
IPOrpaMHOIO iH(hopManiiiHOT Oe3meku 3aBJIaHHS. irpH, HEIrpOB1 — aHai3 KOMIT IOTEpH, BUKOHAHHS POGOTH
3a0e3IeueHHsl, Ta/abo KibepOe3neKu. KOHKPETHHX CUTYAIIii, iH(opMauiifHO-KOMyHiK

yCTaTKyBaHHsI Ta
IHCTPYMEHTIB B Tairy3i
iH(popMaLiitHOi 6e3mekn
Ta/abo kibepbe3nexu Ha
OCHOBI Cy4acHHX
IHTEJIEKTYaIbHUX METOIIB
CUCTEM H_ITy'-IHOFO
IHTCIICKTY.

— 31aTHICTH 3MIMCHIOBATH
JOCTIDKeHHS y Tay3i
iH(popMaiitHOi 6e3mekn
Ta/abo kibepbe3nexu i3
3aCTocyBaHHﬂM Cy'—IaCHI/IX
IHTEJIEKTYaIbHUX METOIIB
MOJIEJIIOBAHHS CKJIaJHUX
MPOIICCIB Ta CHCTEM
MITYYHOTO 1HTEJICKTY.

— 3acTocoByBary,
IHTEeTpyBaTH, PO3POOIISATH,
BIPOBAKYBaTH Ta
YIOCKOHATIOBATH CydJacHi
iH(popMaNiiHi TEXHOJOT T,
(i3n4Hi Ta MaTeMaTHYHI
METONH 1 MoJieNTi B cepi
iHpopMmaniitHoi 6e3nekn
Ta/abo KibepOesmeky.

— Obwuparu, aHami3yBartu i
PO3pOOIIATH PUIATHI
THTIOBI aHATITHYHI,
PO3paxyHKOBI Ta
EKCIIEPUMEHTAIIbHI METOAN
Kibep3axucTy, po3pooisTH,
peaii3oByBarH Ta
CYIPOBOIKYBATH MPOEKTH 3
3axucTy iHpOpMAIii y
KibepmpocTopi,
1HHOBAIIIHOI JISJIBHOCTI Ta
3aXHUCTy 1HTENEKTYaTbHOT
BJIaCHOCTI.

pO3B’sI3aHHS
BUHAX1IHUIBKUX
3aBJIaHb) .

alifiHi CHCTEMH,
6ibmioTeuHi poHIM.

BIZIITOBITHO JO BUMOT
(MoBHOTA BHKIIALy, CTHIIb
BUKJIa/y, HasIBHICTb
CY4YacHHUX JDKEpeT,
IHIIIOMOBHUX JIKEPEIT,
BUKOPHUCTAHHSA CTaTUCTUKHU,
MOSICHEHHS 11010
3aCTOCYBaHHS METOJIIB
JOCITIIKEHHS; BIIACHUM
aHaJli3 Ta y3arajJbHCHHS;
OOTpYHTOBaHI BHCHOBKH
TOII0); ApTYMEHTH Ha
3aXHUCT PE3yJIbTaTiB poOOTH,
(hopMyBaHHS BiIIOBiEH Ha
3alMTaHHs TOLIO.




BaxnuBictb

YIIPABJIIHHA Kibepbesneku
3abeaneuyeHHs KiGep6e3neKkM B ocBiTHIX

KIBEPBE 3HEKOIO B YCTaHOBaXxX € BaXU1MBOIO CKNaaoBoOO

Cy4acHOI OCBITW. 3aX1CT Bif, Kibep3arpoz
[o3BONAE 36eperti KoHoIAeHUINHICTL Ta

OCBITHIﬁ TA HAYKOBIﬁ LiinicHICTb AaHKX, a TAaKOX 3anobirtn

HeraTMBHUM HacnioKam A9 HaB4anbHOro

MSIBHOCTI Apouecy.

TexHoNoOriyvHi
BUKINKW

3pocTaHHA BUKOPUCTaHHA iHopmaLiviHux
S O TEXHO/TOrK Y HaBYanbHWUX 3aKnapax
/\—/ .. CTBOPIOE HOBi BUKIMKM ONA KiGep6esneku.
w e MinBuULLEHHA cBifOMocCTi Ta
S et BMPOBaAKEHHA 3aX0AIB 3aXMCTY AaHUX €
I t@ HeoBXiAHWMMW ONA BUPILLEHHSA UWX
@ Lﬁ__ — npo6nem.

o




CTBOpeHHs 6e3neyHoi
atMmocdepun

CrBOpeHHs 6e3neyHol KibepnpocTopy B
HaBYanNbHUX 3aKNafgax NnoTpebye
KOMMNeKcHoro nigxoay. Baxnuso
NpoBOAWTY HAaBYaHHA Ta HaAaBaTK
iHCTRYMEeHTKM ona 3axmcTy Big Kibepsarpos.

KomneTeHuii

KomneTeHUii ynpaBniHHA Kibep6e3nekolo B OCBITHIX 3aknagax

BKJIIOYAIOTL LUMPOKUIA CMEKTP HaBWYOK i 3HaHb, HeoBXiOHWX AN edeKTUBHOro
3axucTy

iHbopMaLlii Ta MepexxeBUx pecypcis. Ocb AesaKi KIIoYOoBI KOMNeTeHLL
3

YNpaBniHHA Kibepbe3neKok B OCBITHIX 3aknapax:

1. Po3yMiHHs 3arpos i BpaznueocTeit
2. CTpaTerivyHe nnaHyBaHHA

3. Po3po6ka NoniThK Ta npoLenyp
4. TexHiuYHa ekcnepTusa

5. YNpaBniHHA pU3MKaMu

6. KOMyHiKaLiiHi HaBUUKK

7. CUCTEMHWI Nipxin: 30aTHICTb AyMaTh CUCTEMHO Ta PO3rnaAaaTH

Kibepbe3neky AK iHTerpoBaHy YacTKUHY 3aranbHoi cTpaTerii ynpasniHHA PU3HUKaMM.

Lli koMneTeHLji € BaxxnvBUMIK ANns 3a6e3nedveHHs
edeKTMBHOro ynpasniHHA Kibep6e3nekoio B OCBITHIX 3aknapax Ta 3abesnedeHHs

6e3neku iHpopMaLlii Ta MEPEXEBUX pecypciB.

Buxnanau:

3MicT gucymnaiHu

1. MopiBHANbHWIA aHanNi3 MiXKHapoOAHWX
CTaHAapPTIiB Ta yKpaiHCbKOl HOPMaTUBHOI
6a3u1 B 4acTuHIi ynpasniHHA iHUUAeHTaMm
iHbopMaLifHoi 6esnekn
2. CucTeMu ynpaBniHHA KiGep6e3nekoo
3. OcHoBM NnaHyBaHHs besnepepBHOCTI
po60oTH AeprKaBHUX iHPOPMaLiMHO-
KOMYHiKaLiMHUX
cuctem
4. CucTeMa ynpaeniHHA iHUMgeHTamMm
iHbopMaLifHoi 6eanekn

. MpuHumnu 36opy iHpopmauii gns
CKCTEMM BMABMNEHHS | BNOKyBaHHS aTak

nor. Ymauens B. O.



