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Introduction

Our company provides network-related IT (Information Technology) technical support services
which are necessary for customer organizations to achieve their business goals. Our aim is to
provide a high-level network up-grade solution using the knowledge, tools and techniques
garnered from our CNET courses. The solution is geared to enhance the IT infrastructure,
services and network backbone which are essential for our customer’s organizations to achieve
their business goals. We will focus on implementing VoIP services, enterprise WAN network, a

server farm and a robust security infrastructure and a hybrid cloud hot backup.

Technical Section

List of Hardware and Software:

Hardware:
Equipment Name Type
Cisco 8600 Router Network Router
Cisco 9300/9200-48 E Switch Network Switch
Firewall-Firepower 2130 Security Console
Cisco Meraki MX80 Wireless Controller Wireless Controller
Cisco Meraki MR42 Wireless Access Access Point
Point
Dell PowerEdge R620 Server
Cisco UCS C240 M5 Rack Server Server
Software:

Applications Category




Windows Active Directory Security and Control
Windows 10 PRO Operating System
Windows Server 2016 Enterprise Server
Website Web application
Cisco IP Phone Server Collaboration

End-Devices:

Equipment Name Type
Cisco 7841 IP Phone IP Phone
Dell Inspiron 15 Laptop Laptop
Dell Inspiron Desktop PC

Hardware/Device Specification

e Dell PowerEdge R620

Product Specification

Form Factor

1U rack

Processors

Intel Xeon processor E5-2600 and 2600 v2 product families

Processor sockets

2 sockets

Internal interconnect

2 Intel Quick Path Interconnect (QPI) Links: 6.4GT/s, 7.2GT/s,
8.0GT/s

Cache 2.5 MB per core; core options: 4,6,8,10,12
Chipset Intel C602
Memory Up to 768GB (24DIMM slots)

e Cisco UCS C240 M5 Rack Server




Product Specification

Form Factor 2RU rack server

Processors Intel® Xeon® Scalable processors (1 or 2) or second-generation Intel
Xeon Scalable processors

Processor sockets | 2 sockets

Power Supplies Hot-pluggable, redundant 770W AC, 1050W AC, 1050W DC and
16000W AC

PCle expansion 6 PClIe 3.0 slots plus 1 dedicated 12-Gbps RAID controller slot and 1
dedicated mLOM slot

Memory 24 DDR4 DIMM slots: 8, 16, 32, 64, and 128 GB and up to 2666 MHz
Support for the Intel Optane DC Persistent Memory (128G, 256G,
512G)

e Firewall-Firepower 2130
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Performance Specification

Throughput: FW + AVC (1024B) 5.4Gbs
Maximum concurrent sessions, with AVC 2 million
TLS 760 Mbps
Throughput: IPS (1024B) 1.9Gbps
Maximum VPN Peers 7500
Cisco Firepower Device Manager (local management) Yes




We use Firepower 2130 for improved security and maintain high-level network performance.
The Firepower 2100 series features an innovative dual-core CPU architecture that
simultaneously optimizes security system, encryption, and threat investigation capabilities,

which can enhance security without compromising network performance.

e C(Cisco Catalyst 9300
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Product Specification

Design to replace Cisco Catalyst 3850

ACL scale entries 5,120

Total number of IPv4 routes (ARP | 32,000 (24,000 direct routes and 8000 indirect

plus learned routes) routes

IPv6 routing entries 16,000

Switching capacity 208 Gbps - 640 Gbps

Packet buffer per SKU 16 MB buffer for 24- or 48-port Gigabit Ethernet
models

VLAN IDs 4094

ACL scale entries 1,600

e C(Cisco Catalyst 9200-48 port




Product Specification

Default primary AC power supply

PWR-C6-1KWAC

ACL scale entries

1,600

Total number of IPv4 routes (ARP
plus learned routes)

14,000 (10,000 direct routes and 4,000 indirect routes

IPv6 routing entries 2,000

Switching capacity 176 Gbps

Packet buffer per SKU 6 MB buffers for 24- or 48-port Gigabit Ethernet
models

VLAN IDs 4096

ACL scale entries 1,600

e Cisco Meraki MX80 Wireless Controller

Product Specification

-

Recommended use cases Medium sized branch
Recommended max user 100

Stateful Firewall Throughput 250 Mbps

Advanced Security Throughput 80 Mbps

Maximum VPN sessions 50

Interfaces 5 x GbE

We use the Cisco Meraki MX80 Wireless Controller to check the status of access points and

manage or control them.

o Cisco Meraki MR42 Wireless Access Point
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Product Specification

Usage General purpose 802.11ac wave 2 for campus and
enterprise, with external antenna option.
Radio specification One 802.11b/g/n One 802.11a/n/ac One WIDS/WIPS

One Bluetooth® radio 1.9 Gbit/sec max rate Three 3:3
MU-MIMO with beamforming

Interface One Gigabit Ethernet port
Power 802.3af/at PoE or DC power adapter
Performance features Three 3:3 MU-MIMO Priority voice, power save

(802.11e/WMM) Hardware-accelerated encryption
Band steering Removable antennas (MR42E)
Weight 25 0z (0.7 kg)

Software Specification

e Windows Servers 2016 Standard
e Windows 10 Professional

e Active directory

We have adopted Windows server 2016 as Book icon's Windows server, and user workstations
on 7 sites are based on Windows 10 Professional. We configured an active directory on the
Windows server, which made it easy for bookicons domain network administrators to manage or
deploy dns-based naming, network changes, security policy changes, and remediation for all user

workstations and VMs connected to the domain



Topology

Ajax HQ Office
= 2-tier Hierarchical network design topology

= Core/Distribution Layer

Core switch

Distribution layer-WLAN controller
= Access Layer

Connected to core switch

Access points in WLAN Network

End-point device: PCs and IP Phone for each department

Remote site Offices
= 2-tier Hierarchical network design topology

o Core/Distribution Layer

Core switch

Distribution layer-WLAN controller
= Access Layer

Connected to core switch

Access points

End-point device: PCs and IP Phone for each department

Physical Topology
Bookicons MPLS Network
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Toronto LAN/WLAN Network
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Montreal LAN/WLAN Network
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Edmonton LAN/WLAN Network
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Logical Topology
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Network Virtualization and Cloud

The Cloud infrastructure was implemented using ESXi for the private cloud that virtualizes all

the servers into one bare-metal machine.

Resource Server Environment Services
Dell PowerEdge | Database & File Server VMWare ESXi 6.5 | SQL, FTP, TFTP,
R620 SFTP
Dell PowerEdge | Application and VOIP VMWare ESXi 6.5 | Web applications,
R620 (Voice Over Internet DNS (Domain Name
Protocol) Servers System), HTTP,
HTTPS, Azure
Gateway Services
Dell PowerEdge | Windows 2016 VMWare ESXi 6.5 | Windows Update
R620 Server/WSUS Services, Active

Directory Services,
RDP

Installation of Windows Server on ESXi:

Step 1:

Launch ESXi application and select Virtual Machines. In the List of machines pane, select

Create/ Register VM (Virtual Machine)

tiocaisomain - X | 4

€ DB hiipsy172.26.0.100/ui/% Mostivms

RA@ITZ260.100 = | Holp v

=] Recent tasks.




Step 2:

Select Create a new Virtual Machine and click next

@ New virtual machine

R4 1 Select creation type

2 Select a name and guest OS
3 Select storage
4 Customize settings

5 Ready to complete

Select creation type

How would you like to create a Virtual Machine?

Create a new virtual machine

Deploy a virtual machine from an OVF or OVA file

Register an existing virtual machine

This option guides you through creating a new virtual machine.
You will be able to customize processors, memory, network
connections, and storage. You will need to install a guest
operating system after creation.

Step 3:

Back Next Finish

&

Enter the name of your machine and select the following:

Compatibility - ESXi 6.5 Virtual Machine

Guest OS (Operating System) family — Windows

Guest OS Version — Windows 10 Professional

Then click next



ﬁﬁ New virtual machine - Ajax_Private_Cloud_Windows _Server (ESXi 6.5 virtual machine)

¥ 1 Select creation type Select a name and guest OS

2 Select a name and guest 0OS Specify a unique name and OS

3 Select storage

4 Customize settings
Name

5 Ready to complete

| Ajax_Private_Cloud_Windows _Server

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating system
installation.

Compatibility ESXi 6.5 virtual machine ~
Guest OS family Select Guest OS Family ~

Guest OS version Select Guest OS Version v

[ Back H Next l\ Finish || Cancel l

4

Step 4:

Select the datastore for the VM and select next

ﬁh New virtual machine - Book_lcons_Windows_AD_Servcer (ESXi 6.5 virtual machine)

¥ 1 Select creation type Select storage
+ 2 Select a name and guest OS

b4 3 Select storage
4 Customize settings
- Persistent Memory

5 Ready to complete

Select the storage type and datastore

Select a datastore for the virtual machine's configuration files and all of its' virtual disks.

Name ~  Capacty ~ Free ~  Type ~  Thinpro... ~v | Access v
datastorel1 923 GB 51268 GB VMFSS Supported Single
1 items

l Back ll Next H Finish H Cancel




Step 5:

Customize the machine by providing the resources that the machine will use. Then select

CD/DVD Drive 1 to select the OS for the system to run on.

ﬁ New virtual machine - Book_lcons_Windows_AD_Servcer (ESXi 6.5 virtual machine)

¥ 1 Select creation type Customize settings
¥ 2 Selecta name and guest O3 Configure the virtual machine hardware and virtual machine additional options
+ 3 Select storage

¢ Cusomize seings ] .
2 Add hard disk 8 Add network adapter E Add other device

5 Ready to complete

» © cpu 5 .| @

> I bemory 4006 MB v
» L) Hard disk 1 cB y

» SCSI Controller 0 LS! Logic SAS g

ED sATA Controller 0

USB controller 1 USB 3.0 b4
» M Network Adapter 1 WM Network v Connect
» 5y CD/DVD Drive 1 e v Connect

4 Video Card Default settings CD/DVD Drive 1

Back Next Finish Cancel

2,

Step 6:

Search for the location of your ISO file, if not already uploaded to your datastore, select the

upload button, and upload the file from an external source, and then select finish in the

customization window.



f;_).f Datastore browser

@ Upload [ Download [5} Delete [ Move [ Copy [ Create directory | (& Refresh

vmimages

_sdd.sf ~ %) en_windows_10 _co...
Ajax_IT_Admin y en_windows_10_ed. ..
Ajax_Linux » en_windows_server. .

Book_lcons_ Windo. .. ) ubuntu-20.04.3-des. ..

Calgary_Admin
Edmonton_Admin

ile

Mississauga_Admin
Monreal_Admin
Quebec_Admin
Test Ubuntu
Toronto_Admin
webserver file

W inte.iso

1l ) gqwe.iso W

[ [datastore1] ISO file/Windows_Server_2016_Datacenter_EVAL_en-us_14393_refresh.ISO

M

Windows_Server_2016. ..
6.49 GB
Sunday, March 27, 202 .

ft

Step 7:

Power on the machine from the ESXi interface

- @ Host
Manage

Monitor

| - Virtual Machines
Monitor
More ¥Ms...
[ storage
€3 Networking

& Conscle [ Moritor W Powerof 1§ Suspend EjResel | JEdt | (G Refesh | {0} Actions

Book_lcons_Windows_AD_Servcer
c Microsoft Windows Server 2016 or later (64-ti)

‘: Select | | Cancel |

oy g

ES41 6 5 vinual machine 0 MHz
Viaware Tooss no EMORY W
cPus 2 0B
memory 168
STORAGE £
44.11GB =
@ VMware Tools is not installed in this virtual machine. VMware Tools allows detailed guest information to be displayed as well as allowing you to perform operations on the guest OS, e.g. graceful
shutdown, reboot, ete. You should install Vilware Tools. £} Actions
~ General Information = Hardware Configuration
+ @ Networkng Ho netwerk rformation » @ oPu 2vCPUS
» &8 Vhiware Tools Miiware Tools is not installed £ Actions . Memery 468
+ [ Storage 1 cisk * 3 Hard disk 1 4068
(-] Recent tasks
Task niiator v Queued | Started ~ Gompleted v
Pawer On Vi ract 033012022 14:08:12 0302022 14:08:12 03302022 14:08:12
Pawer On Wl ract 0373012022 14:09-1D 037302022 14:03:10 0373012022 14:09:11

Creata VM wm ract 03302022 14:09.01

0373042022 14:09-01

033072022 140904




Step 8:

Complete the installation of the Windows Server

@ Book_Icons_Windows_AD_Servcer




Shared Storage

B Add Roles and Features Wizard

Select server roles

Before You Begin Select one or more rales to install on the selected server,

Installation Type Roles

Sy S SR | Bl DHCP Server (installed) =
TR oS

Features ] Fax Server

Featu 4 [ File and Storage Services (2 of 12 installed)

a [®] File and ISCSI Services (1 of 11 installed)
File Server (Installed)
EranchCache for Network Files

Confirmation

Data Deduplication
DFS Mamespaces
DFS Replication

iSCSI Target Server
iSCSI Target Storage Provider (VDS and W55
[ Sarver for NFS
[ Work Folders
| Storage Sennces (Installed)
[ Host Guardian Service
1 Hvoer-V "

00080000

- ] »

DESTIMATHOMN SERVER
WM -GRGESOLARY 5.00m

Diescription
File Senver W55 Agent Service
enables you to perform volums

shadow copies of applications that
store data files on this file server.

-r.PreuiausII

MNext >

[ cCancel |

Instal

Step1: Add Roles and Features Wizard, check the File and Storage Services and file and iscsi

inside check the file server Resource Manager

fiz Add Roles and Features Wizard

Installation progress

View installation progress

o Feature installation

= O >

CESTIMNATION SERVER
Wt -GRESOLABIOL booidoons.com

File and Storage Services
File and i5C5| Services
File Server Resource Manager
Remote Server Administration Tools
Rele Administration Tools
File Services Tools
File Server Resource Manager Tools

Installation succeeded on WIN-GPGIOLABIOL boolicons.com.

Export configuration settings

< Previous Mext >

You can close this wizard without interrupting running tasks. View task progress or open this
(1] page again by clicking Notifications in the command bar, and then Task Details.

Cancel




Step2: Next and install.

Fx Server Manager — o X

I'A Manage  Tools  View  Help

=9 SHARES VOLUME
Servers A 1 chares | 12 total TASKS ¥ Toronto It Department on WIN-GPGOOLABIOL TASKS ¥
I Volumes Fitter ) [ORs S )
Disks Capacity: 39568
! Storage Pools Share Local Path Protocol  Availability Type
i 37.4% Used M 148 GB Used Space
L 4 WIN-GPGIOLABIOL (12) S— AL
o
= iscsl Ajax It Department CA\Users\Public\Ajax It Department  SMB8 Mot Clustered
Work Folders NETLOGON CAWindows\SYSVOL\sysvolibooki.. SMB  Not Clustered
SYSVOL CAWindows\SYSVOL\sysvol SMB Mot Clustersd
Users CiUsers SMB Mot Clustered
Calgary It Department Ciusers\public\Calgary It Depart..  SMB  Not Clustersd
Ajax It Depariment2 Clusers\Administrator\deskiop\A.. SMB Mot Clustered Go to Volumes Overview >
Calgary It Department2 Cishare\Calgary It Department SMB Mot Clustered
Edmonton |t Department Chshare\Edmonton It Department  SM3  Not Clustered TR
It Dep, = i It Department  SMB Not Clustered Toronto It Department on WIN-GPGOLABIOL TASKS  w
Montreal It Department Cishare\Montreal [t Department ~ SMB  Not Clustersd
No related quota
Quebec It Department Ci\share\Quebec It Department SMB Mot Clustered i
Toronto It Department are\Toronto It Department SMB Mot Clustersd
To set a quota, open the Configure Quota dialog box.

Step3: On Server Manager, go file and Storage Services, and click the Share.

B Mew Share Wizard e O =

Select the profile for this share

File share profile: Description:

| SME Share - Quick | This basic profile represents the fastest way to create an
SME Share - Advanced SMB file share, typically used to share files with
Windows-based computers.
SME Share - Applications

MNFS Share - Quick * Suitable for general file sharing
MFS Share - Advanced * Advanced options can be configured later by
using the Properties dialog

Share Location

< Previous Mext > Create Cancel

Step4: Right Click and press new share and click the next.



[ New Share Wizard

Select the server and path for this share

Select Profile Sever
Server Name Status Cluster Role,
WIN-GPGSOLABIOL Online Mot Clustere
Share location:
O Select by volume:
Volume Free Space Capacity File
C: 247GB  395GB NTR

The location of the file share will be a new folder in the \Sharg

volume,

(®) Type a custom path:

[ Select Folder

New Folder Delete

4 (& WIN-GPGIOLABIOLbookicons.com
[ =N

Folder: |Ci\share

[ Calgary It Department

(] Edmonton It Department
(] Mississauga It Department
[ Montreal It Department
] Quebec It Department

{1 Toronto It Department

Select Folder

Next >

Create




Step5: Click the Type a custom path and navigate the create folder

= MNew Share Wizard == O =

Specify permissions to control access

Permissions to access the files on a share are set using a combination of folder permissions, share
permissions, and, optionally, a central access policy.

Share permissions: Everyone Full Control

Folder permissions:

Type Principal Access Applies To
Confirmation Allow CREATOR OWMER Full Control Subfolders and files only

Allow BUILTINWUsers Special This folder and subfolders
Allow BUILTINWsers Read & execu... This folder, subfolders, and files
Allow BUILTINYAdministrators Full Control This folder, subfolders, and files
Allow MNT AUTHORITYYWSYSTEM Full Control This folder, subfolders, and files
Allow BOCKICONS\Maontreal Full Control This folder, subfolders, and files
Allow BOCKICONS\montrealadmin  Full Control This folder, subfolders, and files

Customize permissions...

< Previous | [ MNext » Create Cancel

Step6: press next and next, on the permissions, press customize permissions button.

Advanced Security Settings for test O
Mame: Chshare\Montreal [t Departmentitest

Chwner: Administrators (BOOKICONS\Administrators) Change

Permissions Share Auditing Effective Access

For additicnal information, double-click a permission entry. To modify a permissicn entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
a Allow Montreal_ Admin (montreala...  Full control Chshare\Montreal It D...  This folder, subfolders and files
SR Allow Montreal (BOOKICOMS\Mont... Full contrel ChsharehMontreal It D..  This folder, subfolders and files
SR Allow SYSTEM Full contral N This folder, subfolders and files
H% Allow  Administrators (BOOKICOMNS\... Full control N This folder, subfolders and files
82 Allow Users (BOOKICOMSY Users) Read & execute Ty This folder, subfolders and files
SR Allow Users (BOOQEKICOMS Users) Special (oY This folder and subfelders
SR Allow  CREATOR OWMER Full control CN Subfolders and files only

Add Remove View

Disable inheritance

[] Replace all child object permission entries with inheritable permission entries from this object

Cancel Apply




Step7: press Add and press select a principal.

Select this object type:

X : Multiple Names Found

|User. Group, or Buit-n security pincipal

From this location:

More than one object matches the following object name: "Aja". Select an
object from this list or, to reenter the name, click Cancel.

|boochon5.com

Enterthe object name to select (2@mples):

Aia

Advanced...

Read
Write

Special permissions

OK

Check Names

Cancel

| (Cbject Types...
Matching names:
| Locations. . | Name Logon Mame fpr...  E-Mail Address Description In Folder
%Ajax Ajax bookicons com/... :
E) Aax_IT_Admin  hlee Aax_|T_Admin  bookicons.com/...

Step7: In the Enter the object name to select box, type the User or Group name

And give permission, and as same way, give share permission on share tab. After do

Lk = | Mgaw it Department?
rome Shace
- i | WA -GRGSOLAEIC g & Department]

o ik sccess
Il Desizop - sl
& Dewnioess o

4 Decuments

= Picbares
i CreeDirive

B This PC
B Desizop
i Documents
& Dovenioads
B Musmic
T Pictures
B videcs
e Lol Dok (C2)
B BV Daiwe (D) J_CE

ol VD Drive (Cx) )_CEDL

i Metwork

Result: Toronto Admin Desktop access the share folder

M Thin page can't be daplayed - |

¥ HE) Cencel Sobufion BookStore

0K Cancel




Bi b tjon e Depan

Ajax It Departrnent?

4

B AL B
i Genetal * Permissions sartrnent? on WIN-GREROLARICL
m Agbeanced Seowty Setieegs lor S it Depariment o "
i Settings * Permigtions o access the file
i " it Brop_. + opetaangly 5 oeresl BE Pl o ) .
“tare permitzizn: Custom i s P
1
Fbder permasan: Chamer: Adevareiratin [BOCHOCONT Admenitianie)  Change
| Typee L]
Parrridsag Shaie MM [Effective Access
: Mow  BOCOCONTAL
i A PURTINEmAL  Foy pddinal il eeation, doullecict 8 permeies entey, To modly 8 permiissn entry, seloct B ertey and ek B (4 readabils).
Ao KT ALTHORITYY om )
Bl BOORCORTAY | -
™ B0 b Trpe  Frnopsl dcoesy Inharaed from Apples te
A Abew  Advisnmeste Sdmadtater Full canteel Heee Thil feldhes, tubdeidens and fied
Ciamlmile perffidsadnd.. A Alew  Hunwslee MeeBbookicens . Full eontsel Heee Thel fedes, pubdeiders and fies
B Aow B (BOCRIC OGNS Ajax) Full consel Hgoe The fede, pabdoiders and ldes
B asow  SVETEM Full conasl Chuserldmnitrator,  Tha frldes, nabloiders and e
BL sdow  hdmiskteton (BOCCONT... Full contal € Admnatrator,  The foldes, vablgiders and fies
l Blpw  Admiraboics (Admenetrabor_ ol gongcl = Admrenstrater,  Tha folde pabd and il
dagk Egrmaree Wi
Dhesble mbrntsnce
[ Replece all chid object prerrstion eaties with mheritable permision eines lrom the s
o | oo | i

I . Cancel gy
Result: Aax it department 2 setting of permission

I Ajax It Department2

Show &
i General + Permissions
[ permissions | P S —— o =
Settingr * Prprrminiion b acomia Tha file
GOy, & CEntTsl BOOREL P
[ Mb’ﬂgfmlm-.f‘ e x
Share perrridiettd: Custoen
1 Fialier (ermdtacns Crtr (BTN, Changs
P Tt J— ]
[ - s | Penmisions Share Audiing  Eective Accen.
i Aiem BULTINASMn Yo modidy thare permitsiont, sebect the entry snd click g4
Mo NTAUTHORITY] | et hoeation for this thare WIH- GPOROLABIOL bsolioant. comija it Departmentd
Mom  SOCUCONDAY |
diow  pOCmMONGRy | Fermasen mnines
Aoem
Comonicy parveitycnt- B Alew Eueryane Full Control
B anw ) Fuall Comtral
3 acw Harusi e (hipe@boskicons com] Froll Comirol
[ T Ajax [BOGIIC S Ajax) Fruall Comtrad
Mdd Firaree: Wity
I O Cancel Eop

Result: Aax it department 2 setting of Share



B 172.26.0.100 [ calgary_ndmin

Calgary it depastrmentd

@
3

Chuick access
Bl Desitop Test
4 Downloads
5| Decussents

= Pictures
i OneDrive
B This PC
B DVD Dree (O:) _CED

o Metwork

Result: Calgary Admin Desktop access the share folder

Advanced Secunty Settings for Calgary It Department (]
Mame: Chshare\ Calgary it Department

e Administrators (BOOKICOMNSAdministrators) Change

Permissions Share Auditing Effective Access

For additional information, double-click a permission entry. Toe modify a permission entry, select the entry and click Edit (f available).

Permission entres:

Type Principal Access Inherited from Applies to
BR Allow Calgary Admin (BOOKICONS\... Full control Mone This folder, subfolders and files

Allow  Gregoire Sanche (calgaryadmi... Full control None This folder, subfolders and files
BB Allow SYSTEM Full control Ch This folder, subfolders and files
ER Allow Administratars (BOOKICONS ... Full contral A Thiz folder, subfalders and files
BR Allew Uzers (BOOKICOMNS\Users) Read & execute 2, This falder, subfalders and files
HE Allow Users (BOOKICOMNS\Users) Special ] This folder and subfolders
BR Allow CREATOR OWMER Full contral i, Subfolders and files cnl}-

Add

Disable inheritance

[C] Replace all child ebject permission entries with inheritable permission entries from this object

Cancel

Result: Calgary it department 2 setting of permission




Advanced Security Settings for Calgary It Department | x

Mamme: Crishare\ Calgary It Department
Crnern Administrators (BOOKICONS Administrators) Change
Permissions Share Auditing Effective Access

To modify share permissions, select the entry and click Edit.

Metwork location for this share: \VWWIN-GPGSOLAEIOL bookicons.com' /Calgary It Department2

Perrmission entiies:

Type Principal Access
2 Allor Gregoire Sanche (calgaryadmin@bockicons.com) Full Contral
B Allow Calgary (BOOKICONS\Calgary) Full Control
=R Albenar Calgary Admin (BOOKICONS\Calgary Admin) Full Cantral
Add

Cancel

Result: Calgary it department 2 setting of Share

172.26.0.100 G Calgary_admin [ Edmonton_Admin

| Lg v = | Edmonton it Departmment - o x
File Heme Share View [ 7]
- ™ L WVWYWIN-GPGSOLABIOL\Edrmonton It Department w | Edir t t Dhe e

# Cuick aceess b Date modified _— B
B Desktop Test
4 Downloads
Documents
= Pictures
i Omelrive
B This PC
BN DVD Drrive (D=) J_CEDy

o MNetwork

1 itern

Result: Edmonton Admin Desktop access the share folder



Ldvanced Security Settings for Ed

Mame:

Chwner:

Permissions

on It D

il et

Chshare’Edmonton it Department

Edmenten_ Admin (edmentenadmin@beckicons.com) Change

Share Auditing

Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permizzion entries:

Type Principal Access Inherited fram Applies to

BR Allow  Edmonton (BOOKICOMS\Ed... Full control None This folder, subfolders and files
1 Allow  Edmonton_Admin (edment..  Full contral Mone This folder, subfolders and files
AR Alew  SYSTEM Full control L= This folder, subfolders and files
88 ANew  Administrators (BOOKICOMS...  Full control cA This folder, subfolders and files
B2 aNow Users (BOOKICOMNS Users) Fead & execute iy This folder, subfolders and files
BL Allow  Users (BOOKICOMNS\Users) Special A\ This folder and subfolders
‘ Allew  Edmonten_ Admin (edmont...  Full control L} This felder only
i ] AR CDEATOD LASRIED Bl e i It st nlal ALl i

Dizable inhentance

] Replace all child object permissicn entries with inheritable permission entries from this object

Result: Edmonton IT department 2 setting of permission.

ok ] [ Concel | [ ety

Advanced Security Settings for Edmonton It Depamment

Name:

Ownern

Permissions

Chshare\Edmenton It Department

Edmonton_ Admin (edmiontonadmin@boeokicons.com] Change

Share Auditing

Effective Access

To medify share permissions, select the entry and chick Edit.

Netwerk location for this share: "\WWIN-GPGROLABIOL bookicons.com\Edmonton It Depantment

Permission entries:

Type Principal Access
&  Alew Edmonton_ Admin (edmontonsdmin@bockicens.com) Full Contral
8 Allow Edmanton (BOOKICONS\Edmonten) Full Contral
Add Remove Edit

Result: Edmonton it department 2 setting of Share




Bl 172.26.0.100 [ Mississauga_Admin

o - + | mssssaugs it department - = ket
B ore snee  view e
T | L WWin-gpgSolabiol mississauga it departrment ~ | L Search r quga it deparnt E=

Date mo

s Quick access
BN Desktop 4 Test 20 T File folde
4 Downloads

= Decuments

| Pictures
i, OneDrive
B This PC
s DVD Drive (D:) )_CED.

o Metwark

1 iterny -

Result: Mississauga Admin Desktop access the share folder

Advanced Security Settings for Mississauga It Department |
Marme: CihisharebMississauga It Department
i Cravmeer: Administrators (BOOKICONSAdministrators) Change
Permissions Share Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Imherited from Applies to Cnd

BB Allenw Migsizeaugs (BEOOKICONSM...  Full cantral Mane This falder, subfalders and files

AR Allow Mississauga Admin (BOOKIC... Full control MNone This folder, subfolders and files

a Al o Jaehyeon leon (mMississaugaa. Full control Mone This folder, subfolders and files

SR Allow SYSTEM Full control ey This folder, subfolders and files

BE  Allow Administrators (BOOKICONS...  Full contral 2N This folder, subfolders and files

BRE  Allow Users (BOOKICOMS Users) Read 8 execute [ This folder, subfolders and files

AR Alloww Uzers (BOOKICOMS sers) Special = Thiz felder and subfolders

LOE Allece ~OCATOUD CUURICD Caall il il Cudninldane sl filoe noba 2

Add Fe

Disable inheritance

[ Reglace all child object permission entries with inheritable permission entries from this cbject

o] | oncel | [ awey

Result: Mississauga it department 2 setting of Permission



Advanced Security Settings for Mississauga It Department

o
Mame: Chshare\Mississauga it Department
Owner: Administrators (BOOKICONSAdminstrators)
Fermissions Share Auditing Effective Access
Te modify share permassions, select the entry and click Edit.
Metwork location for this share: WWIN-GPGSOLABIOL. bockicons.com|Mississauga it Department
Permizsion entries:
Type Prancipal Access
a Allow Jaehyeon Jeon (massissaugaadmin@beokicons.com) Full Control
ER Allow Mississauga (BOQKICONS Mississauga) Full Contreal
=1} Allow Mississauge Admin (BOOKICONS\Massissauga Admin) Full Contrgl
» con
0K Cancel Apply

Result: Mississauga it department 2 setting of Share

B 172.26.0.100 [ monreal_admin

= - * | Maontreal it department . O e
Home Share Vi [ 7]
T L » Metwork » win-gpgJolabiol Montreal it department w -
# Cuick access rame e modified

Bl Cesktop Test
4 Downloads
=| Decuments

= Pictures
Vil OnelDrrve
Bl This PC
BN DVD Dwinve (Dx) J_CED.

o Network

1iterm




Result: Montreal Admin Desktop access the share folder

Advanced Security Settings for Montreal It Department a
MNarme: Cihshare\Montreal It Department
Owiner: Administrators (BOOKICONSAdministrators) Change

Permissions Share Auditing Effective Access

For additional information, double-click a permission entry. To modify a2 permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
a Allew  Montreal_ Admin (mentreala..  Full contrel Mane This fiolder, subfolders and files
R sllow  Mentreal (BOOKICONS\Ment...  Full control Mone This folder, subfolders and files
B slow  SYSTEM Full control Coy This folder, subfolders and files
ER Allow  Administrators (BOOKICOMS\...  Full control Gy This folder, subfolders and files
B2 Allow  Users (BOOKICONS Users) Read & execute G This folder, subfolders and files
B2 Allow  Users (BOOKICONS\Users) Special G Ths folder and subfolders
B2 Allow  CREATOR OWMNER Full control G Subfolders and files only

Add | | Remove View

Disable inheritance

[] Replace all child cbject permission entries with inhernitable permission entries from this ohject

[ Cancer | [ gy

Result: Montreal it department 2 setting of Permission

Advanced Security Sertings for Mantreal it Departrnent a x
Marme: Chshare\Mentreal It Departrment
Chamer: Administrators (BOOKICONS\Administrators) Change

Permissions Share Auditing Effective Access

To modify share permissions, select the entry and click Edit.
Network lecation for this share: \WWIN-GPGROLAEIOL bockicons.comi\Montreal It Department

Permission entries:

Type Principal Access
l Allenw Montreal_ Admin (rontrealadmin@bookicans.com) Full Contral
B2 Albow KMontreal (BOOKICONS Montreal) Full Control

A | [Remowe ] [ ek

OK | Camedl || Apply




Result: Montreal it department 2 setting of Share

B 172.26.0.100 [ Quebec_Admin

] » = | guebec it departrment — a =
Home Share View (7]

+ [E

# Quick access
N Desktop
4 Downlcads

= Documents

=] Pictures
s OneDrive
B This PC
= DVD Dwive (D:) J_CED. h

o Network

1 itern 1 item selected -

Result: Quebec Admin Desktop access the share folder

Mame: Chshare\CQuebec It Department
Ohwner: Administrators (BOOKICONS Administrators) ©
Permissions Share Auditing Effective Access

For additional information, doublé-click a permassion entry. To modify a permission éntry, select the entry and click Edit (f available).

Permission entries:

Type Principal Access Inherited from Applies to
a Allow  CQuebec_ Admin (quebecadmi_.. Full control Mone This folder, subfolders and files
AR Allow Quebee (BOOKICOMNS Quebee)  Full contral Mamne This folder, subfelders and files
ER allew  SYSTEM Full contral A This folder, subfolders and files
B Allow Administrators (BOOKICOMS... Full control i This folder, subfolders and files
BL Allow  Users (BOOKICONS\Users) Fead & execute A This folder, subfolders and files
8% Allow  Users (BOOKICONS Users) Special s This folder and subfolders
B2 Allow  CREATOR OWMER Full contral i Subfolders and files only

Add

Disable inheritance

] Replace all child object permission entries with inheritable permission entries from this object

Result: Quebec it department 2 setting of Permission



Advanced Secunty Settings for Quebec It Department

Narme: ChsharehQuebec It Department
I Chamier: Administrators (BOOKICONSAdministrators) Change
Permissions Share Auditing Effective Access

For additional information, deuble-click a permiszion entry. To modify a permission entry, select the entry and click Edit (if available),

Permission entries:

Type Principal Access Inherited from
& Allow Quebec_Admin (quebecadmi.. Full control Mone
BR Allow Cuebec (BOOKICONSWQuebec)  Full control Mone
BR Allow  SYSTEM Full contral i
ER Allew Administraters (BOOKICOMNS... Full contral CH
ER Allow  Users (BOOKICONS\Users) Read & execute ca
ER Allow Users (BOOKICOMNS Users) Special LY
BE Alow CREATOR OWMER Full contral ch
Add Remov

Dizable inheritancs

[] Replace all child object permission entries with inhentable permission entries from this object

Result: Quebec it department 2 setting of Share

Bl 172.26.0.100 [ Toronto_Admin

Apples to

This folder, subfolders and files
This folder, subfolders and files
This folder, subfolders and files
This folder, subfolders and files
This folder, subfolders and files
Thiz folder and subfolders
Subfolders and files only

Lt - = | Torento it departrment

Home Share Wi

o Quick access
Bl Desktop Test
& Downloads

Documents

= Pictures
i OmeDrnve
Bl This PC
BN DVD Dwive (D:) J_CED.

o Network

1 itern

Result: Toronto Admin Desktop access the share folder



Advanced Security Settings for Toronto It Department o

Marre: Chshare\Toronto it Department
Cramer: Administrators (BOOKICONS\Administrators) Change
Permissions Share Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
B2 Allew  Torento (BOOKICOMS\Toronte) Full control Mone This folder, subfolders and files
; Allow  Gavin Beckford (gbeckford®...  Full control Mone This folder, subfolders and files
BR Allow  SYSTEM Full control Ceh This folder, subfolders and files
BR Allow  Administrators (BOOKICONS\.. Full control Ceh This folder, subfolders and files
B2 Allow  Users (BOOKICOMS\Users) Read & execute Ch This folder, subfolders and files
BR Allow  Users (BOOKICONS\Users) Special =11 This folder and subfolders
BR Allow  CREATOR OWMER Full control (=11 Subfolders and files only

Add Rermove | Views

Disable inhentance

] Replace all child object permission entries with inheritable permission entries from this object

Cancel | [ Apply

Result: Toronto it department 2 setting of Permission

Advanced Security Settings for Toronto it Depantment ] o
Marme: Chshare\Toronto it Depantrnent
Cwnier: Administrators (BOOKICONS\Administrators) Change

Parmissions Share Auditing Effective Access

To medify share permissions, select the entry and click Edit.
Metwaork location for this share: WWIN-GPGIOLABIOL bockicons.com\.Toronto It Department

Permission entries:
Type Principal Access
; Albow Gavin Beckford (gheckford@bockicons.com) Full Centrol
Er  Alow Toronto (BOOKICOMNS, Toranto) Full Contral
Add Remaove Edit

Result: Toronto it department 2 setting of Share




VolP

A PBX IP phone system was configured and implemented using the Cisco VOIP services
(Configured on the Cisco 2811 series router — Demonstration Purposes). This was done to satisfy
the requirement for telephony services between sites. The system was configured to scale to a

quantity of 50 devices at the remote sites based on operations and staffing and 1000 at the HQ.

The configuration for the VOIP service is shown below:

epnune s

hostname PBX_Server type 7960
button 1:7
int fa@/e@ exit
ip address 10.42.8.6 255.255.255.252
ip helper-address 108.42.0.6 ephone 8
no shut type 7968
exit button 1:8
exit
ip dhcp excluded-address 18.42.13.1 18.42.13.1@
ephone 9
ip dhcp pool Voice type 7968
network 10.42.13.8@ 255.255.255.0 button 1:9
default-router 18.42.0.6 exit
option 158 ip 18.42.8.6
exit ephone 18
type 7960
telephony-service button 1:10
max-dn 5@ exit
max-ephones 4@
ip source-address 19.42.9.6 port 2000
create cnf-files router ospf 2
auto assign 1 to 10 router-id 1.1.1.2
auto-reg-ephone network 18.42.13.9 0.8.0.255 area 2
exit
:Ezg:i g;@i dial-peer voice 188 voip
e session target ipv4:18.42.8.6
destination-pattern 31..
:Ezggi ggag dial-peer voice 208 voip
oEG session target ipv4:10.42.08.9
destination-pattern 32..
:5222§_§ga§ dial?peer voice_BBB voip
axit session target ipv4:10.42.0.18
destination-pattern 33..
:Ezggi_ggaj dial-peer voice 408 voip
exit session target ipv4:10.42.8.22
destination-pattern 34..
Criea=iln & dial-peer voice 588 voip
nur?bar B session target ipv4:10.42.8.26
EXEC destination-pattern 35..
ephionegdngs dial-peer voice 608 voip
:i?:er ELEE session target ipv4:10.42.0.30

destination-pattern 36..
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WLAN

*All attached screenshots for WLAN configuration steps are Ajax Site’s WLAN configurations.

Step 1: Connect SW3(in WLAN cluster) to CoreSwitch

SW3(g0/1) -Ajax Core Switch (g1/0/7) /Other sites Core Switch(g1/0/4)

Gigi?

pepT
Ajax_WLC-PC
Ajax_StaF Laptop

e Lap T
Lepto ccounting AR
an_ Guesi Lagiop P | Gigo ot

LaP-PT o 4 Gigh
mertuyaLogstes A0 (RS [ A
Cperaion AP

LA 2T LePPT
Printing and Pubishing AR acutyes_AP

Step 2: Configure DHCP pool on Core Switch and VLAN on Core Switch and VLAN

ip dhep excluded-sddzess

interface V. 01 interface Vlan3os

1*3“15“'--" :g_bdzd - description Princing Dept

nac-address 23de.bo0L o addr = b

ip address 10. 1 285,285,255.0 mas b meo'asde'h’af

f ip address 10.42.7.1 255.255.255.0
'

ip dnep excluded-sddreas
ip dhep exclu )
ip dncp excluded-ssdress .1
ip dhep excluded-address 10.42.1

interface Via:

interface Vlan306

description Executive Dept
mac-address 00e0.a3de.bS0a

ip address 10.42.8.1 255.255.255.0
'

interface Vlan500

description Staff WLAN

mac-address 00e0.a3de.bS0b

ip address 10.42.10.1 255.255.254.0
'

ip address 10.42

interface Viand0l
description Busi_Dept
mac-address 00e0.a3de.b904
ip address 10.42.3.1 255.255.255.0 interface Vlans0l

description Guest_WLAN
mac-address 00e0.a3de.b%0c
ip address 10.42.12.1 255.255.255.0

interface Viand
descripe

Rac-a ,
1P adiress 204180 BSEBED0 e tace VIansoz

interface V1an3o3 description Executive WLAN
description Inv_t_Log_Dept mac-address 00e0.a3de.b%0d

mac-address ~23de.bS0E ip address 10.42.9.1 255.255.255.0
ip addrass 10.42.5.1 285.255.255.0 '

. interface V1an900

interface Viend04 .
descripticn Operations Dept description Management Vlan
mac-address 00€0.a3de.b%08 mac-address 00e0.a3de.bS0e

ip address 10.42.6.1 255.255.255.0 ip address 10.42.254.1 255.255.255.0

Bjax SW3(config)#vlan 500

Ajax SW3 (config-vlan) #name Staff
Ajax_SW3tcnnfig—vlan}#vlan S01
Ajax_SW3tconfig—vlan}#name Guest
Ajax_SW3:config—vlan}#vlan s502
hjax_SWStconfig—vlan}#namﬁ Executives



Step 3: Change the mode of the CoreSwitch switchport connected to SW3 to trunk

interface GigabitEthernetl/0/7
switchport trunk allowed wlan 500-502,500
switchport modes trunk

Step 4: Change the mode of SW3 switchports connected to APs to trunk

interface FastEthernet0/5

switchport trunk native wvlan 500
switchport trunk allowed vlan 500-502, 200
switchport mode trunk

1

interface FastEthernet(/&

switchport trunk native wvlan 500
switchport trunk allowed wlan 500-502, 900
switchport mode trunk

1

interface FastEthernet0/7

switchport trunk native wvlan 500
switchport trunk allowed vlan 500-502, 200
switchport mode trunk

1

interface FastEthernet(/8

switchport trunk native wvlan 500
switchport trunk allowed wlan 500-502, 900
switchport mode trunk

1

interface FastEthernet0/%

switchport trunk native wvlan 500
switchport trunk allowed vlan 500-502, 200
switchport mode trunk

1

interface FastEthernet0/10

switchport trunk native wvlan 500
switchport trunk allowed wlan 500-502, 900
switchport mode trunk

1

interface FastEthernet0/11

switchport trunk native wvlan 500
switchport trunk allowed vlan 500-502, 200
switchport mode trunk

1

interface FastEthernet(/12

switchport trunk native wvlan 500
switchport trunk allowed wlan 500-502, 900
switchport mode trunk

Step 5: Change the SW3 {0/24 and g0/1 switchport mode to trunk

SW3 f0/24 (connected to WLC)

interface FastEthernetl/24

switchport trunk native wlan 500
switchport trunk allowed wvlan 500-502,900
switchport mode trunk



SW3 g0/1 (connected to Core Switch)

interface GigabitEthernetcl/1
switchport trunk allowed wlan 5S00-502,%00
switchport mode trunk

Step 6: Connect WLC to SW3 and WLC-PC
SW3(Fa0/24)-WLC(Gigl) -> VLANS500(Staff)

SW3(Fa0/1)-WLC(Gig3) -> VLAN501(Guest)

oA

P P02t — Gl
At T —
N wiLc-z Gig2 —

12 Ajax_WLC Fal
PC-PT
Ajax_WLC-PC

Step 7: Configure the IP address of WLC

B pjax wiC - m| X

Physical Ccmﬁg Attributes

GLOBAL Management
Settings
INTERFACE IP Configuration
GigabitEthernetl IPv4 Address 10.42.10.2
GigabitEthernet2 Subnet Mask 2652562540
GigabitEthernet3 Default Gateway 10.42.101
GigabitEthernet4 DMS Server
Management

Step 8: Configure the IP address of WLC-PC




W Ajax WLC-PC -

Physical ~ Config ~ Desktop  Programming  Attributes

IP Configuration

Interface FastEthernet0 . |
IP Configuration
O DHep @ Static
IPv4 Address [10.42.103 |
Subnet Mask |255.255.254.0 |
Default Gateway [10.42.10.1 |
DNS Server [0.0.0.0 |

Step 9: Create an admin account

WLC-PC>Desktop>Web Browser >type WLC IP add

Set the Admin username. admin

Password: Pa$$wOrd

and then click “Start”

B Ajax WLC-PC - [m]

Physical Config Desk‘.og Programming Attributes

> | URL hup://10.42.10.2

N
cisco

Cisco 2500 Series Wireless LAN Controller

‘Welcome! Please start by creating an admin account

[ Top




Step 10: Set up the Ajax Wireless Controller

¥ Ajax WLC-PC

Physical Config Deskwe Pregramming Artributes

< > | URL

http://10.42.10.2

'::Ills'::lol‘ Cisco 2500 Series Wireless LAN Controller

System Name  Ajax_WLC

Counry  United States (US)
Date & Time | 03/27/2022 £h $:21:07
Timezone = Eastern Time (US and Canada)

NTP Server  (optional)

Management [P Address | 10.42.10.2

Subnet Mask = 255.255.255.0

Defavlt Gateway 10.42.10.1| I

Management VLANID 0

[ Top
Step 11: Create the WLAN for Staff
Network name: [Site name| _Staff
Passsphrase: 123456789

and click next



B Ajax_WLC-PC - [m} 4

Physical Config _Deskiop  Programming  Attributes

< > | URL |http:/f10 42 10.2 Go Stop

g ) Employes Network

Network Name | Ajax_Staff

Securiny WPA2 Personal

Guest Netwark

O Tep

Through this setting, we created the 'Ajax_Staff' network with the authentication method
WPA2-PSK and password 1s 123456789. PSK is an authentication method that allows AP access
based on a pre-shared key between a client device and an AP without an authentication server
and WPA?2 is a security authentication protocol performed by Wi-Fi and follows the AES

standard.
Step 12: Leave this field as default and click “Next”

RF Parameter Optimization

Virtual IP Address 192,021

Local Mobility Group Default

“ e



Step 13: Apply the setting

| B Ajax_wiC-PC | *

Physical  Config Ec—s-.'.:-E Programming ~ Aftnibutes

< > URL |httpcii10.42.10.2 Go Stop

[] Top

Step 14: Ping to WLC from PC to activate WLC interface

from

from
from

Step 15: Log in to WLC interface



WLC-PC>Web Browser>type https://[WLC IP add]

Physical ~ Config  Desktop  Programming  Attributes

< > | URL |https://10.42.10.2 Go Stop

1 A
Authentication Required

N —
Pasword:

Wireress CAN controller

Welcome! Please click the login button to enter your user name and password

© 2005 - 2017 Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco
Systems are registered trademarks or trademarks of Cisco Systems, Inc._ and/or its affiliates in
the United States and certain other countries. All third party trademarks are the property of -

[ Top

Step 16: Make sure that all APs in WLAN network is connected to WLC

® ajax WiC-PC = [u] S

Physical Config _Desiop  Programming _ Attibutes

< | > | URL [hitps /10 42 10 2amelieless hml o Stop

vl
cisco

MONITOR ~ WIANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK
Wireless o AllAPs Entries 1 - 8of 8
= Access Points

Al APs
- Rad:

Current Filter

Number of APs 8§

AP Name 1P Address{Ipv4/1pve) AP Up Time

b Advanced tian & 10.42.10.16 0d,3hd1mars
10421011 08, 3h41mass

b OATE 1042047 0d,3hd1maTs
042109 9g,3haimass

10.42.10.13 00:00:0C:82:43:01 0d,3ha1mars

10421028 00:00:80:08,95:68 0d,3haimare

10.42.10.18 00:D0:FF-AB:ES:01 8d,3hd1mars

10421012 FT-AIR-CAPIO0OL-A-KS 00:01:C7:A8:24:19 0d,3hd1mare

b 802.11a/n/ac
b BO2.11b//n

CITos

The Ajax site, where the headquarters of Book Icons are located, has eight departments, and all

the other sites except Ajax have three departments: IT, Operation, and POS. Since one AP is



placed for each department, we must verify that eight APs are connected to the WLC on the

WLC interface.

Step 17: Create new WLAN for Guest
‘WLANs’ tab>Click “Go” button next to the ‘Create new’
SSID: [Site name] Guest

#® Ajax_WLC-PC

Physical  Config DesklUE Programming  Attributes

>  URL |https://10.42.10 2fframeWlanCreate_html

I Ill' I" Save Configuration  Ping  Logout Refresh
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT

COMMAND)

WLANs WLANS > New < BACK [Capply |
* WLANs

T WLAN ¥

WLANs vee
v Advanced Profile Name |A_'|ax_6uest |
AP Groups s5ID [ajax_Guest| ]
(s] 2 v

Step 18: Enable new SSID

B Ajax WLC-PC

Physical ~ Config _Desktop  Programming  Attributes

> | URL |https://10.42.10.2/frameWlanEdit. html

\ l et I " Saye Configuration Ping Logout Refresh

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMAND

WLANSs WLANSs > Edit “Ajax_Guest’ [ <Back | Apply |

b “:LLL::S General |' Security | QoS I Policy-Mapping |

) | Advanced

+ Advanced | | - |

Profile Name Ajax_Guest
AP Groups

Type WLAN |
SsID Ajax_Guest

Status Enabled |

Step 19: Do not set any Layer 2 security to Guest WLAN



Security>Layer2>Layer2 Security: None

W Ajax WLC-PC - ] %

Physical  Config DesklnE Programming  Attributes

< >  URL |https:/f10.42 10 2frameWlanEdit htmi

'I."I'. Save Configuration Ping Logout Refresh
CISCO MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT  COMMAND

WLANs WLANSs > Edit 'Ajax_Guest' Cheo ]
i w"if‘f | General | Security | QoS | Policy-Mapping |
* Advanced f I-La\rerZ | Layer3 | AAAServers
AP Groups
Layer 2 Security & | Mone had

MAC Filtering

We have only encrypted the wireless network for the staff of the Book Icons and set the layer 2
security for guests to none. Guests can access the network without any authentication. However,

they will never have access to wireless networks for staff.

Advanced>Check FlexConnect Local Switching, FlexConnext Local Auth

B Ajax WLC-PC - =} X

Physical ~ Config Desk‘luE Programming  Attributes

URL |https:#10.42.10. 2frameWlanEdit_htmi Go Stop

il Saye Configuration  Ping  Logout Refresh

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMAND

WLANSs WLANSs > Edit 'Ajax_Guest' ey |
A | General | Security = QoS | Policy-Mapping |
~ Advanced Advaticeil
AP Groups Universa
100 Support
FlexConnect 11v BSS
" Support
Fl |
5::5::\?? Loce Enabled

ijexcunn«t Local Auth Enabled

Step 20: Create Guest interfaces on WLC

‘Controller’ tab>Interfaces>Click “New”

Interface Name: Guest

Vian ID: 501



Change the ‘Port Number’ to 3

B pjax WLC-PC — o x

Physical  Config Desk.loe Programming  Aftributes

> | URL |https://10.42.10.2fframelnterfaceCreata._htmi
Save Configuration  Ping  Logout Refresh

il
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT —COMMAND

Controller Interfaces > New

General
Interface Name | Guest |

VLAN Id s01] ]

Interfaces

Physical Information

Port Number 3 |

0

Active Port 3

Enable Dynamic AP Management [
Interface Address

VLAN Identifier 501

IP Address 10.42.12.2
Netmask 255.255.254.0
Gateway

DHCP Information

Primary DHCP Server | 10.42.12.1

Step 21: Verify that all APs obtain IP addresses from the DHCP pool on the core switch.

Click AP>Config>Settings>Click “DHCP”

B m_ap - m} *

Physical Canﬁs Aftributes

GLOBAL

- Global Settings
Sattings
INTERFACE )
GigabitEthemet Display Name [IT AP
Dot11Radiod Gateway/DNS 1Pt
@ DHCP
O Static

Default Gateway 192168 42.5

DNS Server 172.18.42.65




Step 22: Add two wireless client devices to test Staff and Guest WLAN
Wireless client device>Config>Wireless0
For the Guest device,
SSID: [Site name] _Guest
Authentication: Disabled (There is no layer 2 security for guest WLAN)

Click “DHCP” on IP Configuration box

® Ajax_Guest_Laptop — ] *

Physical _ Config  Desktop _ Programming _ Attributes

GLOBAL Wireless0 ~
Setti
= ; 'r;git_ Port Status [ or
g::rzr;F:c:gs Bandvidth 11 Mbps
- MAC Address 00E0.BOD1.ATEQ
Wiirelessl ssiD Ajax_Guest
Bluetoath T
Authentication

@ Disabled () WEP WEP Key
() WPAPSK (C) WPAZ-PSK PSK Pass Phrase

User ID
O WPA ) WPAZ
Password
() 802.1X  Method MD5
User Name
Password
Encryption Type Disabled et
IP Configuration
@ DHCP
) Static
IPvd Address.
Subnet Mask
IPv& Configuration
1Y avtamatie h
1< >

[ 1op

Guests can connect to the wireless network by entering the correct network SSID for the guest

without any authentication.
For the Staff device.
SSID: [Site name] _Staff

Authentication: 123456789



Click “DHCP” on IP Configuration box

? Ajax_Staff_Laptop - [m] *

Physical Conﬁﬁ Desktop  Programming  Aftributes

GLOBAL | WirelessQ ~|
Settings
Algorithm Sittin S fon Status =l
g]HTEItFACE g Bandwidth 170 Mbps
MAC Address 0000 BA7 c59D
Wireless0 SSID [Ajax_staff
Bluetooth i
Authentication

() Disabled () WEP WEF Key
(O WPA-PSK (@ WPA2-PSK PSK Pass Phrasel 123456789

User ID
) WPA O wea2

Password
(O 8021 Method MD5

User Name

Password
Encryption Type AES i
IP Configuration
(@) DHCP
O static
IPvt Address

Subnet Mask

IPv6 Configuration

Aidmmnatin

[ Top

However, all staffs in Book Icons can access to the wireless staff network through entering the
encryption key configured in the WLC interface. After setting the authentication method to

WPA2-PSK, enter the previously set password 123456789 in the PSK Pass Phase box.
Step 23: Try to ping VLAN 101 gateway and IT PC from Ajax to check the connection

Staff laptop connects to Ajax_Staff can ping gw and IT PC



B Ajax_Staff Laptop - O %

Physical ~ Config Desk‘toe Programming  Attributes

Command Prompi

Guest laptop connects to Ajax_Guest can ping gw but cannot access IT PC

¥ Ajax_Guest_Laptop - O X

Physical ~ Config Desl-c[uE Programming  Attributes

ymmand Prom

Both wireless client devices must try to ping the gateway of VLAN (VLAN 101) and PC for the
Ajax IT department to check the connection status. Laptops connected to staff networks must

successfully ping to both Ajax IT department’s gateways and PC, and guest laptop must never be



connected to IT _PC. You can configure ACLs to prevent clients connected to the guest network

from accessing the staff network. Please refer to the description for the ACL configuration.

Security and Authentication

Several security features were configured and implemented as a part of the solution to ensure an

optimized, secure, and resilient network infrastructure some. These are:

e Active Directory — Provide Role-based access and authentication to devices and service.

o VLANs — To segment user traffic and improve network performance

o NAT — To secure private addressing space from the public Internet

e IPSEC VPN Tunnel — Provide a secure, encrypted channel to our backup and disaster
recovery service

e Access Control Lists — Configured to deny or permit authorized addresses to access
other internal resources or services

e Authentication and Authorization — To ensure only authorized users are grated access
to resources

e Encryption — To protect the integrity and confidentiality of internal and external traffic

in/out of the network



NAT:

Configuration and Test Results:

ip nat pool public 198.42.8.129 198.42.0.254 netmask 255.255.255.128
ip nat inside source list
ip nat inside source list

access-list 100 permit
access-list 100 permit
access-list 1@@ permit
access-list 100 permit

int go/1

ip
ip
ip
ip

100 pool public overload
101 pool public overload

172.18.42.0 0.0.0.255 10.10.10.0 0.0.0.255
192.168.42.0 ©.0.0.255 10.10.10.0 0.0.0.255
10.42.0.0 0.0.255.255 10.10.10.0 0.0.0.255
198.42.0.€¢ 0.€.0.255 10.19.10.0 ©.0.0.255

ip address 201.201.201.1 255,255.,255.0@

crypto map VPN_Azure
ip nat outside

no shut

exit

int goe/e

ip address 10.42.0.2 255,255,255,252

ip nat inside
no shut
exit

int lo1

ip address 198.42.0.1 255.255.255.0

no shut
exit

Ajax Internet Gateway>
Ljax Internet Gateway>en
Ajax_Internet_Gateway#shaw ip nat translation

Pro Inside glokal Inside local Cutside local Cutside glokal
tcp 198.42.0.129:1025 10.42.1.11:1025 10.10.10.10:80 10.10.10.10:80
Lijax Interncst Gatewav#

Ctrl+F6 to exit CLI focus Copy Paste

(] Top




IPSEC VPN TUNNEL:

Configuration and Test Results:

crypto isakmp policy 1@
encryption aes 256
authentication pre-share
group 2

hash sha

lifetime 86400

exit

crypto isakmp key ite7 address 203.203.203.2
crypto ipsec transform-set Ajax->Azure esp-aes esp-sha-hmac

crypto map VPN_Azure 20 ipsec-isakmp

set peer 203.203.283.2

set pfs group2

set security-association lifetime seconds 8640
set transform-set Ajax->Azure

match address 10

int ge/1

ip address 201.201.201.1 255.255.255.8
crypto map VPN _Azure

ip nat outside

no shut

exit

Ajax_Internet_Gateway#sth crypto map
Crypto Map VPN Azure 20 ipsec-isakmp
Peer = 203.203.203.2

Extended IF access list 100

access-list 100 permit ip 172.18.42.0 0.0.0.255 10.10.10.0

0.0.0.255

access-list 100 permit ip 1%2.168.42.0 0.0.0.255 10.10.10.0
0.0.0.255

access-list 100 permit ip 10.42.0.0 0.0.255.255 10.10.10.0
0.0.0.255

access-list 100 permit ip 19%8.42.0.0 0.0.0.255 10.10.10.0
0.0.0.255

Current peer: 203.203.203.2
Security association lifetime: 4608000 kilobytes/26400 seconds
PFS (Y¥/N): ¥
Transform sets={
Lijax->Lzure,

Interfaces using crypto map VPN_Rzure:
GigabitEthernecl/1

Ljax Internet Gateway#




BT pC - O x

Physical Config DesktoE Programming Attributes
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Command Prom
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Active Directory

Configuration and Test Results:
Step 1: Login to the server

Step 2: Launch the Server Manager Dashboard>Manage>Add Roles and Features

T Add Roles and Features Wizard - o x
i DESTINATION SERVER
Before you begin CLOUD-THRAHNKES

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
Installation hosting a website

Server Selection
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard
complete the steps, and then run the wizard again,

To continue, click Next.

[C] Skip this page by default

Step 3: Select ‘Role-based or feature-based installation’ option

. Add Roles and Features Wizard - [m] o
H + + DESTINATION SERVER
Select installation type CLOUD-THaHNKGS

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

'®) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

() Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.




Step 4: Select the local server

= Add Roles and Features Wizard - [m] X
Select destination server o THaANKaS

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Instzllation Type ®) Select a server from the server pool
() Select a virtual hard disk

Server Roles Server Pool
Featuras
Filter:
Name IP Address Operating System

19 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

< Previous Next > Install Cancel

Step 5: Check ‘Active Directory Domain Services’ to add server roles

DESTINATION SERVER

Select server roles CLOUD-TH2AHNKOS

Select one or more roles to install on the selected server.

Before You Begin

Installation Type Roles Description
[] Active Directory Certificate Services Lo Active Directory Domain Services
IBR: ctive Directory Domain Se - (A[? DS) stores information about
[] Active Directory Federation Services objects on the network and makes
[] Active Directory Lightweight Directory Services this information a}.ra_llable to users
[] Active Directory Rights Management Services and network administrators. J_AD Ds
[:] Device Health Attestation uses domain controllers to give
[] DHCP Server network users access to permitted
[:| DS Server resources anywhere on the network
[ Fax Server through a single logon process.

| [m] File and Storage Services (1 of 12 installed)
[] Host Guardian Service
[] Hyper-V
[] Netwark Contraller
[C] Network Policy and Access Services
[] Print and Document Services
[] Remote Access
[C] Remote Desktop Services
[] Violume Activation Services
¢ [m] Web Server (lIS) (3 of 43 installed)
[] Windows Deployment Services "

< Previous | | Next > Install Cancel

Step 6: Leave it as default, and click ‘Next’



o Add Roles and Features Wizard

Select features

Before You Begin
Installation Type

Server Selection

Server Roles

AD DS

Confirmation

Step 7: Click ‘Install’

i Add Roles and Features \Wizard

Select one or more features to install on the selected server,
Features

IR NET Framework Features (1 of 3 installed)|
[m] .NET Framework 4.7 Features (2 of 7 installed)
I Background Intelligent Transfer Service (BITS)
[[] BitLocker Drive Encryption

[ BitLocker Network Unlock

[[] BranchCache

[7] Client for NFS

[] Containers

[[] Data Center Bridging

[] Direct Play

[[] Enhanced Storage

[] Failover Clustering

Group Policy Management

[[] Host Guardian Hyper-V Support

[] VO Quality of Service

[] IS Hostable Web Core

] Internet Printing Client

[] 1P Address Management (IPAM) Server

[ iSNS Server service v

Confirm installation selections

Before You Begin
Installation Type

Server Selection

Server Roles

Features

AD DS

- [m]

DESTINATION SERVER
CLOUD-TH24HNKQS

Description

-NET Framework 3.5 combines the
power of the NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers’ personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

- [m]

DESTINATION SERVER
CLOUD-TH2Z4HNKQS

To install the following roles, role services, or features on selected server, dlick Install.

[1 Restart the destination server automa

X

Optional features (such as administration tools) might be displayed an this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

their check boxes.

Active Directory Domain Services
Group Policy Management

Export configuration settings
Specify an alternate source path

Step 8: Click ‘Promote this server to domain controller’



nager

| Post-deployment Configura... |

Configuration required for Active Directory Domain
Services at DCO1

s Promuote this server to a domain controller
ver _ﬁ—

0 Feature inztallation
I

Configuration required. Installation succeeded on
DCo1.

1age Add Roles and Features

Task Details

Step 9: Select ‘Add a new forest’

Root domain name: bookicons.com

fEs Active Directory Domain Services Configuration Wizard
Deployment Configuration

Select the deployment operation

) Add a domain controller to an existing domain
_) Add a new domain to an existing forest
@® Add a new forest

Specify the domain information for this operation

Root domain name: bookicons.com

More about deployment configurations

Step 10: Leave everything as default and set the DSRM password

= u] X

TARGET SERVER
WIN-GPGS0OLABIOL



Password: Pa$$wOrd

fEa Active Directory Domain Services Configuration Wizard - ] X
- - TARGET SERVER
Domain Controller Options WIN-GPGIOLABIOL

Deployment Configuration

Select functional level of the new forest and root domain

5 Forest functional level: Windows Server 2016 >

DNS Options
Additional Options Domain functional level: Windows Server 2016 -
Paths Speci .
pecify domain controller capabilities

Revi

| Domain Name System (DNS) server
Prerequisites Check | Global Catalog (GC)
Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password

Password:

Confirm password:

More about domain controller options

Step 11: Wait until NetBIOS domain name is automatically created

[z Active Directory Domain Services Configuration Wizard - a x
e . TARGET SERVER
Addlthﬂa| OpthﬂS WIN-GPGOOLABIOL

Deployment Configuration
: o Verify the NetBIOS name assigned to the domain and change it if necessary
Domain Controller Options
The NetBIOS domain name: BOOKICONS

DNS Options

Paths
Review Options

Prerequisites Check

More about additional options

Step 12: Wait until prerequisites check is completed and click ‘Install’



f Active Directory Domain Services Configuration Wizard

Prerequisites Check

- o X

TARGET SERVER
WIN-GPGIOLABIOL

| @ Al prerequisite checks passed successfully, Click ‘Install’ to begin installation.

Show more x

t Configuration

Prerequisites need to be validated before Active Directory Domain Services is installed on this computer

Domain Col

troller Options
Rerun prerequisites check

DNS Options
Additional Options @ View results
Paths §. Windows Server 2016 domain controllers have a default for the security setting named “Allow
Review Options cryptography algorithms compatible with Windows NT 4.0° that prevents weaker cryptography

algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (http://

go.microsoft.com/fwlink/?Linkld=104751).

§. This computer has at least one physical network adapter that does not have static IP address(es)
assigned to its IP Properties. If both |Pvd and IPv6 are enabled for a network adapter, both IPvd

and IPv6 static IP addresses should be assigned to both IPvd and IPv6 Properties of the ph

ical

network adapter. Such static |P address(es) assignment should be done to all the physical

network adapters for reliable Comain Name System (DNS) operation.

. A delegation for this DNS server cannot be created because the authoritative parent zone cannot

A\ If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

Step 13: Tools>Active Directory Users and Computers

o Server Manager

Actvg Dirstory Adminitratvn Center

WELCOME TO SERVER MANAGER

T
B Local Serves
B A Servers o > T
T s0Ds il s
1 oHee

& ons
B a0 and Storage Senvices b
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LeAN MORE

ROLES AMD SERVER GROUPS

W apos 1| | 8 ower 1| & ons 1| ;:‘;’:3‘““99
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Step 14: Add domain users

Expand bookicons.com>Right Click ‘Users’> ‘New’ > ‘User’



=] Active Directory Users and Com || Name Type Description
Saved Queries
v & bockicons.com
| Builtin
| Computers
2| Demain Controllers

@, Administrator User Built-in account for ad...

‘_'EAIIDw:d RO... Security Group... Members in this group c...
2, Cert Publish... Security Group... Members of this group ...
B Cloneable D... Security Group... Members of this group t..

ForeignSecurityPrincipal| &9 DefaultAcco... User A user account manage...
| Managed Service Accour R, Denied ROD... Security Group... Members in this group c...
T B2 DnsAdmins  Security Group... DNS Administrators Gro...
. Delegate Control... IpdateP... Security Group... DNS clients who are per...
Find... ain Ad... Security Group... Designated administrato...
ainlo___ Sacuribefienun  Allsedkrcbatione and ser...
New > Computer vy
All Tasks » Contact
View » Group
InetOrgPerson strato...
e msD5-KeyCredential [P -
EwportList, msD5-ResourcePropertyList ::: (
Properties msDS-ShadowPrincipalContainer que
£ Help msimaging-PSPs oup ..
Creates a new item in this container. MSMQ Queue Alias

Printer
User

_ Shared Folder _

Step 15: Put the user name and user logon name

— Hanui Lee: hlee@bookicons.com
— Gavin Beckford: gbeckford (@bookicons.com
— Jaehyeon Jeon: jjeon@bookicons.com

— Gregorie Sanche: gsanche @bookicons.com
New Object - User X

; Createin:  bookicons.com/Users

D
First name: Hanui J Inttials:
Last name: Lee
Full name: |Hanui Lee

User logon name:

[ajan’admm l @bookicons.com v
User logon name (pre-Windows 2000):
IBOOKICONS\ | |ajaxiadmin




Step 16: Set the password for domain user
Password: Pa$$w0rd

New Object - User

& Createin: bookicons.com/Users

Password: |oocooooo

Confirm password:

[[] User must change password at next logon
[[] User cannot change password

[] Password never expires

()i

< Back | Next >

Step 17: Review the setting you had made and click ‘Finish’

New Object - User

% Createin: bookicons.com/Users

When you click Finish, the following object will be created:

Full name: Hanui Lee
User logon name: hlee @bookicons.com
The password never expires.

<gack [ Foin 7] |

Cancel




Step 18: Add organization unit

Right click bookicons.com> ‘New’ > ‘Organizational Unit’

: Active Directory Users and Computers
File Action View Help

e | AE /0 XE2 HE/ PeETa%

: Active Directory Users and Com|| Name Type Description
J Saved Queries ‘ 2, Administrator User Built-in account for ad...
v IBD Delegate Control... ecurity Group...
==y Find.. ser Ajax_IT_ Admin
:: Change Domain... ecurfty Group... Members in this group c...
d Change Domain Controller... seurity Group... )
5 ser Calgary_Admin
=t Raise domain functional level... ecurity Group... Members of this group ...
z Operations Masters... ecurity Group... Members of this group t...
=_ New > Computer
— All Tasks > Contact
B Refresh ST
. InetOrgPerson
Properties msDS-ShadowPrincipalContainer
= Help mslmaging-PSPs
Creates a new item in this container. MSMQ Queue Alias

v

Organizational Unit

Step 19: Change the name of organization unit

Name it to [Site name| ex) Ajax, Toronto

Uncheck ‘Protect container from accidental deletion’ and click ‘OK’

Mew Object - Organizational Unit
-/:_? Createin: bookicons.com/
Name:

[
] Protect container from accidental deletion




Step 20: Add a group on organizational group

Right check Organizational group ‘Ajax’> ‘New’ > ‘Group

T Active Directory Users and Com|| Name Type Description
. SM‘? Queries %IT Security Group...
v 3 bookicons.com
= A
1B Delegate Control...
31 C Move...
d d Find...
a| D
= F New > Computer
1M All Tasks > Contact
2] M . Group
m— View »

Step 21: Put the name of group and leave other settings as default

MNew Object - Group

S?j Createin: bookicons.com/Ajax

Group name:

| m

Group name (pre-Windows 2000):

i
Group scope Group type
(O Domain local (®) Security
(®) Global (O Distribution
(O Universal

-

Step 22: Add user into group
Group properties>Members>Add
Enter ‘Site name’ on ‘Enter the object name to select’ box

Click ‘Check Names’ next to the box



Select Users, Contacts, Computers, Service Accounts, or Groups

Select this object type:

|Llaem.SewicaAacmrts.GroLps.nrOLI'aobieds | Object Types...
From this location:

|bookicons.com | | Locations..

Enter the object names to select {sxamples):
ajax Checlc Names

Step 23: Click the user you created previously and click ‘OK”’

Multiple Names Found X

More than one object matched the name "ajax”. Select one or more names
from this list, or, reenter the name.

Matching names:
Name Logon Name fpr...  E-Mail Address Description In Folder
%ﬂiax Ajax bookicons.com/...

Ajax_IT_ Admin bookicons.com/.

[Cok ]| concal |

Step 24: Make sure that user added to group and click ‘Apply’



IT Properties ? X

General Members Member Of Managed By

Members:

Name Active Directory Domain Services Folder
?_, Ajax_|T_ Admin bookicons.com/Users

0K Cancel Apply
— Ajax: Hanui Lee
— Toronto: Gavin Beckford

— Mississauga: Jaehyeon Jeon

— Calgary: Gregorie Sanche
Step 25: Turn on the Windows 10 Desktop and change adapter setting
Select ‘Use the following DNS server address’

Add the IP address of server (172.26.0.10) to ‘Preferred DNS server’ box



Internet Protocol Version 4 (TCP/IPvd) Properties

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(_) Obtain an IF address automatically
(®) Use the following IF address:

IP address: 72,26 .0 17
Subnet mask: 255.255. 0 . 0

Default gateway: 172.26 .0 . 1

Obtain DNS server address automatically
(®) Use the following DNS server addresses:

Preferred DNS server: 172,26 .0 .10

Alternate DMNS server:

|

[Jvalidate settings upon exit CoETE

Cancel

Step 26: Click ‘Search’ on start menu and type ‘Join a domain’

Click ‘Change’

System Properties

Computer Mame  Hardware Advanced System Protection  Remote

Windows uses the following information to identify your computer
= on the network.

Computer description:
For example: "Kitchen Computer” or "Mary's
Computer”.

Full computer name: DESKTOP-2QQJMHN

Workcgroup: WORKGROUP

To use a wizard to join @ domain or workgroup, click
Network ID. pETElD

To rename this computer or change its domain or
workgroup, click Change. =

OK Cancel Apply

Step 27: For the ‘Member of” box, select ‘Domain’



Type ‘bookicons.com’ in the box

Computer Name/Domain Changes X
You can change the name and the membership of this

computer. Changes might affect access to network resources.

Computer name:
DESKTOP-2QQJMHN

Full computer name:
DESKTOP-2QQJMHN

Member of
(®) Domain:
|bookicons.coml

() Workgroup:
WORKGROUP

Cancel
Step 28: Put user logon name and password you previously configured

ex) user logon name: hlee

password: Pa$$w0rd

Computer Name/Domain Changes

Enter the name and password of an account with permission to join the
domain.

| hlee ‘

| ---.uuc-’ ‘

Domain: bookicons.com

Step 29: Your desktop is connected bookicons.com domain



Computer Name/Domain Changes

o Welcome to the bockicons.com doemain.

Step 30: Click ‘OK’ when this message appears

Computer Mame/Domain Changes

You must restart your computer to apply

these changes

Before restarting, save any open files and close all

programs.

Step 31: Restart the desktop VM

.
.
.

Working on updates
30% complete
Don't turn off your computer

Step 32: Logon with domain user credentials

Click ‘Other user’

user logon name: hlee

password: Pa$$w0rd




Other user

Sign in to: BOOKICONS

| sign in to another domain?

Step 33: Make sure that Windows 10 desktop VM joins a bookicons.com domain with proper

domain user account

< Settings - (| *
32 ACCOUNTS Find a setting
Your account Hanui Lee

BOOKICONS\hlee

Sign-in options

Your picture
Work access

Sync your settings



[~ System

4 E3 5 Control Panel > System and Security » System v O | Search

Control Panel Home

® Device Manager

& Remote settings

9 System protection

9 Advanced system settings

See alsc

Security and Maintenance

Web Service

Configuration and Test Results:

Control Pane! yel

View basic information about your computer

Windows edition

Windows 10 Education -- .

© 2015 Microsoft Corporation. All

& st mm Windows10
System

Processor Intel(R) Xeon(R) CPU E5-2407 0 @ 2.20GHz 2.19 GHz

Installed memory (RAM):  4.00 GB

System type: 64-bit Operating System, x64-based processor

Pen and Touch: Mo Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings

Computer name: DESKTOP-01ACIGY change settings
Full computer name: DESKTOP-01ACIGV.bookicons.com

Computer description: Ajax_IT

Domain: beckicons.com

Windows activation

Windows is not activated. Read the Microsoft Software License Terms

Product ID: 00328-00000-00000-AA851 eﬁndl‘. ate Windows

Web Server (I1s)

= Add Roles and Features Wizard

Before you begin

Installztion Type

Server Selection

- ] >

DESTINATION SERVER
WIN-GBGAOLABIOL boekicons.com

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your org ion, such as sharing decuments, or
hosting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

< Previous Next > Install | Cancel




Step1: Click the Add roles and Features Wizard.

[E= Add Roles and Features Wizard — (] x

DESTINATION SERVER

Select server roles WIN-GPGIGLASIOL bookicons.com

Before You Begin Select one or more roles to install on the selected server.

Installation Ty,

Roles Description

server selection Device Health Attestation ~ Web Server (IIS) provides a reliable,
DHCP Server (Installed) manageable, and scalable Web
DNS Server (Installed) application infrastructure.
Fax Server
File and Storage Services (2 of 12 installed)
Host Guardian Service
Hyper-v
MultiPoint Services
Network Policy and Access Services
Print and Document Services
Remote Access
Remote Desktop Services
Volume Activation Services
ieb Server (IIS) (10 of 43 installed)
W] Web Server (7 of 34 installed)
 FTP Server (Installed)
W] Management Tools {1 of 7 installed)
indows Deployment Services
indows Server Essentials Experience
indows Server Update Services

00d- - - mO00000000mORIKIE

Wi
Wi
Wi

Step2: In Select server role, check the Web Server (IIS)

B Add Roles and Features Wizard — [m] *®

DESTIMATION SERVER

Select features WIN-GPGICLABIOL bookicons.com

Befors You Begin Select one or more features to install on the selected server.

Installation T Features Description
Server Selection LI Ennancea storage ~ NET Framework 2.5 combines the
Server Roles [ Failover Clustering pawer of the NET Framework 2.0
| Group Policy Management (Installed) APIs with new technologies for
s [ 17O Quality of Service building applications that offer
/| lI5 Hastable Web Core (Installed) appealing user interfaces, protect
[] Internet Printing Client your customers' personal identity
[ IP Address Management (IPAM) Server information, enable seamless and
[[] iSMS Server service secure communication, and provide
[] LPR Port Manitor the ability to model a range of
[] Management OData |15 Extension business processes.
[] Media Foundation
I [] Message Queuing
[ Multipath 1/O
I [[] MultiPoint Connector
[] Metwork Load Balancing
[[] Peer Name Resalution Protocol
[] Quality Windows Audio Video Experience
[[] RAS Connection Manager Administration Kit (CM2
[] Remote Assistance

< Previous Next » Install

Step3: In Select features, check the IIS Hostable Web Core and click Next, Install



Step4: In IIS tab, right click at Server Name, and click on Internet Information Services(iis)

Manager

R Server Manager

Dashboard
Local Server
All Servers
AD DS
DHCP

DNS

Fi

and Storage Services b

=_. SERVERS

E® wenvers 1 tomal

1Pua Address

Manageability

Last Update

Add Roles and Features
Shut Down Local Server
Computer Management
Remote Desktop Connection
Windows PawerShell
Configure NIC Teaming

Internet

EVENTS
All events | 17 total

Manage As ..
Start Performance Counters
Refresh

Server Name
WIN-GPGIOLABIOL
WIN-GPGIOLABIOL
WIN-GPGIOLABIOL
WIN-GPGIOLABIOL
WIN-GPGIOLABIOL
WIN_GEGIOLABIOL

9009
9000
9000
9000
9009

Warning
Warning
Warning
Warning
Warning
W

Co
) Py

Services (IIS) Manager

TASKS

Source

Leg
Microsoft-Windows-1IS-APPHOSTSVC  System
Microsoft-Windows-1IS-APPHOSTSVC  System
Microsoft-Windows-1IS-APPHOSTSVC  System
Microsoft-Windows-1IS-APPHOSTSVC  System
Microsoft-Windows-1IS-APPHOSTSVC  System

Date and Time

3/30/2022 10:51:39 AM
3/30/2022 10:47:39 AM

3/29/2022 T:41:39 PM

[[3! Book_Icons_ Windows_Serv... [ 172.26.0.100
= | wwwroot
Home  Share  View
« PPN > ThisPC » Local Disk (C:) > inetpub
Name
# Quick access
s
[ Deskio *
i 3] Searchstylet
& Downloads # @ sboutus
A Documents @ pomE
&= Pictures - @ Kids Books
wwwroot € test
[ web.config
[ This PC
b= script
I Desktop 100 Years of Fashion
[# Decuments = cap
¥ Downloads =] Dazed Magazine
B Music =1 I Love Korean
=] Pictures = Learn French
i videos =] Macmillan English
p2
‘i Local Disk (C2) =
p3
DVD Drive (D) 1SO L = pa
¥ Network = ps
@ A Surprise Visitor
& In Vogue
@ KakaoTalk_20220319_181102028
& p1
@ Pug Meets Pig
@ Spot, the Cat
& Where's Spot
25 items

> wwwroot

Date modified

e Size

Cascading Style S...
Cascading Style S...
Chrome HTML Do...
Chrome HTML Do...
Chrome HTML Do...
Chrome HTML Do...
CONFIG File
JavaScript File

JPEG image

IPEG image

JPEG image

JPEG image

JPEG image

JPEG image

IPEG image

JPEG image

JPEG image

JPEG image

PNG image

PNG image

PNG image

PNG image

PNG image

PNG image

PNG image

v O

Search wwwroot P

Step5: Copy web coding file to C:\inetpub\wwwroot




[

File View Help

'@ Internet Information Services (IIS) Manager

& » WIN-GPGSOLABIOL » Sites » Default Web Site »

= Start Page

L2 Application Pools

v (8] Sites
> € Default Web Site

~ -85 WIN-GPGIOLABIOL (BOOKIC]

e Default Web Site Home

Filter: ~ W Go - GShowAll | Groupby: Area -
ns
0 e
‘ | ® E-1]
Authentic.. Compression Defoult  Directory  ErrorPages  Handler HTTP
Document  Browsing Mappings  Respon..
= = 8 ke o=
8 = H & £ 8
Logging  MIME Types  Modules Output Request  SSL Seftings
Caching  Filtering
Management
Configurat.
Editor

- O x
=G @-
Actions
B eplore
Edit Permissions.
Edit Site
Bindings..

[E Basic Settings.

View

Manage

2 Restart

Browse Website

[E] Brow
Brow

Adval

Applications
Virtual Dir

ries

Website [eS

%80 (http)

<e
HGJbookcions.com on
0.10:80 (htp)

nced Settings...

< 5 | [l Festures View |{Z Content View
Ready L
Step6: Go site and Default website page, and click the Default Document
'€ Intemet Information Services (1IS) Manager — o b3
< > O » WIN-GPGSOLABIOL » Sites » Default Web Site » gj Fe E}] @v
File View Help
Connections Actions
e & e 0 Default Document il
':_3 Start Page Use this feature to specify the default file(s) to return when a client does not request a specific file, Set Disable
95 WIN-GPGIOLABIOL (BOOKIC | Gefault documents in order of priority. ReveiTo Pt
2 Application Pools

~-[&] Sites
Default Web Site

< >

Name Entry Type
Home.html Local
Default.htm Inherited
Default.asp Inherited
index.htm Inherited
indechtml Inherited
fisstart.htm Inherited

[=] Features View

Configuration: ‘Default Web Site' web.config

@ Help

Step7: Right Click and press Add button, and type Home (Home page name).html



Site Bindings
Type Host Mame Port IP Address Binding Informa... Add...
http a0 *
http www.HGJbookci... 80 172.26.0.10
Bro
Close
Step8: Right click the Default Web Site
| &8 Active Directory Domains and Trusts - [m] x
File Action View Help |
e a@E ez |
W Internet Information Services (IIS) Manager — m] x
‘e @ » WIN-GPGIOLABIOL » Sites » Default Web Site » @G @-
File View Help
e 2|8 Q Default Document e
-9 Start Page Site Bindings ? > | picable
-85 WIN-GPGIOLABIOL (BO( F'_ o
L Application Pools Type | A Site Binding ? x . Selvees
v 5] Sites P : Help
& Default Web Site htp Type: IP address: Port:
http http ~| [17226.000 ~] [s0
Host name:
Example: it or marketi it
Close
- ~ | [ Features View | Content View

Step9: In ip address change to All Unassigned to Server ip address and type the URL address.



" hosts - Motepad - m] X
File Edit Format View Help

# Copyright (c) 1993-2089 Microsoft Corp.

#

# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

#

# This file contains the mappings of IP addresses to host names. Each
# entry should be kept on an individual line. The IP address should

# be placed in the first column followed by the corresponding host name.
# The IP address and the host name should be separated by at least one
# space.

#

# Additionally, comments (such as these) may be inserted on individual
# lines or following the machine name dencted by a "#' symbol.

#

# For example:

#

# 182.54.94.97 rhino.acme.com # source server

# 38.25.63.18 X.acme.com # x client host

# localhost name resolution is handled within DNS itself.

# 127.8.0.1 localhost

# HE localhost

172.26.8.18 www.HGIbookcions. com

Step10: Go Windows -> System32 -> drivers -> etc and open the host file, in the bottom add the

Server ip address with URL address.

'€ Internet Information Services (1IS) Manager — m] by
(s @ » WIN-GPGOOLABIOL » Sites » Default Web Site » s @

File  View Help

ST 9 Default Web Site Home T

= Start Page

Edit Permissions...

; Filter: - ¥ Go - 4 Show All | Group by:
€5 WIN-GPGIOLABIOL (BOOKIC e o - §Show roup by: Area
i[5} Application Pools s B ~
v (& Sites : - - =
: 5 8
€D Default Web Site : Ij‘_E) QJ @ =0 - = H

{Authenticati| Compression  Default  Directory  ErrorPages  Handler HTTP

Document  Browsing Mappings  Respon.. rtual Directories
LJ o 4?% Fe] = % Manage Website -
Logging  MIME Types  Modules Output Request  SSL Settings & Restort
Caching  Filtering
Management ~
Configurat..
Editor

< > | =] Features View | i3 Content View

Ready 6z

Step11: In the internet Information Serveries (iis) Manager, press start or Restart button



@ HGJ Cencol Solution BookStore X @ HGJ Cencol Solution BookStore X |+

C A Not secure | hgjbookcions.com

Book Icons

Home | Books | About us

log in

Password

Popular Kid Book —_—

Here are children's favorite books

Click here

Step12: On the right side in the Actions, Press (URL) on (Server Ip address) http. In this case,

www.HGJbookcions.com on 172.26.0.10:80 (http). As a result, we can see home page in browser

HTMLS CSS, JavaScript

Book Icons
log in

Popular Kid Book

Here are cb

Al g o1 Mgjor BoDks

#re you lncking fro callege books? Lean
Click here



Book Icons

Home | Books | Aboutus

Popular Kid Book

- the adventures of -

Where’s £f Spot the Cat SUPH'[ MOU ?5[

o SUrprise Visjio,-

Eric Hill ; H:Nnvcm.: AR : = ilustrated
Where's Spot? Spot, the Cat A Surprise Visitor
by Hill, Eric by Cole, Henry The Adventures of Sophie Mouse
Click here Click here Click here

Language BooK

ALEH2

e
| =]
| Love Korean

ffng]sﬁ

Language Book

e L

1 Weaocerese
~—

| Love Korean Macmillan English 1 Learn French

The series of short-term Language Book Paperback 6 Books in 1
Click here Click here Click here



Popular Magazine

In Vogue Dazed Magazine 100 Years of Fashion
most Famous Fashion Magazine most influential independent fashion 100 Years of Fashion documents
Click here Click here Click here
Q B¢

Home Books About us

22W --Technologist Project
(SEC. 004)

The HGJ Cencol Solution project team for Book lcon will
consist of three members: Hanui Lee, Gavin Beckford,
JaeHyeon Jeon. The HGJ Cencol project team was organized
to achieve the customer needs and business goals of Book
lcon and was formed by recruiting suitable personnel to
carry out the project. This team can be disbanded if the
customer's requirements are met. Each member has
strengths in proposing and providing various IT solutions
and strives to achieve the goals of the project. Efficient
communication and cooperation among members will
continue to take place for successful project




HTMLS Coding
Home.html

Home page part

<!DOCTYPE html>
—<html lang="en">
§<head>
<meta charset="utf-8"/>
<meta name="viewport" content="width=device-width">
<title>HGJ Cenceol Sclution BookStore</title>
<link href="SearchStylet.css" rel="stylesheet" type="text/css" />
B <style type="text/css">

a{text-decoration:none; color:#000000;}
a:hover{color:#££0000;}

/* nav tag */

nav ul{padding-tep:10px;}

nav ul 1i {
display:inline;
border-left:1px solid #999;
font:bold 12px Dotum;
padding:0 10px;

}
nav ul li:first-child{border-left:none;}
- </style>

F</head>

& HGJ Cencol Solution BookStore X

For title page, we put in HGJ Cencol Solution Bookstore, so we can check the name on the

Internet tab.

In the link part, it brings up a CSS file named SearchStyle, so the settings named in all classes
are migrated to the coding in this file. in the navigation area, Change the top margin to 10px,
vertical column to horizontal column, display | on the left side of each menu (category display),
font setting - 12px in bold, menu spacing, menu sorting, delete the leftmost |. as a result, head

part is done.



<body>

<hl class="Title">Book Icons</hl>
search">

fas fa-search"></i>
<input e="text">

<i clas fas fa-keyboard"></i>
<i class="fas fa microphone"></i>
</div>
<nav>

<ul class="MenuBar">
<li»<a href="home.html">Home </a></li>
<li»<a href="Kids Books.html">Books </a></1li>
<li»<a href="about us.html">About us </a></li>
</ul>
</nav>

"logo”>log in</hl>
container”>
=="text" placeholdsr="ID" id="id" class="account">
lder="Password" id="password" class="account">
<button id="login" class="account">login</button>
<p id="alert" class="account"> </p>
</div>
</dive
<seript sre="seript.js"»</script>

"password" pla

<br>

Book Icons log in

D

Password

Home | Books | About us

In the first line from page, output the Book Icon according to the setting Class="title".

Use div to define the first area and follow the search settings and create a search window using 1

tag. Follow the fas fa-search, fas fa-keyboard, and fas fa-microphone settings, respectively.

Use div to define the first area and follow the Menmubar settings, and create a navigation tag,
follow the Manubar settings, and press three buttons to create a home page and a books page and

about us.html to move to home.html.



Use div to create an area, follow the main setting, output log in, follow the logo setting, and then
use div to create a sub-area and follow the container setting with have an id tag, create a window
that can be input, and the class follows the account, and it has a pass setting tag and the class

follows the account.

Create a button below it, and the id follows login. At this time, class has an account, and the text
statement shown is login. Use p to define a paragraph and follow the alert with id with class =
account. This is a message according to the result after entering it. To activate the login window

feature, load a JavaScript file with the script.js source.

<div class="box1-1">

<br<hbre

<hl class="Title2">Popular Kid Book</hl>

<hl-1 class="Title3">Here are children's faverite bocks</hl-1>
<br><br><br>

<ul class="Cleck">

<lir<a href="Kids Books.html"">Click here </a></1i>

</ul>

</div>
<div class="box1-1">
<img src="p2.jpg" class="boxl">

</div>
<br>
<div class="box1-2">
<img src="p3.jpg" class="box2-2">

<h5>A11 kind of Major Books</h5>

<h5-1>Are you locking fro college books?</h5-1>
<ul class="Cleck">

<li»<a href="Kids Books.html">Click here </a></1i>
</ul>
</div>

<div class="box2-2">

<img src="p4.jpg" class="box2-2">

<h5>All Language in the world </hS>

<h5-1> Learn a new language this year </h5-1>

<ul class="Cleck">

<li»<a href="Kids Books.html">Click here </a></1i>
</ul>

</div>

<div class="box3-2">

<img sro="p5.jpg" class="box2-2">

<h5> Popular Magazine</h5>

<h5-1> Are you curious these day trend?</h5-1>
<ul class="Cleck">

<li»<a href="Kids Books.html">Click here </a></1i>
</ul>

</div>

</div>
</div>
</div>



The div with the outermost region is defined, and the class follows test1.
Declare an area with detailed settings of the outermost area, and class follows test2-1.
For the newly created area within the created area, the div is redefined, and the class follows

test3-1.

Use div to create a region, and class defines the setting values according to box1-1.

Print out the text "Popular Kid Book" as the title. Below that, print out Here are children's

favorite books as the body content. Create the button that follows the class "cleck" through "ui".

Show the Click here text, if users have the text to display and press it, it will go to a file named
Kinds books.html, which is a book page. Set the div area to the right. Class follows box1-2. It

brings up the image. The source is a file named p4.jpg with the class setting follows box2-2.

Popular Kid Book

Here are children's favorite books

Click here

After spacing, follow box1-2 setting through class through div commend, and p3.jpg. Create an
image with a jpg source and follow the box2-2 setting for class. Output text with the heading All
Major Books under the image and print “Are you looking from college books?” with the small
font size function of h5-1. Show the Click here text, if users have the text to display and press it,

it will go to a file named Kinds books.html



Create the box2-2 setting through class through div commend, and p4.jpg. Create an image with
a jpg source and follow the box2-2 setting for class. Output text with the heading All Language

in the world under the image and print “Learn a new language this year” with the small font size
function of h5-1. Show the Click here text, if users have the text to display and press it, it will go

to a file named Kinds books.html

Create the box2-2 setting through class through div commend, and p5.jpg. Create an image with
a jpg source and follow the box2-2 setting for class. Output text with the heading Popular
Magazine under the image and print “Are you curious these day trend?” with the small font size
function of h5-1. Show the Click here text, if users have the text to display and press it, it will go

to a file named Kinds books.html

ekl

All kind of Major Books All Language in the world Popular Magazine

Are you looking fro college books? Learn a new language this year Are you curious these day trend?
Click here Click here Click here

This concludes home.html coding.



Books Page part

<!DOCTYPE html>
[<html lang="en">
[<head>
<meta charset="utf-8"/>
<meta name="viewport" content="width=device-width">
<title>HGJ Cencol Solution BookStore</title>
<link href="SearchStylet.css" rel="stylesheet" type="text/ecss" />
| <style type="text/css">

a{text-decoration:none; color:#000000;}
a:hover{color:#££0000;}

/* nav tag */
nav ul{padding-top:10px;}
nav ul 1i {
display:inline;
border-left:1px solid #999;
font:bold 12px Dotum;
padding:0 10px:
}
nav ul li:first-child{border-left:none;}
</style>

</head>

@ HGJ Cencol Solution BookStore X

The head part is the same as before. we put in HGJ Cencol Solution Bookstore, so we can check

the name on the Internet tab.

In the link part, it brings up a CSS file named SearchStyle, so the settings named in all classes
are migrated to the coding in this file. in the navigation area, Change the top margin to 10px,
vertical column to horizontal column, display | on the left side of each menu (category display),
font setting - 12px in bold, menu spacing, menu sorting, delete the leftmost |. as a result, head

part is done.



{bgdy}

<hl class="Title">Book Icons</hl>
<div class="search">
<1 class="fas fa-search"></1>
<imput type="text">
<1 class="fas fa-keyboard"»</i>
<1 class="fas fa-microphone"»</ix
</div>
<nav>
<ul class="MenuBar">
<11»<a href="HOME.html">Home </a></l1i>
<li»<a href="Kids Books.html">Books </a»</li>
<1ix<a hrzf="about us.html"=About us </a></1i>
<fuls
</nav>
<hre

S </dive

Book Icons

Home Books About us

In the first line from page, output the Book Icon according to the setting Class="title".

Use div to define the first area and follow the search settings and create a search window using i

tag. Follow the fas fa-search, fas fa-keyboard, and fas fa-microphone settings, respectively.

Use div to define the first area and follow the Menmubar settings, and create a navigation tag,
follow the Manubar settings, and press three buttons to create a home page and a books page and

about us.html to move to home.html.



<div class="testl">

<div class="test2-1">

<div class="test3-1">

<hl class="Title2">Popular Kid Book</hl>
<div class="boxl-2">

<img src="Where's Spot.png" class="box2-2">
<hS>Where's Spot?</hS>

<h5-1>by Hill, Eric</h5-1>

<ul class="Cleck">

<lir<a href="#">Click here </a></li>

<ful>

</divs

<div class="box2-2">

<img src="Spot, the Cat.png" class="box2-2">
<h5>Spot, the Cat </hS>

<h5-1> by Cole, Henry </h5-1>

<ul class="Cleck">

<li><a href="#">Click here </a)</liﬂ

</ul>

</fdivs

<div class="box3-2">

<img src="A Surprise Visitor.png" class="box2-2">
<h5> A Surprise Visitor</nS>

<h5-1> The Adventures of Sophie Mouse</h5-1>
<ul class="Cleck">

<lir<a href="#">Click here </a></li>

</ful>

</div>

</divs

</fdivs
<fdiv>

Popular Kid Book

he adventures of

Where’s £ Spot, thz\Cat SUPH'I’[ NUI;S[

(2

4 Surprise Visjges-

,F LV

Eric Hill

Where's Spot? ) Spot, the Cat A Surprise Visitor
by Hill, Eric by Cole, Henry The Adventures of Sophie Mouse
Click here Click here Click here

The div with the outermost region is defined, and the class follows test1.
Declare an area with detailed settings of the outermost area, and class follows test2-1.
For the newly created area within the created area, the div is redefined, and the class follows

test3-1. Print Popular Kid Book as the subject of this area.



Create the box1-2 setting through class through div commend, and Where's Spot.png. Create an
image with a jpg source and follow the box2-2 setting for class. Output text with the heading
Where's Spot? under the image and print “by Hill, Eric” with the small font size function of h5-1.

Show the Click here as text.

Create the box2-2 setting through class through div commend, and Spot, the Cat.png. Create an
image with a jpg source and follow the box2-2 setting for class. Output text with the heading
Spot, the Cat under the image and print “by Cole, Henry” with the small font size function of

h5-1. Show the Click here as text.

Create the box3-2 setting through class through div commend, and A Surprise Visitor.png.
Create an image with a jpg source and follow the box2-2 setting for class. Output text with the
heading A Surprise Visitor under the image and print “by Cole, Henry” with the small font size

function of h5-1. Show the Click here as text.

<diw class="testl">

="testzZ2-1">

"test3-1">
"TitleZz">Language BooK<,/hl>
Zdiw class="boxl-2">

<dimg sSrc="I Lowve Forean.jpg" class="boxZ-2">
<h5>T Lowve FRorean<,h5>
<h5—1>The series of short-term-=,/h5-—1>

<ul class="Cleck">

<li»<a href="g">Click here < a></ 1i>

<J/ul>

< SAiws

<diwv class="box2-2">

<img src="Macmillan Engli=sh.Jjpg" class="box2-2">>

<hS5>Macmillan English 1 </ 5>
<nS—-1> Langnage Book Paperback </ /nS—1>

<ul class="Cleck">

<lir<a href="#">Click here </ /a></ 1i>
<JSul>

<J/Sdiwv>

<diwv class="box3-2">

=<img src="Learn French. jpg" class="boxZ-2"3>
«<h5>» Learn French</hS5>

<hS5—-1> 6 Books in 1</hS5—1>

<ul class="Cleck">

<lir<a href="f#">Click here < fa></1i>
</ul>

< diws>

< diws>

< SAiws

< /Sdiws>



The div with the outermost region is defined, and the class follows test1.
Declare an area with detailed settings of the outermost area, and class follows test2-1.
For the newly created area within the created area, the div is redefined, and the class follows

test3-1. Print Language BooK as the subject of this area.

Create the box1-2 setting through class through div commend, and I Love Korean.jpg. Create an
image with a jpg source and follow the box2-2 setting for class. Output text with the heading I
Love Korean under the image and print “The series of short-term” with the small font size

function of h5-1. Show the Click here as text.

Create the box2-2 setting through class through div commend, and Spot, the Macmillan
English.jpg. Create an image with a jpg source and follow the box2-2 setting for class. Output
text with the Macmillan English 1 under the image and print “Language Book Paperback™ with

the small font size function of h5-1. Show the Click here as text.

Create the box3-2 setting through class through div commend and Learn French.jpg. Create an
image with a jpg source and follow the box2-2 setting for class. Output text with the heading
Learn French under the image and print “6 Books in 1 with the small font size function of h5-1.

Show the Click here as text.



Language BooK

AL2SHE

=0

1 Love Korean

| Love Korean Macmillan English 1 Learn French

The series of short-term Language Book Paperback 6 Books in 1
Click here Click here Click here

The div with the outermost region is defined, and the class follows testl.
Declare an area with detailed settings of the outermost area, and class follows test2-1.
For the newly created area within the created area, the div is redefined, and the class follows

test3-1. Print Popular Magazine as the subject of this area.

Create the box1-2 setting through class through div commend, and In Vogue.png. Create an
image with a jpg source and follow the box2-2 setting for class. Output text with the heading In
Vogue under the image and print “most Famous Fashion Magazine” with the small font size

function of h5-1. Show the Click here as text.

Create the box2-2 setting through class through div commend, and Spot, the Macmillan Dazed
Magazine.jpg. Create an image with a jpg source and follow the box2-2 setting for class. Output
text with Dazed Magazine under the image and print “most influential independent fashion” with

the small font size function of h5-1. Show the Click here as text.

Create the box3-2 setting through class through div commend, and 100 Years of Fashion.jpg.

Create an image with a jpg source and follow the box2-2 setting for class. Output text with the



heading Learn French under the image and print “100 Years of Fashion documents” with the

small font size function of h5-1. Show the Click here as text.

This concludes books page coding.

Popular Magazine

Dazed Magazine 100 Years of Fashion
most Famous Fashion Magazine most influential independent fashion 100 Years of Fashion documents
Click here Click here Click here

About us page

<!DOCTYPE html>
|<html lang="en">
|<head>
<meta charset="utf-8"/>
<meta name="viewport" content="width=device-width">
<title>HGJ Cencol Solution BookStore</title>
<link href="SearchStylet.css" rel="stylesheet" type="text/css" />
] <style type="text/ecss">

a{text-decoration:none; color:#000000;}
athover{color:#££0000;}

/* nav tag */

nav ul{padding-top:10px;}

nav ul 1li {
display:inline;
border-left:lpx solid #999;
font:bold 12px Dotum;
padding:0 10px;

}
nav ul li:first-child{border-left:none;}

</style>

-</head>

@ HGJ Cencol Solution BookStore X



The head part is the same as before. we put in HGJ Cencol Solution Bookstore, so we can check

the name on the Internet tab.

In the link part, it brings up a CSS file named SearchStyle, so the settings named in all classes
are migrated to the coding in this file. in the navigation area, Change the top margin to 10px,
vertical column to horizontal column, display | on the left side of each menu (category display),
font setting - 12px in bold, menu spacing, menu sorting, delete the leftmost |. as a result, head

part is done.

<body>

<hl class="Title">Book Icons</hl:>
<div class="search">

<i class="fas fa-search"></i>

<input type="text":>

<i class="fas fa-keyboard"></i>

<i claszz="fas fa-microphone"></i>
<fdiwe
<nav>

<ul class="MenuBar":>
. href="HOME.html">Home </a></1li>

href="Kids Books.html":>Books </a></li>
href="about us.html">Abount us </a></1li>

Book Icons

Home Books About us

In the first line from page, output the Book Icon according to the setting Class="title".

Use div to define the first area and follow the search settings and create a search window using 1

tag. Follow the fas fa-search, fas fa-keyboard, and fas fa-microphone settings, respectively.



Use div to define the first area and follow the Menmubar settings, and create a navigation tag,
follow the Manubar settings, and press three buttons to create a home page and a books page and

about us.html to move to home.html.

]:div class="test1">

<bry<hrbry

<ing src="cap.jpg" class="boxl"

<br<hrx<hr>

</divy
] <div class="box1-1">

<hl class="Title2">22W --Technologist Project (SEC. 004)</hl>
] <hl-1 class="firstpara">
The HGJ Cencol Solution project team for Book Icon will consist of three members: Hanui Lee, Gavin Beckford, JaeHyeon Jeon. The HGJ Cencol project team was organized to achieve the customer needs and business goals of Book
</nl-1»
</divy
<br>

</divy
</divy
- </divy

~¢/body>
</html>

22W --Technologist Project
(SEC. 004)

The HGJ Cencol Solution project team for Book lcon will
consist of three members: Hanui Lee, Gavin Beckford,
JaeHyeon Jeon. The HGJ Cencol project team was organized
to achieve the customer needs and business goals of Book
leon and was formed by recruiting suitable personnel to
carry out the project. This team can be disbanded if the
customer's requirements are met. Each member has
strengths in proposing and providing various IT solutions
and strives to achieve the goals of the project. Efficient
communication and cooperation among members will
continue to take place for successful project

The div with the outermost region is defined, and the class follows test1.
Declare an area with detailed settings of the outermost area, and class follows test2-1.
For the newly created area within the created area, the div is redefined, and the class follows

test3-1.

Use div to create a region, and class defines the setting values according to boxl1.



Class follows box1-1. It brings up the image. The source is a file named cap.jpg with the class

setting follows box2-2.

Print out the text "22W --Technologist Project (SEC. 004) " as the title. Below that, print out

explanation of our Capstone project. as the body content.

CSS

Firstpara is the body of about us page. The color of the text is black, and the element is displayed

as a block. The space around is automatically set to the left of the character alignment.

Title, Title2, and Title3 are each character settings for the h tag. Title2 is a subject in div and has

a large font size. And it is always in the center.



.MenuBar {
display: block;
text-align: center;
margin: auto;

.Cleck {

list-style: none;
padding-left: Opx:
font-size: 1l6px;
display: block;
text-align: bottom:;
margin: auto;

Munubar is a sort setting for the page item menu. Block settings make it horizontal rather than

vertical.

cleck is the setting for click here. The li tag automatically generates a ball on the left based on

the default value, but I removed it with list-style: none.

Jinput {
width: 100%;
border—-radius: 20px;
border: 1px solid #bbb;
margin: 10px 0;
padding: 10px 12px;
font-family: fontAwesome;

-}

j.fa—-search {
position: absolute;
left: 15px;
top: 20px;
margin: 0;

-}

j.fa-keyboard {
position: absolute;
right: 35px;
top: 20px;

-}

j.fa-microphone {
position: absolute;
right: 15px;
top: 20px;
color: blue;

Input, fa-search, keyboard, and microphone are settings for the search bar. Fa-search, keyboard,

and microphone are each setting for the left magnifying glass, keyboard, and microphone.



|l.testl {

display: flex;
Justify—-content: center;
align-items: top;
min-height: 100vh;
height: 300px;

}
|l.testl-1 {

display: grid;
place—-items: center;
min-height: 100wvh;
background: #ddd;
height: 300px;

}

|.test2 {
display: table-cell;
text-align: center;
vertical-align: middle;

}

|.test3 {
display: inline-block;
color:#E££ff;

Tests 1, 1-1, 2, and 3 are the div area settings in the body area on all pages. The size is large as a

setting for the overall area where the content will be placed.

J.boxl, .box2, .box3({
width: 450px;
height: 300px;
background: #£00;
color: #111;
text—-align: center;
float: left;
margin-right: 10px;
-}

J.boxl1l-1, .boxZ2-1, .box3-1{
width: 450px;
height: 300px;

color: #111;
text-align: center;
float: left;
margin-right: 10px;
margin-top: 10px;

-}

J.boxl-2, .box2-2, .box3-2{
width: 300px;

height: 300px;

color: #111;
text—-align: center;
float: left;
margin-right: 10px;
margin-top: 10px;




The box setting is the div area setting for placing content in the area that was caught in the test. If
two contents are placed in one row, the size is 450x300, and if three contents are placed in one

row, it is 300x300.

].main {
display: block;
float: right;
margin: auto;
width: 150pax;
height: 150pXx;
display: f£flex:;
Justify—content: ocenter;
align—items: cocenter;
flex—direction: oolumr;
border: lpx solid lightgrey:
border—radius: 5bHpx;

-1

]lelogo {
margin—top: Opx’;
margin—bottom: L1px;

-1

1#login {
width: 100%;
background—oolor: skyblue;
border—color: transparent;
color: white

-1

1#loginZ {
font—=size:1l6px;
width: 100%;
background—oaolor: skyblue;
border—color: transparent;
color: white

-}

].account {
display: bloock;
margin—-bottom: 3Ipx;
padding: 3px;
border: lpx solid lightgrawy:
border—radius: 3px;

-}

1#alert {

border—color: transparent;

-1

Configuration for login area.



Java script

const 1d = document.getElementById('id")

const password = document.getElementById('password')
const login = document.getElementById('login')

let err3tack = ;

S]login.addEventListener('click’', () => {
% if (id.valus == 'Zdmin') {
= if (password.valus = 'Zdmin') {
alert('Login Successfull')
b 1
9 else |
alert('Please check your ID and Password')

errStack ++;

b }
9 else {
alert ('The account doss not exist.")

- }

9 if (errstack >= 5) |
alert('Error logging in 5 times, try to find the password.')

Get the id data value from the id tag.

Get the password data value from the password tag.

When the user presses the click button, the if statement is activated.

Login Successful if the ID is Admin password! print out the phrase

If the ID is Admin or password is incorrect, please check your ID and password will be printed.
If both the ID and the secret number are incorrect, the account does not exist. will be displayed.
If the ID is correct, but the password is incorrect more than 5 times, the phrase Error logging in 5

times, try to find the password.



Backup and Disaster Recovery

The availability, confidentiality, and integrity of data is critical to any modern organization. HGJ
Cencol understands the importance of having a strategic and reliable backup and disaster
recovery plan, and how that plan will protect Book Icons information and organisational assets,
exacerbated by the fact that the organizations business model is ecommerce and requires a high
availability environment. We will implement backup and recovery using warm backup site on the
Microsoft Azure Cloud. Microsoft Azure offers end-to-end backup and recovery solutions over a

secure, scalable, and cost-effective solution.

CENTENNIAL COLLEGE (CENTEN... 80

Home

% Education | Overview = X

® Overview

3 Gerstaned Start building the future with Azure for Students! Claim your Azure credit naw

Students are eligible for $100 credit from Azure for Students
Learning resources

& Roles
d Software

¥ Learning
< Explore Azure roles  see all 1oles

My account

" Data Scientist g Al Engineer @ Developer
& Profile

You're skilled in techrology and the social

Need help?

Support

I Al Engineer.

earn more » earn more >

Download free software  see all software

sl SOl Server 2019 Develoner o M Vicual Studia Frterarice Frifinn 2022 BB nachine | sarning Seruer 047 for
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Hardware Configuration Files:

Ajax:
Ajax_Core_Switch_Con Ajax_PBX_Server_Conf Ajax_SW1_Config.txt ~Ajax_SW2_Config.txt
ig.txt

fig (1).txt

= S S |

Calgary:
Calgary_Core_Switch_ Calgary_PBX_Server_C Calgary_SW1_Config.t

Config.txt onfig.txt

Edmonton:



g o o

Edmonton_Core_Swit Edmonton_PBX_Serve Edmonton_SW1_Confi
ch_Config.txt r_Config.txt g.txt

Mississauga:

= = A= A= |

Mississauga_Core_Sw Mississauga_PBX_Ser Mississauga_SW1_Co Mississauga_SW2_Co
itch_Config (1).txt ver_Config.txt nfig.txt nfig.txt

Montreal:

= = =

Montreal_Core_Switc Montreal_PBX_Server Montreal_SW1_Confi
h_Config (1).txt _Config.txt g.txt

Quebec City:

= = SO =

QuebecC_Core_Switc QuebecC_PBX_Server QuebecC_SW1_Confi
h_Config.txt _Config.txt g.txt

Toronto:

= SO = |

Toronto_Core_Switch_ Toronto_PBX_Server_ Toronto_SW1_Config.
Config (1).txt Config.txt txt

Server Farm:

o S |

Server_Farm_1 (1).txt Server_Farm_2 (1).txt



Internet gateway:

&

Internet_Gateway_Con
fig (1).txt

Public gateway:

&

Public Router Config
(1)xt

Addressing Table:

AN
3
HGJ Cencol
Subnetting Scheme (3
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