TEXHONOTII 3AXUCTY IHOOPMALII
B KOMM'IOTEPHUX CUCTEMAX

Kpeputn 1a 5 ECTS /150 ropuu: nekuii - 20 roa., nabopatopHi - 50 rog. Ta 80 roa,. Ha
KiNbKiCTb roguH: camocTiiiHy poborty, 3anik

I. Onnc HaBYaNbHOT ANUCLMNAIHN

CyuyacHuin ctaH po3BUTKY iHOOPMALIAHUX TEXHONOrN NOKA3ye CTPIMKMA PO3BUTOK METOAIB Ta
3acobiB 3axucty iHpopmauii B KOMN'IOTEpPHMX CMCTeMax V 3B'A3KY i3 36iNblueHHAM KinbKoCTi Ta
iHTEHCMBHOCTI 3arpo3, L0 BMHUKAKTL K BCepefMHi CUCTEMM TaK i 3@ ii MeXamu.

HaBuanbHuin Kypc «TexHonorii 3axucty iHpopmauii B KOMN'IOTEPHUX CMCTEMAX» NPU3HAYEHUA ans
BWBYEHHSA OpraHisauii 3axucry iHbopmauii B KOMN'IOTEPHUX CUCTEMAX, BY SKOMY BUKNAAEHO 3aranbHi
nigxogn A0 po3pobku mopeneit 3arpo3 Ta MOPYLIHMKIB, GOPMYBAHHA Ha X OCHOBI 3axOfiB 3aXMCTy
iHpopmadii. llogaHo MeToAMKY CTBOPEHHSI KOMMJIEKCHUX CUCTEM 3axucTy iHGOopMmaLii B aBTOMATM30BaHNX
Ta obuncnoBanbHux cuctemax. HapaHo nopsAAoK BMKOPUCTAHHA HOPMATMBHUX [OKYMEHTIB B ranysi
TeXHIYHOro 3axucty iHbopmauii Ta pekomeHfauii WOA0 NOPAAKY GQYHKLiIOHYBAHHA CIyX6O 3axucry
iHpopMaLlii B KOMN'IOTEPHUX CUCTEMAX.

Il. MeTa Ta 3aBAaHHSA HABYaANIbHOI ANCLUNAIHK

Meta Kypcy - HabyTTa TEOPETUYHUX 3HAHb Ta MPAKTUYHMX HABUYOK NOOYA0BK CUCTEM TEXHIYHOIO Ta
KpunTtorpadiyHoro 3axucty inpopmaduii Ha 0CHOBI po3pobnennx mogeneit 3arpos.
3aBAaHHAM BMBYEHHS aucumnniin  «TexHonorii 3axucty iHpopmauii B Komn'lOTepHMX
cMcTeMax»:
- (GOpPMYBaHH CUCTEMHOrO MNiAXoAy [0 LOCNIMKEHHA CUCTEeM TEeXHIYHOro Ta KpuntorpadiuHoro
3axuCTy iHpopMaLii B KOMN'IOTEPHUX CUCTEMAX;
- HabytTa HaBMUKiB po3pobneHHs mopeni 3arpos Ta mogeni NopyLIHUKa
iHGOpPMaLiNHO-KOMN'IOTEPHUX CUCTEM;
- OTPUMAHHS 3HaHb MOPSAAKY 3aCTOCYBAHHA ICHYIOYMX Ta NEPCNeKTUBHUX TEXHOMOTiA 3axucty
iHpopMaLii.
lepenik nporpaMHux KoMneTeHTHOCTE, WO POPMYE HaBYaNbHA AUCUUNAIHA:
- 3aranbHi:
3K1 - 3paTHicTb 10 aBCTPAKTHOr0 MUC/IEHHS, AHaNi3y Ta CUHTE3y;
3K2 - 3paTHiCTb 3aCTOCOBYBATH 3HAHHA Y NPAKTUYHUX CUTYALiSX;
- 3K3 - 3HaHHg Ta po3yMiHHA npegmeTHOT 06nacTi Ta po3yMiHHA NpodeciiHoi fisnbHOCTI;
- 3K9 - 3paTtHicTb NpauoBaTh B KOMaHA.
- cneuianbHi:
- (K8 - 3partHicTb npoekTyBaTh Ta po3pobnaty nporpamHe 3abe3neyeHHs i3 3aCTOCYBAHHAM Pi3HMX
napajMrm nporpamyBaHHs: y3aranbHeHoro, 06'eKTHO-0pieHTOBAHOM0, GYHKLIOHANBLHOO, NOFiYHOrO,
3 BIiANOBIAHAMKU MOAENSMM, METOAAMW 1 anroputMammn 06uMCNeHb, CTPYKTYpaMu AaHUX i
MexaHi3MaMu ynpaBniHHs;



(K12 - 3patHictb 3abe3neynTn opraHizauito 064ncIOBanbHUX NPoLeCiB B iHGOPMALLiHNX cMCTEMaXx
Pi3HOr0 NPU3HAYEHHSA 3 YPaXYBaHHAM apXiTEKTYpK, KOHIrypyBaHHS, NOKA3HUKIB Pe3yNibTaTUBHOCTI
GVHKLiOHYBaHHA onepauiinH1X CUCTeM i CUCTEMHOrO NPOrpamHoro 3abesneyexHs;

(K13 - 3patHictb po po3pobku MepexxeBoro NPorpamHoro 3abesneyeHHs, wWo GYHKULIOHYE Ha
OCHOBI Pi3HNX TOMOMOTiA CTPYKTYPOBAHUX KabenbHUX CMCTEM, BUKOPUCTOBYE KOMM'OTEPHI CUCTEMM
i Mepexi nepefayi AaHUX Ta aHaNI3ye AKiCTb pobOTM KOMN'OTEPHNUX MEpeX;

(K14 - 3patHictb 3acTocoByBaTM MeTOAM Ta 3acobu 3abe3neyeHHs iHpopmauiHoi be3nekw,

po3pobnaTk i eKkcniyaTyBaTW CnewuianbHe nporpamHe 3abesneyeHHs 3axucty iHGOpMaLinHKUX
pecypciB 06'eKTiB KpUTUYHOI iHPOPMaLiNHOT iIHPPACTPYKTYPW.

lll. PesynbraTit HaBYaHHA

[l0 KiHUS LLbOrO KYpCY CTYAEHTN HAaBYATbCS:

aHanisyBaTh BUAW 3arpo3 Ang iHGopmauii B KOMN'IOTEPHUX CMCTEMAX, iX KNacudiKaLlilo Ta HaCiaKun
peanizauii; BOMOAITM TEOPETUYHUMKU OCHOBAMM TEXHIYHMX KaHaNiB BUTOKY iHdopmauii, cnocobamu
iX nokanisauii Ha 06'ekTax iHbOpMaLiitHOT AiSNbHOCTI; 3aCTOCOBYBATU NPUHLMNN PODOOTH CyyaCHMX
CMMETPUYHMX Ta aCUMETPUYHUX KPUNTOANTOPUTMIB;

BMITUMYTb BWKOHYBATW MOHITOPUHI NpOLECiB  QYHKLIOHYBAHHA KOMN'IOTEPHUX Mepex Ta
iHGOpMaLiNHO-TeNeKOMYHIKaLiMHUX CMCTEM B YMOBAX peanisavii 3arpo3 pi3HuX Knacis Ta BMuBis
30BHiLLHiX aectabinizyounx GaKTopiB 3 METOK0 3MEHLLEHHS iX BMIMBY HA NPoLeck 00MiHy AaHUMK;
3aCTOCOBYBATM MeETOAM Ta 3acobm KpunTorpadiyHOro Ta TEXHIYHOro 3axmcty iHpopmauii Ha
ob6'ektax iHGopmaLinHOi AisnbHOCTI; 3abe3neyyBatn 3axucT iHdopmauii, wo obpobnsetbcs B
iHGOpMaLiNHO-TENEKOMVHIKALiMHUX (UCTeMax 3  METOK peanidauii BCTAaHOBNEHOT NOMITUKK
besnekn.

Mepenik nporpamumnx pesynbtatie HaBuaHHs (MP), wo ¢opMye HaBYanNbHa AUCLUMNIIHA:

[P3 - BuKopucToBYBaTH 3HAHHA 3aKOHOMIPHOCTE BUNAAKOBMX ABULL, iX BNIaCTMBOCTEN Ta onepawin
Haf HWUMK, Mopenen BUNALKOBMX MPOLECIB Ta CY4yaCHUX MPOrPaMHUX CepefoBuLy Ans
PO3B'A3yBaHHA 33,4 CTAaTUCTUYHOI 06pObKM faHuX i NobyL0BM NPOrHO3HUX Mogene;

P13 - Bonogitm MOBaMu CMCTEMHOrO MpPOrpamyBaHHS Ta METOAAaMM Po3pobkM nporpam, Lo
B3AEMOAIIOTb 3 KOMMOHEHTAMMU KOMM'IOTEPHUX CUCTEM, 3HATU MEPEXHi TeXHONOrii, apXiTeKTypu
KOMN'IOTEPHUX Mepex, MaTW MpPaKTUYHi HaBUYKM TEXHONOrii afMiHICTPYBaHHA KOMN'IOTEPHUX
MepeX Ta iX NPorpamHoro 3abesneyeHHs;

MP15 - Po3ymit KoHuenuilo iHGopmauinHoi 6e3neku, npuHUMNKM 6E3MeYyHOro MpOeKTYBaHHS
nporpamHoro 3abesneyeHHs, 3abesneyysatn besneky KOMN'IOTEPHUX MEpPEX B YMOBaX HEMOBHOTH
Ta HEBU3HAYEHOCTI BUXiAHUX [aHUX.

IV. Mporpama HaBuanbHOT AUCLMNIHN (CTPYKTYpA AUCLUNNIHK)

Tema gucumnnninmn

Bcryn mo kypey. Mpasosuii cratyc inpopmauii. MoHATTS iHdopmauii 3 0bmexeHum foctynom.

HopmatusHa 6a3a i3 3axucry iHdopmauii B YkpaiHi. OCHOBHi BMMOrM HOPMAaTMBHUX

2 AoKymeHTiB. OCHOBHI NonoXeHHs MixxHapogHoro ctanaapty 1S0/1EC15408, 1SO/IEC 27002,
3 Bumorn i3 3axucry iHdopmauii B HaraTomawmMHHUX 6araTOKOPMCTYBALbKMX KOMMMEKCAX.
Bumoru o 3axucty cnyxboBoi iHdpopMaLii Big, HECAHKLiOHOBAHOIO AOCTYNY.
Po3pobneHHs TexHIYHOro 3aBAaHHA HAa CTBOPEHHS KOMNNEKCHOT CMCTEMM 3axXMCTy iHpopMmaLii.
4 | MNopanok nposefeHHs pobiT 3i CTBOPEHHS KOMMMEKCHUX CucTem 3axucty. Bumorm po

KOMIMIeKCHOT CUCTeMM 3axucTy iHpopmadii Ta nonituka besneku.




Po3pobKa npoeKTy KOMNNEeKCHOT cucTemMm 3axucty iHpopmauii. BBefeHHs B Ail0 KOMNIEKCHOT

5 | cuctemn 3axucry iHpopmauii, OLiHKa 3aXMLLEHOCTI iHpopmau,ii B
iHpOpMaLiHO-TeNeKOMYHIKaLiiHUX CUCTEMAX.
(ynpoBig, KOMNNeKCHOi cuctemu 3axucty iHpopmaduii. lMonoxeHHs npo cayxby 3axucry

6 | inpopmauii B iHdopMaLiitHo-obumncnioBanbHux cuctemax. Opranisadis pobotn ayxbm 3axucry
iHbopMaLii.

7 | Po3pobneHHs Ta BnpoBafXeHHs KpuntorpadiuHux 3acobis wudpysaHHg iHpopmadii.

3 Po3pobnenHs Ta  Komn'loTepHa  uMynAudia - KpuntorpadiuyHux  anroputmie B
iHGOPMaLLinHO-aHANITUYHUX CUCTEMAX

9 CTeraﬁorpad)iﬂ. Monatta umdposoro nignucy. (nctema reHepauii, 36epiraHHs Ta 06MiHy
KINYiB.

10 | MpaBoBi Ta couianbHi acneKTy 3axucty iHpopmaui.




