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Multiple blue screens of death, caused by an update pushed by CrowdStrike, on airport luggage conveyer belts at
LaGuardia Airport, New York City

Thé gi&i nhw ching ta biét ngay cang phu thudc vao két ndi ki thuat sb, phan 1&n, hoat
dong 1ang I8 va vo hinh trong nén. Vay lam thé nao ma mot ban cap nhat phan mém duy
nhat lai lam sAp mot nlra internet?

Suw cb nglrng hoat ddng CNTT toan cAu vao ngay 19 thang 7 13 16 nhac nhé nghiém khac
vé sw dé bj tdn thwong clia ching ta truwdc cac 16i cong nghé. Puorc kich hoat bdi mot
ban cap nhat phan mém 16i duy nhat do céng ty an ninh mang CrowdStrike cung cap, diéu
nay d3 c6 tac dong tai hai dén v&i cac hiang hang khong, phwong tién truyén théng, ngan
hang va nha ban 18 trén toan thé gidi, dac biét 1a cac doanh nghiép st dung hé diéu hanh
Microsoft Windows.

Sw cb nay, dwoec md ta 1a "sw cd CNTT I&n nhat trong lich s" , nhdc nh& ching ta vé
mang ludi két nbi CNTT rdng I&n duy tri co’ s& ha tang ky thuat sb cla ching ta - va vé
kha nang gay ra hau qua sau rong khi nd xay ra.

Nhirng gi bat dau v&i s cham tré tai cac san bay d3 lam cac chuyén bay bj hdy trén dién
rdng. Sy gian doan trong hé thdng hang khdng khéng chi 1am gian doan lich trinh chuyén
bay ma con anh hwdng dén chudi cung ng toan cau phu thudc vao van chuyén hang
khong, thé hién ban chat da dién cla hé sinh thai CNTT hién dai. Trong khi d6, cac chwong
trinh phat séng bi gidn doan tai nhiéu dai truyén hinh, dai phat thanh, ngan hang va hoat
dbng tai cac siéu thi bi dinh tré.

Phan tich so bd cho thAy s hdn loan bat ngudn ttr ban cAp nhat phdn mém tir phan
mém bdo mat Falcon Sensor clia CrowdStrike dwoc ap dung cho hé diéu hanh Microsoft
Windows. Nhan vién tai cac cong ty st¢ dung CrowdStrike d3 gap phai "man hinh xanh chét
choc" (“blue screen of death - a screen with an error message indicating a systems crash.
Man hinh c6 théng bao 16i cho biét hé thdng bi sap) khi ho cb gdng ddng nhap.
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Ngoai viéc phoi bay mang [wdi phu thudc An duy tri X3 hdi va nén kinh té k¥ thuat sb cla
chung ta, st cd nglrng hoat ddng cling 1am ndi bat cac chiéu hwdng dia chinh tri cla
nhing sw phu thudc nay. Cac qudc gia cd mdi quan hé chat ché v&i Microsoft va
CrowdStrike cdm thay ganh ndng cla tac ddng, nhwng cac doanh nghiép & céc qudc gia
nhw Trung Qudc, v&i co s& ha tang CNTT dwoc kiém soat va twong dbi biét 1ap, dwdng
nhw it bi anh hwdng hon.

V&i cdng thang dia chinh tri gia tang trong nhi*ng ndm gan day, Trung Qudc va ngay cang
nhiéu qudc gia khac d3 tich cwe phat trién cac bién phap an ninh mang va co s& ha tang ky
thuat sb cla riéng minh, diéu nay cé thé d3 gidm thiéu tac ddng cla sw cd nay.

Viéc Trung Qudc tap trung vao viéc st dung cong nghé ban dia va gidm sw phu thudc vao
cdng nghé nwdc ngoai cling c6 thé gép phan l1am gidm tac ddng dén hé thdng clia ho. Sy
¢ nay 13 10 nhac nhé nghiém khac rang sw phu thudc vao cong nghé c6 thé chuyén thanh
16 hdng dia chinh tri, v&i cic co’ quan nha nwdc ngay cang can phadi xem xét khdng chi cac
tac ddng kinh t& ma con ca cac tac ddng chién Iwoc va dia chinh tri cla cac lién minh CNTT
cla ho.

Phuc hoi va y nghia

Cach cac nganh bj anh hwdng d3 quan ly cudc khling hodng nay phan anh ca stvc manh va
diém yéu cla cac chién lwoc bado mat va phuc hdi sau thadm hoa cla riéng ho. Van dé
chinh d3 dwoc xac dinh va bao céo 13 d3 dwoc khac phuc. Qua trinh phuc hdi cham

chap sap t&i sé cho thay nhirng thach thirc dang ké trong viéc khdi phuc tinh lién tuc cla
dich vu trong cdc hé sinh thai ky thuat s phtrc tap, dwoc két nbi sdu v&i nhau clia chung
ta.

Diéu d3c biét dang ngac nhién 1a mac du d3 cé nhiéu bai hoc trong qua kh, nhw tham
hoa di chuyén CNTT TSB ndm 2018 dnh hwéng dén hang triéu khach hang clia ngan hang
Anh, nhwng viéc trién khai phan mém theo tirng giai doan lai khéng dwoc ap dung.

Viéc thiéu bwdc nay, mot chién lwoc co ban nhwng quan trong trong quan ly CNTT, d3
phoi bay s mong manh clia cac hé thong ma nhiéu nguwdi cho 13 manh mé. N6 cling dat
ra nhirng cau hdi nghiém tuc vé kha nang phuc hdi clia ca hé diéu hanh Windows va cac
bién phap an ninh mang cla CrowdStrike dwoc cho |a dé bao vé ching.

Ngoai ra, tAp phim con néu bat nhirng rli ro chién lwgc khi dwa vao mot ngudn cong nghé
duy nhat. S cb ngrng hoat ddng cau nay cho thay tAm quan trong cla viéc cé nhiéu lién
minh cdng nghé khac nhau dé tang cwdng an ninh qudc gia va én dinh kinh t&, ddng thoi
lam dAy 1&én mdi lo ngai vé kha ndng cac qudc gia thu dich khai thac nhirng 16 hdng nhw
vay. VU viéc nay sé bd sung thém mot I&p cap bach m&i vao cac hoat ddng hop tac an
ninh mang qudc té va cac can thiép chinh sach.

Khi cac dich vu bat dau 6n dinh va hoat dong tré lai, s cd nglrng hoat ddng nay sé 13 1&i
canh tinh cho cac chuyén gia CNTT, Ianh dao doanh nghiép va cac nha hoach dinh chinh
sach. Nhu cau cap thiét phai danh gia lai va tham chi |3 dai tu cac chién lwoc an ninh
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mang hién cé va cac hoat ddng quan Iy CNTT Ia rd rang. Cai thién kha ndng phuc hdi clia
hé thdng dé chdng lai sy gian doan quy mé I&n phai | wu tién hang dau.

Sw cb nglrng hoat ddng CNTT toan cau |3 10 nhac nhé kip thdi va 13 thdi diém quan trong
cho cac cudc thao luan vé kha nang phuc hoi ky thuat s6 va twong lai clia quan trj cong
nghé & cAp dd doanh nghiép, co s& ha tang va chinh séch.

Con Al thi sao?

MOt diéu khac ma chdng ta van chwa biét cau tra I&i 13: néu mot 16i phan mém duy nhat
c6 thé danh sap cac hing hang khéng, ngdn hang, nha ban |1&, co’ quan truyén thong va
nhiéu don vi khac trén toan thé gidi, thi liéu hé théng cla ching ta d3 s@n sang cho Al
chuwa?

C6 18 ching ta cAn dau tw nhiéu hon vao viéc cai thién do tin cay va phwong phép luan
clia phan mém, thay vi vOi v3 tung ra cac chatbot. Mt nganh cong nghiép Al khong dworc
quan Iy s& 13 cdng thirc cho thdm hoa, d&c biét 13 trong mot thé gidi c6 cdng thang dia
chinh tri ngay cang gia tang.

Méc du viéc ap dung céc cong nghé m&i nbi nhw Al hodc blockchain 12 diéu can thiét,
chung ta cling phai ndm virng nhi*ng diéu co ban. Cic nha diéu hanh an ninh mang can
dam bao rang cac hoat ddng quan ly va bao tri CNTT co’ ban 13 manh mé va dang tin cay,
ddng thdi c6 thé xt Iy moi thr tlr cudc tAn cdng an ninh mang dén ban cap nhat phan
mém don gian.

Nhirng bai hoc rut ra ttr sw cd nay chac chan sé anh hwdng dén cac chién lwoc twong lai
trong phat trién co s& ha tang CNTT va quan ly khling hodng.
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- CrowdStrike Holdings, Inc. is an American cybersecurity technology company
based in Austin, Texas. It provides cloud workload protection and endpoint security, threat intelligence, and
cyberattack response services.

- OnJuly 19, 2024, CrowdStrike released a software update to the vulnerability scanner Falcon Sensor. Flaws in the
update caused blue screens of death on Microsoft Windows machines, disrupting millions of Windows computers
worldwide. Affected machines were forced into a bootloop, making them unusable. This was caused by an update to
a configuration file, Channel File 291, which CrowdStrike says triggered a logic error and caused the operating system
to crash. The downtime caused a widespread global impact, grounding commercial airline flights, temporarily taking
Sky News and other broadcasters offline, and disrupting banking and healthcare services as well as 911 emergency
call centres (Vao ngay 19 thang 7 ndm 2024, CrowdStrike d3 phat hanh ban cap nhat phan mém cho may quét 16
héng Falcon Sensor. Cac 18i trong ban cAp nhat d gay ra ‘blue screen of death’ trén cac may tinh Microsoft Windows
, 1am gian doan hang triéu may tinh Windows trén toan thé gidi).

A bootloop is a problem that occurs on computing devices when they repeatedly fail to complete the
booting process and restart before the sequence is finished, preventing the user from accessing the regular
interface.



