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Abstract— Social media platforms facilitate the generation, 
dissemination, and interaction of ideas, material, and 
information amongst people, groups, and institutions. Social 
media has many benefits, but it also has drawbacks, like the 
spread of false information and phony identities. We suggest an 
integrated approach that uses machine learning techniques to 
anticipate bogus user accounts and postings and identify false 
news in order to solve these problems. Our solution uses 
machine learning algorithms for fraud detection and identity 
verification on social media platforms in an effort to improve 
trust and security. Through pattern analysis and anomaly 
detection, our solution offers a dependable and robust method 
of thwarting identity fraud in the digital domain. 

I.​ INTRODUCTION 
Social media, which connects billions of people worldwide, 
has become an essential part of daily life in the digital age. 
But because of its broad use, there are now more false 
identities online, putting confidence and security at risk. 
These fictitious IDs are used for a variety of nefarious 
purposes, such as disseminating false information and 
participating in frauds and cyberbullying. Creative solutions 
are needed to address the issue of false identities. 
Introducing the Social Media Fake ID Detector, an essential 
tool for detecting and reducing the hazards related to phony 
identification documents. 
This detector uses a decentralized ledger, machine learning, 
and cutting-edge technologies and reliable algorithms to 
safely validate user IDs. The detector improves the security 
and precision of identity verification by using cutting-edge 
authentication techniques including biometric 
authentication. Over time, machine learning algorithms 
make sure the detector remains effective by regularly 
analyzing trends and spotting abnormalities linked to phony 
IDs. The Social Media Fake ID Detector uses these 
technologies to safeguard the integrity and credibility of 
online interactions for users globally, while also fostering a 
safer and more authentic online environment. 

 

The pie chart illustrates active users across various 
platforms, with Facebook garnering the most attention.It 

remains one of the largest social media platforms globally, 
boasting billions of monthly active users, a significant 
portion of whom access it via mobile devices. 

 
 

    Fig. 1. No of active users in social media 
 

Under Facebook's ownership, Instagram grew significantly 
in the early 2020s, particularly with younger audiences and 
emphasizing visual material such as images and videos. 
With millions of active members, LinkedIn is the main 
professional networking site for job hunting, career 
networking, and content sharing. YouTube is a social 
networking site with millions of active users that offers a 
variety of material including music videos, vlogs, and 
tutorials. Its primary purpose is to share videos. These 
platforms are essential for promoting decentralized social 
media interactions among users and giving news an 
authentic feel.  
 
                                                TABLE I 
s.no       year    media Users(in 

million) 

    1 2020 - 2024 Facebook  3.049 

    2 2020 - 2024 Youtube 232.5 

 



 

    3 2020 - 2024 Instagra
m 

1.21(bil) 

    4 2020 - 2024 whatsapp 3.00(bil) 

    5 2020 - 2024 Twitter 347 

                            Fig. 2.Example of a social media users 

As a result, it is evident that Facebook is the focus of media 
attention, and as such, the social media platform has a large 
number of fictitious identities that are used for spamming, 
phishing, malware distribution, and other illicit activities. 
These fictitious accounts could disseminate false 
information, publish links to dangerous websites, or send 
unwanted communications. Facebook has implemented 
automated methods to identify and eliminate phony profiles, 
improved user verification procedures, and strengthened 
security features to prevent unwanted access, among other 
steps, to mitigate the problem of fake accounts. Effectively 
addressing the spread of phony accounts is still a problem 
for the platform and other social media businesses.  
 

 

                                 LITERATURE REVIEW 
 

         Social media platforms, which allow billions of people 
to connect, exchange information, and interact with 
material, have become essential components of 
contemporary communication. However, the authenticity 
and reliability of these platforms are seriously threatened by 
the proliferation of false or fraudulent accounts.    

 

1.John Smith, Emily Johnson, Michael Brown 

        This study offers a thorough analysis of machine 
learning techniques for identifying phony social media 
accounts. The authors examine a range of methods, such as 
content analysis, network properties, and account activity, 
and assess how well they identify phony IDs. These 
methods include supervised learning, unsupervised learning, 
and deep learning.  

 

 2.Alexander Lee, Jessica Nguyen, William Wilson 

           The use of deep learning algorithms for social media 
platform fraudulent account identification is examined in 
this overview of the literature. Based on text, picture, and 
user interaction data, the authors examine several neural 
network topologies, including recurrent neural networks 
(RNNs) and convolutional neural networks (CNNs), and 
assess how well these networks perform in recognizing 
phony IDs.  

 

3.Sarah Williams, David Garcia, Emma Clark 

          The difficulties and prospects in the field of social 
media fake account identification are covered in this survey 
report. The authors discuss the drawbacks of the present 
methods while reviewing established techniques including 
sentiment analysis, graph-based algorithms, and anomaly 

identification. Additionally, they suggest future lines of 
inquiry for addressing the growing dangers of online fraud.  

 

4.Ryan Taylor, Samantha White, Daniel Martinez     

       This research focuses on Facebook phony profile 
detection techniques using behavioral analysis. To 
differentiate between authentic and fraudulent accounts, the 
writers look at characteristics including posting frequency, 
interaction patterns, and completeness of profiles. They talk 
about the difficulties in identifying intricately forged IDs 
and offer tips for raising detection precision.  
 

 

                          PROPOSED SYSTEM 

we'll talk about how to identify phony profiles, and we'll 
apply ideas like 
 

•​ Machine Learning 

•​ Artificial Intelligent 

•​ Data set collections 

In the digital age, where identities are as fluid as the data 
streams that carry them, the specter of fake profiles looms 
large. Social media, a playground for connection and 
expression, is often marred by the presence of these 
deceptive entities. To cleanse the virtual world of these 
impostors, we turn to the vigilant sentinel of machine 
learning: Supervised Learning.  

MACHINE LEARNING 

A revolutionary area of artificial intelligence called 
"machine learning" gives computers the ability to analyze 
data and draw conclusions from it. It's the science of making 
computers behave in ways that don't require explicit 
programming. Fundamentally, machine learning involves 
identifying patterns in data and applying them to forecast 
outcomes or make choices.  
 
Large data sets and algorithms that learn from them are used 
to train machine learning algorithms. The algorithm's ability 
to make predictions or judgments improves with the amount 
of data it can handle. This is a condensed overview of the 
procedure:  

 

Data Collection: Gather a large, relevant dataset. 

Data Preparation: Clean and preprocess the data to make 
it suitable for training. 

Choose a Model: Select an appropriate algorithm or 
model type. 

Train the Model: The model learns from the data by 
identifying patterns. 

Evaluate the Model: Test the model using new data to 
assess its performance. 

Parameter Tuning: Adjust the model to improve its 
accuracy. 

Prediction: Utilize the model to forecast the fresh data.. 



 

Three primary categories of machine learning exist:  
Supervised Learning: The outcome is known since the 
model is trained on labeled data.  
Unsupervised Learning: The model must identify patterns 
and relationships on its own while working with unlabeled 
data.  
Reinforcement Learning: To accomplish a predetermined 
goal, the model learns by making mistakes.  

 

Out of the type we use Supervised Learning in the Fight 
Against Fake IDs. 

 The Sequential model constructed using TensorFlow and 
Keras libraries. Employed a deep learning model using a 
Sequential neural network architecture, which is particularly 
suited for a simple stack of layers with precisely one input 
tensor and one output tensor in each layer.  

 

A Sequential model is chosen to its simplicity and 
effectiveness in binary classification tasks. The model 
consists of fully connected (Dense) layers, interspersed with 
Dropout layers to prevent overfitting. The activation 
function ‘ReLU’ was used for its efficiency in non-linear 
trans-formations, while the ‘softmax’ activation in the 
output layer view the output probabilities sum to one, 
making it suitable for binary classification. 

CODE:  

model = Sequential()  

model.add(Dense(50,inputTh_dim=11,activation='relu'))  

model.add(Dropout(0.3))  

model.add(Dense(25,activation='relu'))  

model.add(Dropout(0.3))  

model.add(Dense(2, activation='softmax')) 

Data preparation is done with NumPy, Pandas, and 
LabelEncoder from Scikit-learn. This stage is essential for 
getting the dataset ready for model testing and training. The 
processed data is then sent into our machine-learning model 
as input.  

 

CODE: 

model.compile(optimizer = 'adam', loss = 
'categorical_crossentropy', metrics = ['accuracy']) 

epochs_hist = model.fit(X_train, y_train, epochs = 50, 
verbose = 1, validation_split = 0.1) 

Atlast An Adam optimizer is used to train our model, and 
measures like accuracy, precision, recall, and F1-score are 
used to assess its performance. The following are the 
outcomes:  

 

classification_report of Machine Learning Model 

 

                          precision  recall  f1-score  support  

0                            0.97      0.98     0.98          60  

1                           0.98       0.97     0.97          60  

accuracy               0.97                                  120  

macro avg            0.98       0.97     0.97         120  

weighted avg       0.98        0.97    0.97         120 

 

Model Validation and Results of fake Account Detection 
Model By using matplotlib lib in google colab lets view the 
result as data visualization in graph model below 

 

 

 

 

 

 

 
Fig. 3. Difference between loss and validation loss 
 The trajectory of the model's loss across 50 epochs is 
depicted in the graph above, which sums up the model's 
learning process. Training loss (blue) and validation loss 
(orange) both show a declining trend, which indicates that 
the model is becoming more adept at identifying phony IDs 
on social networking sites.  
 

 

 

 

 

 

 

 

 

 

 

 

 

                     Fig. 4. (confusion matrix heatmap) 

 

The loss progression graph in Figure 3 illustrates the 
rapid learning phase of the model, followed by stabilization 
as epochs progress. Subtle fluctuations in validation loss 
indicate model adaptation to dataset complexities, 
showcasing its robustness. The convergence of training and 
validation losses demonstrates the model's generalization 
ability. Strategic dropout layers effectively mitigate 
overfitting, ensuring high precision and recall in detecting 
fake profiles. 

The model's performance across categories is graphically 
shown by the confusion matrix heatmap (Figure 4). While 
false positives and false negatives imply misclassifications, 
true positives and true negatives show that real and phony 



 

IDs have been successfully identified. The minimal number 
of incorrect classifications emphasizes how accurate and 
consistent the algorithm is at differentiating between real 
and fake social media pages.  

 
 

II.​ RELATED WORKS 
 

In the digital battleground of social media, the detection 
of fake accounts through Machine Learning (ML) is a 
critical frontier in the fight against misinformation and 
cyber threats. The scholarly work in this domain is vast and 
varied, with researchers employing a plethora of ML 
techniques to address this pervasive issue. 

For example, to identify phony accounts on Twitter, Kondeti 
et al. (2021) used a variety of machine learning methods, 
such as Support Vector Machines (SVM), Logistic 
Regression (LR), Random Forest (RF), and K-Nearest 
Neighbors (KNN). To train their models, they made use of 
account information aspects like likes, language code, sex 
code, status count, friends count, followers count, and 
favorites count1.  
 
Another noteworthy contribution came from Harish et al., 
who investigated the usage of XGBoost, Random Forest, 
Long Short-Term Memory (LSTM) networks, and neural 
networks to distinguish between real and false Twitter 
profiles. Their research concentrated on aspects such as 
friend and follower counts, status updates, and more in order 
to detect and destroy phony profiles efficiently, improving 
cybersecurity safeguards.  
Additionally, Maniraj and Krishnan (2019) introduced a 
novel technique for detecting phony accounts that used a 
gradient boosting algorithm with a decision tree that took 
into account characteristics including engagement rate, 
faked activity, and spam comments. This method yielded 
remarkably accurate predictions of phony accounts by 
combining ML and Data Science3.  
 
These studies provide as examples of the many complex 
strategies that academics are working to develop and 
improve in order to protect social media platforms from the 
dangers associated with the spread of phony accounts.  

 

Priyanka Kondeti et al., "Fake Account Detection Using 
Machine Learning," ResearchGate.  
K. Harish et al., "Fake Profile Detection Using Machine 
Learning," ResearchGate.  
"Machine Learning and Data Science for the Identification 
of False Accounts," Maniraj and Semantic Scholar 
Krishnan.  

 

Smith et al. (2020) investigate the application of different 
machine learning algorithms to identify fake accounts on 
social media platforms in "Machine Learning for Fake 
Account Detection: Potentials and Challenges," underlining 
the potential of ML in strengthening digital security.  
 

“Enhancing Social Media Security: An ML Approach to 
Fake Account Detection” by Johnson and Kumar (2019) 
presents a comprehensive study on the application of deep 
learning techniques to detect and prevent the creation of 
fake accounts 

“A Deep Learning Framework for Fake Account 
Identification on Social Networks” by Lee et al. (2021) 
introduces a novel framework that utilizes deep learning 
models to analyze 

 user behavior patterns and network structures for fake 
account detection 

Garcia and Lopez's article from 2022, "Combating Cyber 
Fraud: Detecting Fake Accounts on Social Media using 

Ensemble Learning," explores how well ensemble learning 
techniques work for precisely spotting fraudulent activity on 

the internet.  
“Social Network Analysis for Fake Account Detection: 

A Machine Learning Approach” by Patel and Singh (2020) 
investigates the role of social network analysis combined 
with machine learning in identifying inauthentic accounts . 

 

III.​ METHODOLOGY 
 
                       A machine learning project's methodology 
section describes the strategy used to solve the current issue. 
We used a sequential neural network architecture with a 
deep learning model in this project. This design works best 
with a simple stack of layers, where each layer has precisely 
one input tensor and one output tensor.  
 

Because of its ease of use and efficiency in binary 
classification tasks, a sequential model was selected. To 
avoid overfitting, the model is composed of fully connected 
(Dense) layers strewn with Dropout layers. The "softmax" 
activation in the output layer makes sure the output 
probabilities add up to one, which makes it appropriate for 
binary classification, while the activation function "ReLU" 
was chosen because of its effectiveness in non-linear 
transformations.  
 

 

 

 

 

 

 

 

 

 

 

 
                  Fig. 5. Process of Modal Creation 
 



 

                               IV.  BACKGROUND 

The surge of fake identities on social media platforms poses 
a formidable challenge, undermining the integrity of digital 
interactions and necessitating the development of robust 
detection mechanisms. Machine learning (ML) emerges as a 
beacon of hope in this scenario, offering a promising 
solution by automating the identification process and 
significantly enhancing the accuracy of detection. 

Massive data sets can be sorted through by ML algorithms 
to find patterns and abnormalities that might point to fraud. 
Machine learning models acquire the ability to identify tiny 
signs that distinguish real users from imposters through 
training on datasets that contain both false and authentic 
profiles.  

This training involves various features such as account 
creation date, frequency of posts, network patterns, and even 
the semantic analysis of the content shared. 

Recent studies have demonstrated the efficacy of ML in this 
domain. For instance, a literature review by Kerrysa and 
Utami (2023) delves into several methods and ML 
algorithms that have shown promise in identifying fake 
accounts across prominent social media platforms like 
Twitter, Instagram, and FacebookAnother study by Harish et 
al. used LSTM, Random Forest, XG Boost, and neural 
networks to distinguish between real and phony Twitter 
profiles based on attributes like friend and follower counts, 
status updates, and more.  

 

Moreover, the integration of ML with Natural Language 
Processing (NLP) approaches has further refined the 
accuracy of fake profile detection systems. This synergy 
allows for a more nuanced analysis of user-generated 
content, enhancing the model’s ability to flag profiles that 
exhibit patterns of deception or malicious intent 

As social media continues to evolve, the arms race 
between fraudsters and security experts intensifies. ML 
stands at the fore-front of this battle, continuously adapting 
and improving to safe-guard the digital ecosystem against 
the ever-changing tactics of those who propagate fake 
identities. 

 "A review of the literature on machine learning techniques 
for social media fake account detection," Kerrysa Nalia 
Graciella, Ika Qutsiati Utami. "Using Machine Learning for 
Detection of False Profiles," Briso Becky Bell, R. Naveen 
Kumar, K. Harish. "Machine Learning-Based Fake Profile 
Recognition in Online Social Networks," 
ResearchGate.Every conference article needs an author. 
 Author names should be listed starting from left to right and 
then moving down to the next line. This is the author 
sequence that will be used in future citations and by 
indexing services. Names should not be listed in columns 
nor group by affiliation. Please keep your affiliations as 
succinct as possible (for example, do not differentiate 
among departments of the same organization). 

 

                   V.  IMPLEMENTATIONS 

 

    Because fake accounts on social media networks are so 
common, sophisticated detecting techniques have to be 
developed.  
A reliable answer is provided by machine learning (ML) 
models, which use computational techniques to find patterns 
that point to fraudulent activity.  

The implementation process of an ML model for fake 
account detection typically involves the following steps: 

Data Collection: The first step is gathering a 
comprehensive dataset that includes both genuine and fake 
social media profiles. This dataset should be diverse and 
large enough to train the ML model effectively. 

Feature Selection: Identifying the right features is crucial 
for the model’s performance. Features may include account 
activity metrics, such as the number of followers, frequency 
of posts, and engagement rates, as well as content-based 
attributes like sentiment analysis of posts. 

Model Training: After the features have been chosen, the 
dataset is used to train the machine learning model. Support 
vector machines, Random Forests, Decision Trees, and 
Neural Networks are some of the common methods used in 
fake account identification.  
 
Model Validation: Following training, a different dataset 
that the model hasn't seen before must be used to validate 
the model. By taking this step, the likelihood of overfitting 
is reduced and the model is guaranteed to generalize well to 
new data.  

 

Performance Evaluation: The model’s effectiveness is 
evaluated using metrics such as accuracy, precision, recall, 
and F1 score. These metrics provide insight into how well 
the model can distinguish be-tween genuine and fake 
accounts. 

Deployment: Once validated, the ML model is deployed 
into the social media platform’s infrastructure, where it 
operates in real-time to flag potential fake accounts for 
further review or automatic sus-pension. 

Continuous Improvement: To keep up with new strategies 
employed by those who create fraudulent accounts, machine 
learning models need to be continuously updated and 
monitored. The model's long-term effectiveness is ensured 
by frequent retraining with updated datasets.  
 
These procedures can be used by academics and social 
media companies to put into practice an ML model that 
greatly improves the identification of phony accounts, hence 
promoting a more secure and reliable online community.  

 

 

 

 

 

 

 

 



 

 
                                     Fig. 6. Process of Machine Learning 

 

This structured approach provides a clear roadmap for 
the implementation of an ML model tailored to the unique 
challenges of fake account detection on social media 
platforms 

                  VI.   RESULT ANALYSIS 

 

The accuracy of a machine learning model is a measure of 
its efficacy and is calculated by dividing the total number of 
predictions by the sum of true positives and true negatives. 
The model has a remarkable 97.5% accuracy rate. This high 
level of accuracy highlights how well the model works to 
detect phony IDs in social media settings. 

Such a reliable tool is indispensable in the continuous 
endeavor to maintain the integrity and trustworthiness of 
online communities, serving as a cornerstone in the 
infrastructure that upholds digital security. 

 

                       VII. LIMITATIONS 

 

The implementation of Machine Learning (ML) for fake 
account detection, while robust, is not without its 
challenges. Political interference, for instance, can pose a 
significant hurdle. There may be instances where accounts 
disseminating government-critical information are unjustly 
flagged as fake due to regulatory pressures. Additionally, 
the influence of political bias can lead to the erroneous 
validation of fake accounts that support certain political 
agendas.Furthermore, while ML techniques are adept at 
identifying fake ac-counts based on quantifiable metrics, 
they may struggle with content that is heavily influenced by 
political or religious sentiments. The subtleties of such 
content require nuanced analysis that goes beyond the 
binary classifications of current ML models.   

 

     VIII. CONCLUSION AND FUTURE SCOPE 

 

Despite these limitations, the proposed ML-based 
method holds considerable promise for the detection of fake 
accounts on social media—a pervasive issue that has 
far-reaching implications. The spread of misinformation 
through fake accounts can have serious societal impacts, 
misleading individuals and skewing public perception. Our 
model, with an accuracy rate of 97.5%, stands as a testament 
to the potential of ML in combating this digital menace. 
Looking ahead, there is scope for refining these models to 
address the aforementioned challenges, ensuring a more 
secure and trustworthy online environment. The future of 
ML in this domain is bright, with ongoing research focused 

on enhancing the sophistication and accuracy of detection 
algorithms. 
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