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Synopsis:

This project aims to implement robust wallet encryption and backup features for the Coinswap protocol,
addressing critical security and usability gaps. Currently, Coinswap wallets are stored in plaintext, making them
vulnerable to compromise. Additionally, the absence of automated backups puts users at risk of losing funds
due to file corruption or disk failure.

To solve this, the project introduces AES-256-GCM encryption with PBKDF2-HMAC-SHA256-based password
protection for both maker and taker wallets. It also adds local encrypted backups triggered automatically on
shutdown and manually via CLI. Optional cloud backups to a versioned AWS S3 bucket will provide off-site
recovery, with setup automated via Terraform. CLI commands for backup and restore will be integrated into
maker-cli and taker, alongside secure password prompts and overwrite safeguards.

Project Plan:

1. Introduction and Motivation

This project proposes to integrate strong, password-based encryption for both maker and taker wallets, along
with secure local and optional cloud backup features. The goal is to ensure that wallets remain private and
recoverable, even in adverse scenarios—strengthening both the security and usability of the Coinswap
ecosystem.

2. AES-256-GCM Wallet Encryption (PBKDF2-HMAC-SHA256)

Goal: Ensure only someone with the correct password can read the wallet file. We’ll derive a 256-bit key from
a user password and salt (using PBKDF2-HMAC-SHA256), then encrypt the wallet data with AES-256-GCM.

Implementation Plan: We will integrate encryption into the wallet creation and loading process as follows:


https://github.com/arunabha003
https://www.linkedin.com/in/arunabha-dhal-23189624b/

1.Password Setup:
During initial wallet creation, prompt the user (or read from config) for a wallet password. For makerd, this
occurs on startup if no encrypted wallet exists; for taker, on first CLI use.If no password is provided(empty

string), wallet data remains unencrypted for backward compatibility. The password is not stored in plaintext
anywhere; it's only used to derive the encryption key.

2.Key Derivation:

e Generate a 16-byte random salt for each wallet and store that salt alongside the encrypted wallet data
on disk. .

e We will use PBKDF2-HMAC-SHA256 with a high iteration count (100k iterations of SHA256 is fast
enough to keep wallet load under a couple of seconds) to derive the 256-bit key from the user’s
password and salt.

e The derived key is used for AES-256-GCM encryption/decryption.

3.Encryption on Save:

e Whenever the wallet is serialized to disk (e.g. on shutdown or state save),the wallet plaintext is then
encrypted with AES-GCM using a 12-byte IV (nonce), producing ciphertext and an authentication tag,
which are stored to the wallet file.

e The output file format will contain a simple header (magic bytes like COINSWAP for identification), the
salt, the 1V, and the ciphertext+tag. For example, the file layout might be: [ MAGIC | salt(16) |
iv(12) | ciphertext+tag]

4.Decryption on Load:

e When loading the wallet ( at makerd startup or when the taker cli used), require the user’s password to
decrypt.

e The code will read the header to detect if the wallet is encrypted.If so, it reads the salt and IV from the
file, runs PBKDF2 to regenerate the key, then decrypts the ciphertext using AES-256-GCM.

e We will prompt for password, run PBKDF2, decrypt via AES-256-GCM. If the password is wrong,
loading fails, error shown to the user.

e If the wallet file is not encrypted (legacy/plaintext), the code will load it as it currently does

5.In-Memory Handling:

Once decrypted, sensitive wallet data like private keys will stay in memory until the app exits. We'll handle this
carefully—zeroing out buffers (using crates like zeroize) as soon as they’re no longer needed. Rust’s
ownership model helps here by keeping secret data tightly scoped.

Code Implementation:

e src/wallet/encryption.rs: Implements AES-GCM + PBKDF2 encryption and decryption.

use aes_gcm: :{Aes256Gcm, KeyInit, Nonce};
use aes_gcm: :aead: :{Aead, Payload};

use pbkdf2::pbkdf2_hmac;

use rand::{RngCore, rngs::0sRng};

use sha2::Sha256;
use zeroize::Zeroize;

const SALT LEN: usize




const IV _LEN: usize = ;

const KEY_LEN: usize = 8

const HEADER_MAGIC: &[u8; 8] = b"CSWALLET";
const PBKDF2 ITERATIONS: u32 2

pub fn encrypt _wallet(plaintext: &[u8], password: &str) -> Result<Vec<u8>, String> {
let mut salt = [ ;5 SALT LEN];
OsRng.fill bytes(&mut salt);

let key = derive_key(password, &salt);
let cipher = Aes256Gcm: :new(&key.into());

let mut iv = [ ; IV_LEN];
OsRng.fill bytes(&mut iv);

let nonce = Nonce::from_slice(&iv);

let encrypted = cipher
.encrypt(nonce, Payload { msg: plaintext, aad: &salt })
.map_err(|_| "Encryption failed")?;

let mut output = Vec::new();
output.extend from_slice(HEADER _MAGIC);
output.extend from_slice(&salt);
output.extend_from_slice(&iv);
output.extend from slice(&encrypted);

Ok (output)

fn decrypt_wallet(data: &[u8], password: &str) -> Result<Vec<u8>, String> {
if data.len() < HEADER_MAGIC.len() + SALT LEN + IV_LEN {
return Err("Encrypted wallet format too short".into());
}
let (magic, rest) = data.split_at(8);
if magic != HEADER_MAGIC {
return Err("Wallet file is not encrypted".into());
}
let (salt, rest) = rest.split at(SALT _LEN);
let (iv, ciphertext) = rest.split at(IV_LEN);
let key = derive key(password, salt);
let cipher = Aes256Gcm: :new(&key.into());
let nonce = Nonce::from slice(iv);
cipher
.decrypt(nonce, Payload { msg: ciphertext, aad: salt })
.map_err(|_| "Decryption failed, wrong password or corrupted data".into())
}
pub fn is_encrypted wallet(data: &[u8]) -> bool {
data.starts_with(HEADER_MAGIC)

}
fn derive_key(password: &str, salt: &[u8]) -> [u8; KEY_LEN] {




let mut key = [ ; KEY_LEN];
pbkdf2 hmac: :<Sha256>(
password.as_bytes(),
salt,
PBKDF2_ITERATIONS,
&mut key,
)
key

fn generate_salt() -> [u8; SALT_LEN]
let mut salt = [ ;5 SALT LEN];
OsRng.fill bytes(&mut salt);

salt

fn generate_iv() -> [u8; IV_LEN] {
let mut iv = | ; IV _LEN];
OsRng.fill bytes(&mut iv);

iv

e src/wallet/api.rs: Wraps wallet save/load with encrypt/decrypt; detects encrypted headers.

pub fn save_wallet(
path: &Path,
wallet: &Wallet,
password: Option<&str>,
) -> Result<(), WalletError> {

}
pub fn load_wallet(

path: &Path,
password: Option<&str>,
) -> Result<Wallet, WalletError> {

3. Local Encrypted Backup and Restore

Goal: Provide a safe way to back up the encrypted wallet file, preventing data loss if the main file is corrupted
or deleted.

1.Automatic Backup on Shutdown:
For the maker, when maker-cli stop is called, makerd finalizes the wallet and copies the encrypted wallet
to a backup path (e.g. ~/.coinswap/maker/wallets/backup/)




2.Manual Backup via CLI:

We will add a CLI subcommand to both maker-cli and taker for manual backups. For example,
maker-cli backup will instruct the running makerd to flush the current wallet state (if not already) and copy
the wallet file to the backup location. Internally, this could be implemented as a new RPC call in the maker
daemon (e.g. a backup command) . On the taker side, running taker backup will simply perform the
backup operation (since the taker process can directly read its wallet file).

3.Performing the copy:

Performing the backup is simple—we’ll copy the encrypted wallet file byte-for-byte to the backup path. Since
it's already encrypted, no extra encryption is needed. We’'ll fsync the file to ensure it's fully written. Backups
might be named wallet.bak or include a timestamp like wallet-backup-2025-07-01T15-30-00.dat.

4.Local Restore:

To restore from a local backup, we will provide a CLI command such as maker-cli restore --file
<path>and taker restore --file <path>. This command will not automatically overwrite the current

wallet without confirmation.The tool will load the backup file, attempt to decrypt it with the user’s password
(prompting if not provided), and if successful, replace the current wallet file with the decrypted data.

Code Implementation:

e src/bin/makerd.rs: Adds RPC handlers for backup/restore; triggers auto-backup on shutdown.

fn handle_shutdown() {

}
rpc! {

fn backup_wallet() -> Result<(), RpcError> { ... }

fn restore_wallet(file: String, password: Option<String>) -> Result<(), RpcError> { ... }

4. Cloud Backup with AWS S3

Goal: Provide an off-site backup to mitigate local disk failures. Even if the user’s entire machine fails, an
S3-stored backup can be retrieved.

1.AWS S3 Bucket Setup:

We'll assume the user sets up an S3 bucket for cloud backups, with s3_bucket_name and s3_region setin
the Coinswap config. Our Terraform script will ensure versioning is enabled. Backups will be stored under a
fixed key like maker-wallet.bak (or with a user ID if needed). With versioning on, each upload creates a
new version—no need to change the filename each time.

2.Credentials and Security:

We won’t hardcode credentials. The AWS SDK will use standard methods—env vars, config files, or IAM roles.
Users must have the right permissions (s3 :PutObject, s3:GetObject, etc.). Everything goes over HTTPS,
and since the file is encrypted before upload, data stays secure end-to-end.

3.Uploading Backup:
If cloud backup is enabled (enable_cloud_backup=true), the app will upload the encrypted backup after



local copy is saved. For the maker, makerd will handle this (either async or at shutdown). For the taker, it'll
happen during the CLI command. We’'ll use AWS SDK’s async API to stream the file and call PutObject.

4.Restore from S3:
We may add a --from-s3 restore command later (naker-cli restore --from-s3, etc.). It would fetch
the latest (or a specified version) using GetObject, save it temporarily, and run the usual restore logic.

Code Implementation:

e src/cloud.rs: is an helper module that handles uploading encrypted wallet backups to AWS S3 using the
Rust AWS SDK.()

pub async fn upload_backup_s3(
bucket: &str,
key: &str,
file: &Path,

) -> Result<(), S3Error> {

}

pub async fn download_backup_s3(
bucket: &str,
key: &str,
dest: &Path,

) -> Result<(), S3Error> {

5. Terraform for AWS S3 Provisioning (Versioned Buckets)

To aid users setting up the S3 infrastructure correctly, we will provide a Terraform configuration for creating the
backup bucket with best practices. This ensures that even non-expert users can easily get a properly
configured environment for cloud backups.It will be included that:

e Creates an S3 bucket with versioning enabled.

e Allows ausertorun terraform init && terraform apply
-var="bucket_name=my-bucket" to get a preconfigured environment.

e (Optionally) defines a minimal IAM policy that grants only PutObject/GetObject for a dedicated
backup user.

Code Implementation:

e infra/terraform/coinswap_backup_bucket.tf: Creates versioned AWS S3 backup bucket.()

resource "aws_s3 bucket
bucket = var.bucket_name

coinswap_backup" {

acl = "private”




versioning {

enabled = true

}

6. CLI and Configuration Additions

Configuration File Changes

We'll introduce or extend a [wallet] or [backup] sectionin config.toml(both
~/.coinswap/maker/config.toml and ~/.coinswap/taker/config.toml):

[wallet]
encrypt wallet = true

[backup]

backup _path = "/home/user/coinswap_backups/"
enable cloud backup = true

s3_bucket_name = "my-coinswap-bucket"
s3_region = "us-west-2"

CLI Extensions:

We’ll extend both maker-cli and taker with new commands and flags using the existing clap setup.

Password Prompt: If encrypt_wallet=true, the user will be prompted for a password at startup. In
makerd, this happens on the console (if interactive), or uses --wallet-password / env var if provided. In
taker, the prompt will appear on every run unless overridden by a flag or env. We'll use something like the
rpassword crate to hide input securely.

Commands:

e maker-cli backup [--no-cloud] - triggers local backup, optionally skipping S3.
e maker-cli restore --file <path> — restores from local backup; must confirm overwrite.
e Potentially maker-cli restore --from-s3 [--version <id>].

Code Implementation:

e src/bin/maker-cli.rs: Adds backup and restore subcommands with user prompts. Interacts
with makerd over RPC. ()
e src/bin/taker.rs: Adds internal handlers for backup/restore. Direct wallet file access.()

let cmd = clap::Command: :new("backup")
.about("local backup")
.arg("--no-cloud");

let cmd2 = clap::Command: :new("restore")
.arg("<file>")

.arg("--from-s3");

match matches.subcommand() {
("backup", sub) => {
("restore", sub) => {




7.Testing Plan:

1. Unit Tests:

We'll validate the core encryption logic by testing AES-256-GCM and PBKDF2 key derivation. These tests will
ensure encrypted wallet data can be decrypted only with the correct password and that decryption fails with
the wrong one. This guarantees our cryptographic implementation is secure and behaves as expected.

Demo Code Implementation:

e src/wallet/encryption.rs — tests for key derivation and AES-GCM encryption/decryption.()

#[cfg(test)]
mod crypto_tests {
#[test]
fn test_key derivation() {

}
#[test]

fn test _encrypt decrypt success() {

}
#[test]

fn test decrypt wrong password() {

2. Integration Tests:

We'll simulate full backup and restore flows for both maker and taker. This includes creating an encrypted
wallet, performing a backup, corrupting the original, and verifying that restoration brings the wallet back to its
original state. Tests will also cover S3 upload triggers using mocks or a local emulator, ensuring cloud backup
integration is sound.

Demo Code Implementation:

e tests/backup_restore.rs - simulates end-to-end wallet backup and restore for maker and
taker.()

#[cfg(test)]

mod backup_tests {
#[test]




fn test local backup restore() {

}
#[tokio: :test]

async fn test s3 backup_upload() {

3. CLI Tests:

We’'ll test the new backup and restore subcommands using simulated CLI inputs to ensure correct parsing
and argument validation. These tests confirm that the commands behave reliably, provide clear error
messages, and integrate cleanly into the existing maker-cli and taker interfaces.

Demo Code Implementation:

e tests/cli_backup_tests.rs—tests maker-cli and taker backup/restore commands via
subprocess calls.()

8.Flow Diagrams:

Wallet Encryption/Decryption Flow
Encryption (Saving to Disk) Decryption (Loading from Disk)
User enters password | | User provides password [magazgﬁﬁ?cgﬁiga tag)
Derive 256-bit key via Derive 256-bit key via
PBKDF2-HMAC-SHA256 PBKDF2-HMAC-SHA256
(using random salt) (using stored salt)
Encrypt wallet data Decrypt wallet data
with AES-256-GCM with AES-256-GCM
(using derived key & random IV) (using derived key & stored IV)
A
Encrypted wallet file Wallet loaded into memory
contains [magic|salt|IV|ciphertext|tag] (if password correct)
Maker Backup Flow Backup Architecture (Local & Cloud)
User runs maker-cli backup Coinswap Node (Maker/Taker)
Encrypted Wallet File
A
maker-cli connects to makerd RPC ackup on disk
\ Local Backup Folder
, (e.g. ~/.coinswap/backup/)
makerd flushes wallet to disk Encrypted wallet copy
|
! :Upload to cloud (if enabled)
makerd copies encrypted wallet file to backup directory Y
AWS S3 Bucket
(encrypted wallet backups

makerd uploads backup to S3 (if enabled) with versioning)




Maker Restore Flow

User runs maker-cli restore —file <backup> ‘

l

maker-cli prompts user for password (and confirmation)

l

‘ maker-cli sends restore RPC (path + password) to makerd

l

| makerd loads backup file, derives key via PBKDF2 |

l

| makerd decrypts backup file with AES-GCM ‘

l

| if decryption OK, makerd overwrites current wallet file with backup file

l

’ makerd returns success/failure to maker-cli (user restarts makerd if needed) ‘

Taker Backup Flow

User runs taker backup

taker ensures wallet data is on disk (if running)

taker copies encrypted wallet file to backup directory

taker uploads backup to S3 (if enabled)

taker reports success and exits

Taker Restore Flow

User runs taker restore —file <backup>

taker prompts for wallet password

taker reads backup file and derives key via PBKDF2

taker attempts to decrypt backup file with AES-GCM

‘ if password correct, taker replaces current wallet file with backup file

| taker reports success or error and exits

Project Timeline:

Weeks 0-1 (Community Bonding):

I'll finalize the technical design with my mentor, explore the relevant Coinswap modules, and set up local and

AWS environments needed for development and testing.

Weeks 1-2 (Wallet Encryption):

Implement AES-256-GCM encryption with PBKDF2 password derivation. This includes prompting the user for

a password and modifying wallet load/save logic to support encrypted files.

Weeks 3-4 (Local Backup & Restore):

Add logic to back up the encrypted wallet locally, triggered on shutdown or via CLI (backup/restore
commands). Implement password-based restore with proper safety checks.

Weeks 5-6 (Cloud Backup with S$3):

Integrate AWS S3 uploads using the Rust SDK and provide a Terraform script to set up a versioned S3
bucket. Ensure cloud backup works after local backup completes.




Week 6 (Midterm Evaluation):
By midterm, encryption, local backup/restore, and basic cloud integration will be complete and demo-ready.

Weeks 7-8 (CLI Enhancements):
Polish CLI UX: add flags like --wallet-password, confirmation prompts, and improve error handling.
Optionally support restore directly from S3.

Weeks 9-10 (Testing & Bug Fixes):
Write unit and integration tests for encryption, backup, and restore flows. Fix edge cases like corrupted files or
incorrect passwords.

Week 11 (Polish & Docs):
Finalize code quality, logs, memory zeroing, and write documentation with examples. Prepare demo materials.

Week 12 (Final Submission):
Submit the full implementation, final report, and assist with review or merge process.

Future Deliverables :

| want to work on the issues for v0.1.2. Also want to get done with the issue “Fee rate negotiation” as I'm
already working on it.

Benefits to Community :

This project makes Coinswap more secure and reliable by encrypting wallet files and adding automated
backups. It helps users safely run nodes without risking key loss or compromise. These changes make the
protocol more usable, especially for long-term makers and real-world adoption.

Biographical Information :

I’'m a 3rd-year undergrad at IIT Indore, and I've been actively working in the EVM ecosystem as a Solidity
developer and security researcher, with backend experience in JavaScript and Python, plus DevOps. I've
spent a lot of time in DeFi on EVM, and I've always wanted to explore its scope on the Bitcoin network. In the
past, I've worked with Ordinals and Runes, and I’'m currently involved in a Bitcoin—TON bridging project.

When | looked into past SOB organizations, Coinswap immediately caught my eye. After running the demo, |
was hooked—I dove into the codebase and decided to contribute. | believe I'm an ideal candidate because I'm
genuinely committed to getting Coinswap production-ready. I've worked with Move (a Rust-like language)
before.Still | consider myself as a rust beginner, and on a continuous process of learning more. When I'm
stuck on a problem, | work for hours straight until | get it solved—something | think really sets me apart.

To date, I've had two PRs merged into the Coinswap codebase and am currently working on another one.

1.https://qithub.com/citadel-tech/coinswap/pull/455 (merged)
2.https://github.com/citadel-tech/coinswap/pull/452 (merged)



https://github.com/citadel-tech/coinswap/pull/455
https://github.com/citadel-tech/coinswap/pull/452

3. hitps://github.com/citadel-tech/coinswap/pull/486 (open PR)

Competency Test:

1.Compiling the Coinswap project, and running all tests..

Compiling smallvec v1.14.0
Compiling thiserror vi.e.69
Compiling destructure_traitobject v8.2.0
Compiling scopeguard vi.2.0
Compiling core—foundation-sys v@.8.7
Compiling unsafe-any-ors vi.6.6
Compiling indexmap v2.8.6
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling unsafe-libyaml ve.2.11
Compiling hex-conservative ve.1.2
Compiling hashbrown v6.12.3
Compiling home v@.5.11
Compiling clap_derive v3.2.25
Compiling bitcoin_hashes v6.13.6
Compiling which v&.4.2
Compiling clap_lex ve.2.4
Compiling tempfile v3.19.1
Compiling unicods—normalization ve.1.22
Compiling parking_lot ve.12
Compiling chrono ve.4.40
Compiling typemap-ors v1.0.0
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling serde_yaml ve.9.34+deprecated
Compiling serde-value v6.7.0
Compiling baseS8ck v@.1.0

secp256k1 v0.29.1

Compiling
Compiling
Compiling bitflags vi.3.2
Compiling arc-swap vi.7.1
Compiling textwrap v@.16.2
Compiling log-mdc v@.1.0
Compiling byteorder vi.5.0
Compiling half vi1.8.3
Compiling humantime v2.2.0
Compiling fnv v1.0.7
Compiling strsim v@.10.0
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling bitcoincore-rpe-:
Compiling bitcoincore-rpc ve.19.@
Compiling coinswap v@.1.8 (/Users/arunabha@®3/coinswap)
Finished ‘release’ profile [optimized] target(s) in 41.57s
Arunabhas-MacBook—Air:coinswap arunabha0e3s

2. Setting up a local Bitcoin Core node in regtest mode. Creating a wallet, receiving funds,
and sending transactions using bitcoin-cli

"7ae41cc13d1751837be451002d31735c17 f911 F8F f5ch3e36c16a1bb61795433",
"844528ab51ef578110e8147a8403e9bas5 f078e6babs1c3d3c adbass302bd" ,
"52cdeddeeeadd21266 6358059 4c24b88dc36341d51e9b6es1b8F15463a3d" ,
"5b8cda2ciafboe73b3ca63865cTdd3f24e3a9905Fe8266a0fda3abcs02e fuode" ,
"236419b3a2b7113db203ada3fa7c4a721656a25¢CF Te64344T7d62937FcBa9Ca" ,
"67aad07b4841C922¢7386203dbc27405767dc3eb204eb7b98C4d68 Ce2557766" ,
"3902515e444056 14811798 fad74b07a9892d67b4esBbEasb27chEbdsbdaac” ,
"195d86ab2631d40e@f7d7d47974172a795707550936523e94b03b454c255a8 "
“hlocks®: 25572, "2139af45158245764C78C6325ab8ee9ee740644dbdsbb2b6129826F23a5a3e83" ,
“headers®: 31381, "5d3a34fdce2eb2d76ebldal4a7a1234092e6b85586b05047950¢Tdf635e80a97" ,
"bestblockhash”: "1d2b35ddc44b29352009691b11FF6d89ce661949066477727ealbdd2b3010834" , ]:;Z:ZZ?Z;g:i:::ig:i:g;:‘;;g::g‘;g:;S;igi:;ig‘;:gzﬂiz:iz;z;z:g;zg::]'
,‘:;:I:’C“i;iaélgégi““an%v252’15' "6db2171cd80389d06e1ch668365bcabF5a79b4c280 Fhale87ch68c86d24c88b2"
ey ] "0342bd38b558181977acae21b86069906563137536d3e4286cd 1eBeadbebdBb " ,
P Clan e, SFLEL "77dbb4d9da@85767d932c608d ec9328bd4d48T74991d4322ebB5e83114b08C9" ,
YE¥:TI§:;IUEZIUE§ESZ : 1 "642bb7939b6e1f7aabe3fO082892ach60d663bb65dICeeBakdBEFcles8b15CI5" ,
“"initialblockdownload": true, "1d1ff98beb79038740cd21d06bf31ad3b7c813fbbof5af46347afa5ceb18808" ,
*chainwork: *080809000000080000000000000000000000000000000080000000000080C7ca" , "49e82adc25Fd264fdcaccs77d597h914b149b6bc2c5d9age3b9dF2catar74d7" |
“size_on_disk": 7709084, "1dc9601543¢257c404af1948b454bT65843Ca9d20d2b3cae2a2eagdbBac2d1" ,
"pruned": false, "0209c8bde1c63ead3821b96d309d22b4a2d65836af066230886664a97103ad" ,
“warnings": [ "420b2174728684752b6ec348475a1a2ae972997b6817F97cBd2aBada2d acc51" ,
1 %308d3cd90567F3e69d0c5ca78b81531010598e608a05e4862380428e06bd67e" ,
3 “5c2d4eba250edeeca9esc979besb3ed566c5b10d17539 F31ebf 12897d6a36ea" ,
P T e e (R TEEED (ke i) GO oS CoamED "39d5a9f1bc4474a3dd8bT268b30387eBed586c24ea9389ees5a140853d59be93" ,
¢ "7aaee0e6744e62285C1bafEce8e1ec7769d5a30364108d46763b6393c07e7a"
“name": "arunabhagea® "46793714618006445991354349b82036h752125003187856282¢15a325283" ,
"7€978bc6£37489b5d1C3423e9c7b14392d846ceat9t21aab07 b9t cT7 fdefab"

Arunabhas-MacBook-Air:~ arunabha@@3$ bitcoin-cli getblockchaininfo
{

"chain": "regtest",

Arunabhas-MacBook-Air:~ arunabha@e3$ bitcoin-cli createwallet “alice® Arunabhas-MacBook-Air:~ arunabha@@3$ bitcoin-cli -rpcwallet=alice getbalance
{ . 50.00000000
"name": "alice" [ATunabhas-MacBook-Ai: arunabha@@3$ bitcoin-cli -rpcwallet=bob getnewaddress
} O GO A LD
Arunabhas-MacBook-Air:~ arunabha@@3$ bitcoin-cli -rpcwallet=arunabha@@3 getnewaddress [Arunabhas-MacBook-A arunabha0e3$ bitcoin-cli -rpcwallet=alice sendtoaddress bertlqwsxl2kavmékhvaxtérnzgipsytndvefovtafus 1
bert1q3gx9hsef7fy9vwpzé29ey6fnrzxyk3gagoczhn 5b9b7f9d827aecL89189eZaLcEébeéUafoaSHéeEeaLadhcsézfﬂﬂbsbku)?be
Arunabhas-MacBook-Air:~ arunabha@@3$ bitcoin-cli -rpcwallet=arunabhad@3 generatetoaddress 162 bertiqdgx9hsef7fy9vwpz629ey6fnrzxykaga99czhn [Arunabhas-MacBook-Air:~ arunabha@3$ bitcoin-cli -rpcwal ob generatetoaddress 1 bcrtlqwsxl2kavmskhvaxtérnzgipsytndvefovtqfus
[

"397b3211ccd3c832923cbe60c33716cce3725e91e85626bc96b485401ee280d8" , "7db735ae1db9b6@59a9fdbc fb3834b19acé8fcbac199829368737055658F5F02"
*3da6fagad76cc5cTO1e3d518d1ab276bcc2e2547ef138F74b7ef90d25040b68" , : TR

*5101730fe9e2ecT65d40074F75F 4604904240246 5a6046b3dBeb4dCo05bIBTE" , L
"77cfdf6b42ab6Tcrdbaelfoded4sbb2385a4357807d597a2fa3779379bladc" , e ——

"177c283b2af95c07f5faaelf4c57796bc147fa9f3073db4bcabBafd2960eb@9" , trusted": 1.00000000,
"28b4f4alf6e91af151ad54bd3rb169bTI6804dC35976c7adf11441e89Fa6Te50" , untrusted_pending": .00800000,

"442624490681dc55504116257cc7ab338eB50 cd3ae5edbe21eedf fad22chd2" inmature": 50.00001410
"467183598cada309069c09ab6461e2094362038e87a1489dc42d387645e55b" ,

"24098ee2e52650d4164830bbéde7bf70360481a751a3ecca0793adce65bc2ce ",

"134d2fdc06967390bd4dbB6AdC7e1a518bc87dae1825d3af907b957bBIcT1eb" ,

"654626a959244813222660958083¢34b91863389259af18ed236891cc FhB54d" ,

"25358ead96e4e61128e7237a88b0089 Fa31333e514587180ecksbbbB1F99ad" , ¥
*483b81afb05C4750a01b76c2203bbT5b78d94736895hab2a9021901bc866b4" , D

"55794b606078b2914561ce1522e7706cd922500392a11 eeed9adbabchsb5Tas" , ISRl i ST M) Bnd-enl emmiaie
"0f03d658bd ac8bcs4f34b1922deb5c8d259a2b8bTbab50d757166eab6ch516" , g

"47c5haa3B24e6772dab56 8350682248585 Faede8Bf7488e10e2aaf9b7305b" , D

*5c1ca7daad99d3fe2ds23bebs a7b6eB33663131709e7682a76d6b03d4d574d" , untrusted_pendings: ©.08900880
"759eaB4a45h352226436626922e808a374dc56225349618490793cad478060d" , S €Lize 31 4958400606008 4
"38998ae11f7922af8459d03c483bba208862320ch933f616335e2abf@511fcc9",

"51b5cd577F7698f3a6af3020242ca42e114c564F24659a7aec539d7501435¢6" , O T R En 4
"61c3087d275cfe@8fd7111e4fe@89a8c7c3b8Bc6026dd92104c456157a92b91c2" hash": "7db735ae1db9b6859a9fdbcth3834b19acé8fcbac199829368737055658F5F02"
"7b3672da22a85c73c8e2cc2e7879499c6ebed8dBCI1799bd8N5248391a39e 7" , 3 102

"LZh3a6325257552f7bhbqﬂlvd363532:955F6fEc7Be‘?66‘7CCef4db75aﬁ5537ff '

stprocessedblock”:
hash": "7db735ae1db9b6@59a9fdbcfb3834bl9acesfcbac1998293687370556585F02" ,
height": 162

lice getbalances

¥
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https://github.com/citadel-tech/coinswap/pull/486

3. Syncing a Testnet4 node locally. (as of 16th April, 16:04)

[Arunabhas—MacBook-Air:~ arunabha®@3% bitcoin-cli getblockchaininfo
{
"chain": "testnet4",
"blocks": 77721,
"headers": 77721,
"bestblockhash": "P00P000RRacPebcl96aealb7890661dlab6ed300e18d3974Tbbe889242ed%e?1f",
"difficulty": 1,
"time": 1744806411,
"mediantime": 1744801606,
"verificationprogress": 1,
"initialblockdownload": false,
"chainwork": "0000000000000000000000000000000000000000000R0229b52F27cf44393ebc",
"size_on_disk": 6333319256,
"pruned": false,
"warnings": [
]
}
Arunabhas-MacBook-Air:~ arunabha@e3$ [J

4.Successful Coinswap

2025-04-10T721:06:43.891350+05:30 INFO coinswap ::api - Connecting to ewaexd2es2uzr34wp26cij5zgph7bug7znmmxolvwzmoeedbiyfgz3wad.onion:8202 | Send Sigs Init Next Hop
2025-04-10T21:06:45.589807+05:30 INFO coinswap api - > ProofOfFunding | ewaexd2es2uzr34wp26cj5zgph7bug7znmmxolvwzmoeedbiyfgz3wgd.onion:8262
2025-04-10721:06:45.589849+0! @ INFO coinswap api - Fundix Txids: [79eedbf3a@db59fcdca8563acf67b@1df9c66T28fe930e683bea22399f71F211]
2025-04-10T21:06:47.169611+05:30 INFO coinswap routines - Maker Received = 0.00020000 BTC | Maker is Forwarding = ©.00019540 BTC | Coinswap Fees = ©.00000160 BTC | Miner Fees paid by us = 360
2025-04-10T21:06:47. 8 INFO coinswap i ReqContractSigsAsRecvrAndSender | ewaexd2es2uzr34wp26cj5zgph7bugZznmmxolvwzmoeedbiyfgz3wqd.onion:8202
2025-04-10T21:06:47. 0 INFO coinswap > ReqContractSigsForSender | m3qn53qt3wukwqvbx4yhq7v2qrsvf2oiddtjsqigwktzuuot33hmmuad.onion:8302
2025-04-10721:06:50. @ INFO coinswap = RespContractSigsForSender | m3gn53qt3wukwqvbx4yhq7v2grsvf2oiddtisqigwktzuuot33hmmuad.onion:8302
2825-84-10T21:06:50. @ INFO coinswap Taker is previous peer. Signing Receivers Contract Txs

2025-04-10T21:06:50. ® INFO coinswap i > RespContractSigsForRecvrAndSender | ewaexd2es2uzr34wp26cj5zgph7bug7znmmxolvwzmoeedbiyfgz3wad.onion:8202
2025-04-10721:06:50. @ INFO coinswap ] Waiting for funding transaction confirmation. Txids : [a98726196daef4225ca8588e4b31924999e7eee@eb71c9c2b97503c9c514698d]
2025-04-10721:06:50. @ INFO coinswap i - Waiting for funding tx to appear in mempool | @ secs

2025-04-10T21:07:20. @ INFO coinswap H Funding tx Seen in Mempool. Waiting for confirmation for 3@ secs

2025-04-10T21:07:21. 8 INFO coinswap > WaitingFundingConfirmation | ewaexd2es2uzr34wp2éci5zgph7bug7znmmxolvwzmoeedbiyfgz3wqd.onion:8202
2025-04-10T21:07:22. 8 INFO coinswap > WaitingFundingConfirmation | m3qn53qt3wukwqubx4yhq7v2qrsvf2oiddtisqigwktzuuot3shmmuad.onion:8302
20825-04-10T721:07:52. @ INFO coinswap Funding tx Seen in Mempool. Waiting for confirmation for 61 secs

2825-84-10T21:07:52. @ INFO coinswap > WaitingFundingConfirmation | ewaexd2es2uzr34wp2écj5zgph7bug7znmmxolvwzmoeedbiyfgz3wad.onion:8202
2025-04-10T21:07:52. ® INFO coinswap i > WaitingFundingConfirmation | m3an53gt3wukwqvbx4yhq7v2qrsvf2oiddtisqigwktzuuot33hmmuad.onion:8302
2025-04-10T21:08:22. @ INFO coinswap ol Funding tx Seen in Mempool. Waiting for confirmation for 92 secs

2025-04-10721:08:23. @ INFO coinswap i > WaitingFundingConfirmation | ewaexd2es2uzr34wp26ci5zgph7bug7znmmxolvwzmoeedbiyfgz3wad.onion:8202
2025-04-10T21:08:24. @ INFO coinswap > WaitingFundingConfirmation | m3qn53gt3wukwqvbx4yhg7v2qrsvf2oiddtisgigwktzuuot33hmmuad.onion:8302
2825-04-10T721:08:54. @ INFO coinswap i Tx a98726196daef4225ca0588e4b31924999e7eee@eb71c9c2b97503c9c514690d | Confirmed at 1

2825-04-10T21:08:54. @ INFO coinswap Connecting to m3qn53qt3wukwqvbx4yhq7v2qrsvf2oiddtjsqigwktzuuot33hmmuad.onion:8302 | Send Sigs Init Next Hop
2025-04-10721:08:55. @ INFO coinswap i > ProofOfFunding | m3an53qt3wukwqvbx4yhq7v2qrsvf2oiddtisqigwktzuuot33hmmuad.onion:8382
2025-04-10721:08:55. @ INFO coinswap Fundix Txids: [a98726196daef4225ca0588e4b31924999e7eee@eb71c9c2b97603c9c514690d]

2025-04-10T721:08:56. @ INFO coinswap routines - Maker Received = ©.0001954@ BTC | Maker is Forwarding = 0.00019100 BTC | Coinswap Fees = 0.0000814@ BTC | Miner Fees paid by us = 300
2025-04-10T721:08:56. @ INFO coinswap api - <=== ReqContractSigsAsRecvrAndSender | m3gn53qt3wukwqvbx4yhg7v2qrsvf2oiddtjsqigwktzuuot33hmmuad.onion:8302
2025-04-10721:08:56. @ INFO coinswap i Taker is next peer. Signing Sender's Contract Txs

2025-04-10T21:08:57. @ INFO coinswap > RegContractSigsForRecvr | ewaexd2es2uzr34wp26cjSzgph7bug7znmmxolvwzmoeedbiyfgz3wgd.onion: 8202
2025-04-10T21:09 8 INFO coinswap ::api RespContractSigsForRecvr | ewaexd2es2uzr34wp26ci5zgph7bug?znmmxolvwzmoeedbiyfgz3wqd.onion: 8202
2025-04-10T21:09 8 INFO coinswap > RespContractSigsForRecvr) r | m3gn53q bxhyhq7v2qrsvf2oiddtjsqigwktzuuotd3hmmuad.onion:8302
20825-04-10T721:09 @ INFO coinswap i Waiting for funding transaction confirmation. Txids : [8le3faabcd3384d2cb59e02f2427a9504fd8f7f5b6b131561Ff0e@7bcested14b]
2825-84-10T721:09:02. ® INFO coinswap i Waiting for funding tx to appear in mempool | @ secs

2025-04-10721:09:32. @ INFO coinswap i Funding tx Seen in Mempool. Waiting for confirmation for 3@ secs

2025-04-10T21:09:33. @ INFO coinswap i > WaitingFundingConfirmation | m3qn53qt3wukwqvbx4yhq7v2qrsvf2oiddtisqigwktzuuot33hmmuad.onion:8302
2025-04-10721:09:33. 6 INFO coinswap i > WaitingFundingConfirmation | ewaexd2es2uzr34wp26ci5zgph7bug7znmmxolvwzmoeedbiyfgz3wad.onion:8202
2025-04-10T21:10:03. @ INFO coinswap g Funding tx Seen in Mempool. Waiting for confirmation for 61 secs

2025-04-10T21:16 8 INFO coinswap ::api > WaitingFundingConfirmation | m3qn53qt3wukwqvbx4yhq7v2qrsvf2oiddtisqigwktzuuot33hmmuad.onion:8302
2025-84-10721:10:84. 8 INFO coinswap > WaitingFundingConfirmation | ewaexd2es2uzr34wp26cjSzgph7bug7znmmxolvwzmoeedbiyfgz3wqd.onion:8202
20825-04-10T721:10:34. @ INFO coinswap i Funding tx Seen in Mempool. Waiting for confirmation for 92 secs

2025-04-10T21:18:35. @ INFO coinswap i > WaitingFundingConfirmation | m3gn53qt3wukwqvbx4yhq7v2qrsvf2oiddtisqigwktzuuot33hmmuad.onion:8302
2025-04-10721:10:36. ® INFO coinswap ::api > WaitingFundingConfirmation | ewaexd2es2uzr34wp26ci5zgph7bug7znmmxolvwzmoeedbiyfgz3wad.onion:8202
2025-04-10T721:11:06. @ INFO coinswap :iapi Tx 8le3faabcd3384d2cb59e@2f2427a9504fd8T7f5b6b131561ff@e@7bce4edlsb | Confirmed at 1

2025-04-10721:11:07. ® INFO coinswap i ReqContractSigsForRecvr | m3gn53qt3wukwavbx4yhq7v2qrsvf2oiddtisgigwktzuuot33hmmuad.onion:8302
2025-04-10T21:11:10. @ INFO coinswap RespContractSigsForRecvr | m3gn53gt3wukwqvbx4yhg7v2gqrsvf2oiddtisgigwktzuuot33hmmuad.onion: 8302
2025-04-10T21:11:13. @ INFO coinswap i HashPreimage | ewaexd2es2uzr34wp26ci5zgph7bug7znmmxolvwzmoeedbiyfgz3wqd.onion:8:

2025-04-10721:11:13. 8 INFO coinswap PrivateKeyHandover | ewaexd2es2uzr34wp2écj5zgph7bug7znmmxolvwzmoeedbiyfgz3wqd.onion:8202
2025-04-10T21:11:13. @ INFO coinswap i PrivateKeyHandover | ewaexd2es2uzr34wp26cj5zgph7bug7znmmxolvwzmoeedbiyfgz3wqd.onion:8202
2825-84-10T21:11:14. @ INFO coinswap H i HashPreimage | m3qn53qt3wukwqvbx4yhq7v2gqrsvf2oiddtjsqigwktzuuot33hmmuad.onion:8382
2025-04-10721:11:15. ® INFO coinswap ::api PrivateKeyHandover | m3gn53qt3wukwgvbx4yhq7v2qrsvf2oiddt]sqigwktzuuot33hmmuad.onion: 8302
2025-04-10T21:11:15. @ INFO coinswap i PrivateKeyHandover | m3gn53qt3wukwgvbx4yhq7v2qrsvf2oiddtjsqigwktzuuot33hmmuad.onion:8302
2025-04-10721:11:15. @ INFO i i Initializing Sync and Save.

2025-04-10T21:11:15. @ INFO Completed Sync and Save.

20825-04-10T21:11:15. @ INFO i H i Successfully Completed Coinswap.

2025-04-10T21:11:15.803446+05:30 INFO i : Shutting down taker.

20825-04-10T721:11:15.803484+0! INFO i i offerbook data saved to disk.

2025-04-10T721:11:15.803522+05:30 INFO i i Wallet data saved to disk.
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