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Introduction

Cybersecurity, as defined by Kaspersky, is “the practice of defending computers, servers, mobile devices,
electronic systems, networks, and data from malicious attacks.” Since the rise of technology and global networks
in the 1970s and 80s, technology has rapidly evolved—along with it, so have the threats. Over time, digital
attackers have modified their modus operandi (method), giving rise to various threats; one particular area that has
received much attention is social engineering, which refers to the “manipulation [of] techniques that exploit
human error to gain private information, access, or valuables” (Kaspersky). As cybersecurity rapidly improves,
cyber-criminals tend to implement more social engineering tactics into their attacks, making it one of the key
aspects that demands more urgent global attention.

Social engineering vulnerabilities did not become particularly prominent until the early 2000s, as
companies, governments, and individuals began to encounter more cyberattacks that exploited social engineering
vulnerabilities. This trend reached a critical point during the COVID-19 pandemic, as cyber-criminals obtained
access to critical business assets and sensitive organizational data. During this period, Advanced Persistent Threat
groups (APTs) were utilized to steal sensitive data that targeted high-value institutions and global leaders. Key
examples include Russia’s APT28, China’s APT41, and North Korea’s Lazarus Group unleashed phishing attacks to
steal COVID-19 research and disrupt global supply chains. Simultaneously, the Brno University Hospital in the
Czech Republic suffered ransomware attacks, where cybercrime groups deployed Ransomware-as-a-Service tactics
through spear-phishing.

In the light of these threats, many cyber defense mechanisms—such as robust incident response plans,
regular data backups, and safeguards—have been implemented to enhance resilience. Today, cybersecurity has
become an essential pillar in modern society. Not only does it mitigate the effects of cyberattacks, but it also
maintains business continuity and protects unauthorized information.

Despite these advancements, humans remain the first line of defense and the most vulnerable to
cyberattacks. According to Verizon’s 2023 Data Breach Investigations report, 74% of all cyber breaches were

caused by human fallacy, misinterpretation, and error. Likewise, 48% of large companies have endured 25 or more
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social engineering attacks, resulting in financial damage of up to $100,000. As a result, these vulnerabilities can
pose significant risks to governments, private sectors, and people; this leads to mutual mistrust, financial losses,
and the shutdown of business operations. With the increase of eminence and complexity, it becomes crucial to
strengthen cybersecurity not only through the means of technology but also through social engineering.

It is undeniable that cybersecurity has been evolving rapidly. As it improved, so did the threats and
prominence. Across the world, many cyber-criminals have exploited human behavior through social engineering
tactics. To address this issue, people have implemented cyber defense mechanisms for the protection of
unauthorized information and to maintain business continuity; however, human behavior and actions remain the
weakest link because of how easily manipulated it is. Effectively solving this issue will require a combination of
methods, from integrating weekly educational programs to teach people about the different forms of social
engineering, to utilizing Al-detection systems to examine suspicious emails, documents, and links—all of which will

depend on global cooperation, urgency, and awareness.

Definition of Key Terms
Cybersecurity resilience

The definition of “cybersecurity resilience”, as stated by IBM (International Business Machines
Corporation), means “an organization’s ability to identify, respond, and recover swiftly from a cybersecurity
incident.” Enhancing cybersecurity resilience is critical to maintain a business or organization’s business continuity,
information security, and flow of operations. The commonly known tactics of cyberattacks include software code
errors, insufficient security functions, and poor design. However, in this case, we discuss the social engineering

aspect of cybersecurity.

Social engineering

Social engineering (in the context of cybersecurity) is when cyber-criminals take control of human
behavior or emotions to trick the person into acting for them. Several factors, including a lack of digital literacy,
natural human error, and the ease with which social engineering can be performed, collectively contribute to
social engineering vulnerabilities. However, the main reason surrounding this sector is the vulnerability of people

to human manipulation tactics, which allows unauthorized access to private information.

Advanced Persistent Threats (APTs)
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Advanced Persistent Threat (APT) groups, also commonly referred to as APTs, are well-planned and
sophisticated cyberattacks—targeting social engineering vulnerabilities (about 70-90%)'—that are orchestrated by
highly experienced cyber-criminals to infiltrate specific networks with the primary goal of stealing significant data
over an extended period. The term ‘advanced persistent threat’ originated in the U.S. Department of Defense at
the start of the 21st century to describe persistent cyberespionage attacks from China. Their main targets are
usually high-end, value-driven organizations. Tactics can range from spear-phishing strategies (which is phishing
that is well-researched and very personalized) to backdoor schemes, which allow them to gain easy access to the

organization’s network and entire software.

Phishing

Phishing is a common form of cyberattack utilized by cyber-criminals in which one or multiple targets are
contacted through email, text messages, or through telephone calls (mostly through email). These cyber-criminals
often pose as executives to appear legitimate, which often easily acquires the individual’s attention, and then they
typically exploit human emotions (fear, urgency, curiosity) to gain their trust. This leads to long-term

consequences, such as financial loss and identity theft.

Digital literacy

Digital literacy is the safe and smart use of a wide range of digital technologies utilized for communication,
information, and problem-solving in all aspects of life. The UN addresses the evolving topic of digital literacy as a
“regionally defined and culturally amplified topic.” There have been multiple meetings pressuring the UN to take a
proactive stance with the intent of implementing collaborative solutions, one of them being educating rural and
less-developed member-states about digital literacy. This can allow people to understand and manage the

information that they receive; in this context, determine if something is possibly trying to cyberattack them or not.

Institutional awareness

Institutional awareness is the understanding of all formal and informal structures of an organization;
however, in this case, it can mean comprehending what weaknesses cyber-criminals may exploit in the system.
Through the aspect of social engineering vulnerabilities, institutional awareness allows people to have a greater
understanding of best practices utilized by cybercriminals and implement a sense of accountability for protecting

sensitive data, which can help reduce the amount of social engineering cyberattacks.

Data breach

'Akerr. “Red Team Exercises against Social Engineering Attacks.” Outpost24, 9 May 2025,
outpost24.com/blog/red-teaming-and-social-engineering/.
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A data breach, according to the UNDRR (United Nations Office for Disaster Risk Reduction), is “a
compromise of security that leads to the accidental or unlawful destruction, loss, alteration, unauthorised
disclosure of, or access to protected data transmitted, stored, or otherwise processed.” It is also known as a cyber
breach. Data breaches are extremely costly and business-threatening, with experts calculating damages of up to
S5 trillion by 2024, primarily caused by malicious attacks and human errors. Keep in mind that not all cyberattacks

are data breaches.

Background Information

The earliest origins of social engineering

Social engineering, a concept that has been around for millennia, can be traced back to 1184 BC, when the
Greek soldiers devised a crafty plan to defeat the Trojans. The plan? They constructed a giant wooden horse and
hid some of their army in it. The Trojans accepted the horse and allowed it to trot into the camp, not knowing it
was a social engineering trap. After the sun set and the Trojans went to bed, the soldiers inside the horse snuck
out and unlocked all gates leading into the city of Troy—sneaking in the rest of the Greek army. As a result, they
used the element of surprise to obliterate the city of Troy, formally ending the war. This is a perfect example of
early social engineering because it was deliberately planned to give the Trojan army false senses of comfort, trust,

and safety.
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Figure 1: A picture portraying the legendary Trojan horse being brought into Troy.

As time went on, social engineering could also be seen being utilized in warfare. One infamous example of

this is the 1943-1944 Operation Fortitude during World War I, which highlighted many historical social
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engineering tactics planned by the United States of America, the United Kingdom, France, and many others. Some
of which include creating imaginary armies, deceptively realistic military vehicles and airfields, and hiring double
agents and actors to feed the Germans false information. Of all these, the most effective tactic was the double
agent tactic, with the Germans believing most of the double agents’ statements. This was coincidentally also an
act of social engineering. At last, they were misled about the location of the D-Day landings, which caught the

German army off guard, leading to the fall of Nazi Germany.

Rise of technology and social engineering tactics

As technology evolved during the early 21st century, so did the attacks regarding social engineering. With
cyber-criminals, hackers, and fugitives becoming increasingly prominent, the world was thrown into a period of
“cyberattack-chaos.” One of these attacks, known as Advanced Persistent Threats (APTs), which utilize
sophisticated threats from various hackers, has slowly begun to emerge in daily life. The very first APT attack was
called ‘Titan Rain’, which originated from China, and was a series of precise and coordinated attacks that were
targeted towards U.S. government networks from 2003-2006 and involved a lot more technological applications
rather than social engineering tactics. Managing to steal unauthorized sensitive data regarding the U.S. military,
aerospace, and defense blueprints, Titan Rain constituted an extremely successful data breach. It was later
revealed that the Chinese state-sponsored intelligence agencies utilized rootkits—malicious software that hid in

the system, allowing for direct remote access.

One of the first APT attacks to exploit social engineering vulnerabilities was Operation Aurora—a series of
precise, coordinated attacks believed to have been carried out by PLA Unit 61398 2, possibly with assistance from
Sneaky Panda and connections to Winnti Umbrella®. This attack targeted Google, Adobe, and dozens of other U.S.
companies through many carefully conducted phishing campaigns, most of which included spear-phishing. From
crafting forged emails that were tailored toward specific individuals to sending compromised, malicious websites,
Operation Aurora employed various spear-phishing techniques, deliberately linking infected systems to
command-and-control servers to gain unauthorized access to proprietary information and trade secrets. While the
campaign successfully infiltrated multiple U.S. companies, it also risked jeopardizing China’s access to the U.S.
market. The incident is widely regarded as a milestone in recent cybersecurity history, demonstrating how easily

cyber operations can be used as tools for industrial espionage.

Another very well-known and present APT attack also utilizing social engineering tactics was the 2016 DNC
Email link, where the US Democratic National Committee received numerous phishing emails and malicious
software from the Russian APT groups Cozy Bear (APT29) and Fancy Bear (APT28); however, these two APT groups

worked separately. After vigorous searching, investigators found source code that was referenced back to previous

2 PLA Unit 61398 is an APT originating from China
% Sneaky Panda and Winnti Umbrella are also APTs linked to China
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APT groups in the DNC computers, which were coincidentally Cozy and Fancy Bear (nicknamed by security experts
based on familiarity). Fancy Bear played the part of setting up tailored phishing websites that were extremely
indistinguishable from the real ones to gain long-term espionage. At the same time, Cozy Bear employed backdoor
spear-phishing methods to infiltrate the DNC’s network by targeting specific hosts to influence the election in
favor of their preferred candidate, President Donald Trump. This event was direct evidence of the Russian

government's military intelligence agencies and the FSB trying to disrupt U.S. politics.

Overall, all three attacks had devastating consequences for the U.S.; however, there is one immensely
distinct aspect that separates the two: the complexity of the attacks. While Titan Rain was an extremely successful
data breach, gaining access to the U.S. Department of Defense, Department of Energy, and many others, it
required many skills that present-day people do not possess. It required adequate understanding of wired and
wireless systems, firewalls, and file systems, strong coding skills—all of which are extremely complex and take
many years to perfect. Exploiting social engineering tactics, such as Operation Aurora and the 2016 DNC Email link
incidents, takes less skill, is much easier to manipulate, and can pass various cybersecurity defenses through these

tactics.

Present-day APT groups

Nowadays, APT groups are everywhere; however, they remain undetected to protect their identity. These
APT attacks still target a diversity of industries across nations, with the most targeted industries being information
technology, finance, and manufacturing. According to Cyfirma, which specializes in decoding threats and recording
APT attacks on industries, states, “the overall number of APT attacks has increased by 15%,” suggesting that the

APT landscape is still shifting and rapidly developing.
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2023 2024 Change

Figure 2: A bar chart displaying which sectors were affected the most by APT attacks.

They are all across the globe—in Europe, Asia, the Middle East, et cetera. There is no doubt that APT
groups have taken the world by storm, with some of the world’s largest APT providers including Iran, Russia, China,
and North Korea. With further investigation, it is revealed to the public that most of these APT attacks are either
state-sponsored, supported by governments, or operating via private institutions. However, it has become clear
that most of these APTs are originating from China, with almost half of the APT attacks traced back to China
through past data records. In Figure 2, one may come to think that the origination of these APT groups is spread
evenly; however, in Figure 3, it is evident that China’s percentage of originating APT groups dominates the bar
chart. In conclusion, APT groups remain a prominent issue today, and their devastating attacks require more

attention than they are given.
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Figure 3: A map displaying the countries from which the APT groups originated.
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Figure 4: A bar chart displaying the leading countries ranked by origin of APT.

Key Issues
Lack of digital literacy understanding and training

Being vulnerable to social engineering attacks is a serious security flaw that exposes individuals,

businesses, and even nations to severe consequences. As Al continues to develop and evolve, it becomes
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increasingly difficult for people to distinguish between legitimate and illegitimate forms of social engineering,

which is the reason why having a clear understanding of social engineering attacks is emphasized.

According to the latest industry benchmarking report, 34.3% of employees fail phishing tests. At the same
time, a recent survey of 2,000 UK workers found that 56% couldn’t distinguish between Al-generated scam emails
and legitimate ones. These findings highlight a critical issue: without adequate understanding and training,
individuals can unintentionally expose sensitive information—ranging from financial data to political strategies—to

advanced persistent threats (APTs) and cybercriminals.

A prime example is the 2016 DNC cyberattack. When Hillary Clinton’s campaign chair, John Podesta,
received a phishing email, a staffer mistakenly marked it as legitimate. This led Podesta to unknowingly enter his
real credentials, giving hackers access to his private inbox. As a result, confidential communications, donor
information, and internal political discussions were leaked. This breach stemmed directly from a lack of
cybersecurity awareness and training. Many employees place too much trust in their organization’s IT systems,
assuming they're fully protected from threats. However, as this case shows, human error remains the most

exploitable vulnerability, and training is the only effective defense.

Lack of international awareness and recognition

There is a huge difference in international awareness between cybersecurity and other more valued
topics. For example, the UN has over four thousand articles, resolutions, and campaigns dedicated to the
promotion and protection of human rights; however, it has less than fifty pages committed to cybercrime, and
certainly not enough actions and frameworks taken to prevent cybercrime, with most of the articles covering
cybercrime have expressed their views on the evolving and growing threats in all forms. This topic is also rarely
discussed in UN summits and deserves more recognition than it currently has, given the devastating consequences

through the provided past and present examples.

Every so often, there would be a call to action for the purpose of facilitating improved and managed
communications for people on the internet, urging the need for international cooperation between nations, and
pushing for the undivided international cooperation between nations. The main problem was that it was not very
prominent and was an issue that was talked about daily in colloquial and formal talks. As technology improves and
social engineering tactics become ever-increasingly prominent, it is hoped that the landscape of cybercrime
regarding social engineering becomes more alarming and threatening globally. Subsequently, it may potentially

raise the attention of global leaders, company executives, and employees, and the eyes of the people.

Major Parties Involved and Their Positions
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China

China has proved itself to be a highly involved country regarding this issue. From China’s APT40 and
Mustang Panda, which is estimated to account for 46% of all APT activity, to China-supported APT41, showing a
substantial increase in activity in the first quarter of 2025, it is evident that China is one of the leading APT
providers today through the course of social engineering attacks. For years, the Chinese government has been
accused of financially helping out these APT groups. Many countries (Singapore, the United States, even ROC, and
others) are pretty confident that the Chinese government has supported them in different ways. Although there
has been concrete evidence from various incidents that directly relates to the MSS?, JSSD°, and many other
Chinese government intelligence agencies, the Chinese Embassy in Washington has denied all accusations and has
stated that China opposes “cyber threats in all forms.” Despite that, China has implemented various cybersecurity
laws to fight telecom and internet fraud and establish a safe, multilateral, and transparent “cyber sovereignty” (as
stated by DigiChina). Not only that, but it has also emphasized the need for collaboration between nations to
combat the criminal usage of information and communications technology. As a result, China has been an active
UN member in fighting for the responsibilities and international norms that states should keep in mind about the
growing threat of cybersecurity; however, it should be a key actor to watch, given the unpredictability of its cyber

strategy and the PLA’s® continuously growing interest in ‘cognitive warfare’.

United States

The United States has had an abundance of experience dealing with cyber threats, particularly from
state-sponsored Advanced Persistent Threat (APT) groups originating from China and Russia. As the most targeted
country globally, the U.S. continues to face significant cybersecurity challenges. According to Trellix, a global
cybersecurity research firm, there was a 136% increase in cyber threat detections targeting the U.S. in Q1 2025,
compared to Q4 2024. These attacks have compromised sensitive networks, email servers, and national security

infrastructure.

The U.S. government has repeatedly expressed concerns over the growing sophistication of China-linked
cyber operations, warning that these campaigns often target critical infrastructure, federal agencies, and the
telecommunications sector. In past administrations, efforts were made to bolster U.S. cyber defenses through the
Cybersecurity and Infrastructure Security Agency (CISA) and U.S. Cyber Command. Furthermore, the U.S.
Department of Justice has imposed sanctions on actors targeting U.S. government entities and companies,

showing its concern about the evolving world of cybersecurity.

* The MSS is the Ministry of State Security
® The JSSD is the Jiangsu State Security Department
® PLA is China’s armed forces
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However, during the Trump administration, there was a notable rollback in certain cybersecurity
initiatives, including a reduction in CISA's resources and a pause in cyber operations against Russia. These
decisions drew criticism from cybersecurity experts, who warned that such moves could weaken the nation’s
resilience against foreign cyber threats. This has led to ongoing debates about the long-term dependability and

leadership of the U.S. in cybersecurity governance.

Russian Federation

The Russian Federation is frequently assessed by cybersecurity experts as the second-largest state sponsor
of Advanced Persistent Threat (APT) operations in the world, following closely behind China. Multiple Russian
state-linked APT groups—such as APT28 (Fancy Bear), APT29 (Cozy Bear), and APT44 (Sandworm)—have targeted
foreign governments, institutions, and infrastructure, primarily through spear-phishing campaigns. A notable
example occurred during the early stages of the Ukraine-Russia War, when the cyber-espionage group Gamaredon
was described by the EU's CERT-EU as the "most prolific actor" at the time. Using aggressive phishing emails
embedded with malware-laced documents, Gamaredon not only disrupted Ukrainian targets but also

disseminated Russian propaganda.

Further investigations have revealed that Russian intelligence agencies, particularly the FSB, GRU, and SVR,
often work closely with cybercriminal organizations when their goals align. In many cases, these relationships are
informal, with intelligence operatives embedding within or overseeing the activities of APT groups. Leaks involving
actors like Conti, TrickBot, and BlackBasta have exposed longstanding and coordinated links between these
criminal networks and Russian intelligence agencies, which many experts may interpret as strong evidence of the
involvement of Russian government officials and cybercriminal networks. Despite this, Russia has been a
prominent actor in the GAl committee, frequently submitting views to the UN Secretary-General about

cyberspace, and has called for new global rules to regulate cyber activity while maintaining a sovereign stance.

However, Russia denies all attributions to Russian-originated APTs and has consistently brought up the
technological difficulties and anonymity challenges that may result in tracing back to the original perpetrators. It
states that there has been no concrete evidence to support the conjectures addressing the connection between
the Russian government and APTs, and that they are so-called “political attributions” that make the committee

extremely “unconstructive and misleading”.

Tiirkiye

Turkiye is one of the major parties that has encountered and dealt with multiple social engineering
attacks. Research has stated that over 80 companies in Tirkiye are being targeted through spear-phishing emails,

and about $5.2 billion worth of bitcoin has been stolen from Tirkiye. To counter numerous APT threats, Tirkiye
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has enacted a new cybersecurity framework law (No. 7545) to recognize and emphasize cybersecurity, with the
intent of evaluating principles and actions that would best protect critical infrastructure and create a safe
cyberspace. This law introduces compliance obligations towards public and private sectors, typically ones that
focus on infrastructure, and is coordinated with already-enacted laws, such as the KVKK, which states to protect
unauthorized data (to build an established framewaork). Lastly, Tiirkiye has actively participated in NATO, publishing
documented reports that underscore best practices utilized in their country, which have helped other nations with

their cybersecurity governance and improved awareness in the cybersecurity foundation.
Iran

Iran, with cybersecurity experts classifying it as the third-largest APT producer and one of the more
involved parties in this issue, usually utilizes state-sponsored APT groups that align with their interests, such as
APT35. Operated through Iran’s intelligence agencies, these APTs engage in cyberespionage campaigns that target
the Middle East and Europe, the U.S. being more prominently targeted in these attacks. Despite numerous
sanctions placed by the U.S. Treasury on Iranian APTs, companies, and individuals involved in malicious cyber
attacks, Iran's state-sponsored APTs continue to expand their cyber attack interests, protect their operational
security, and adapt to continuously evolving cyber defenses. However, there is no actual evidence stating Iran’s

official stance, or as a matter of fact, they have made zero efforts to solve the issue.

North Korea

North Korea has had multiple state-sponsored APTs that have targeted nations in various ways. Whether
it’s through posing as executives or inviting employees to fake Zoom meetings, North Korea has done it all. Due to
how easily manipulable people are, the malicious packages given through emails have impressively amassed over
a total of 17,000 downloads—their fake job and employee impersonation attacks are infamous, likely because
these attacks are carefully researched and target software supply chains (which include npm packages’).
Furthermore, North Korea has stolen over $700 million in cryptocurrency through cyberattacks and sent more
than 120,000 phishing emails to over 18,000 individuals—certainly a country to look out for. However, just like

Iran, North Korea has made no efforts, public announcements, or anything to solve the issue.
Republic of China

Being the world’s most geopolitically significant semiconductor industry, the Republic of China (also
known as Taiwan) has dealt with innumerable APTs and cyberattacks, most of them originating from China.
According to Reuters, cyberattacks on the Republic of China “doubled in 2024 from the previous year to an

average of 2.4 million attacks a day,” as stated by the Republic of China’s National Security Bureau. These APTs are

7 Npm packages - used to find and manage code packages (in terms of this issue, it’s used for harm)
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primarily targeting the Republic of China’s organizations and businesses that focus on semiconductor making and

military drills around the island, with the intent of not only intensifying intimidation but also leveraging their

power in the global semiconductor supply competition. In response, the Republic of China has implemented 17

security measures to combat the ever-mounting and evolving threats encircling the industry, many of them

intended to prevent social engineering tactics. It was based upon President Lai’s dedication to safeguard and

protect the Republic of China’s sovereignty.

Timeline of Events

Date

1184 BC

March 4, 1943-June 6,
1944

November 1, 2003

March 26, 1999

May 4, 2000

June 12, 2009

Description of event

The Trojan War is considered one of the earliest forms of social engineering. The
horse was deliberately planned to be offered to the Trojans to give them a false sense

of comfort, trust, and safety.

Operation Fortitude, which was commissioned by the U.S., the UK, France, and
Canada, is another extremely significant and effective social engineering deception

that was utilized to mislead the Germans about the invasion of Europe.

One of the first APT attacks, Titan Rain, was a successful breach that targeted U.S.
government networks and involved more technological applications than social
engineering tactics. They utilized rootkits for remote access and unauthorized

information-gaining to cause chaos in U.S. politics

The Melissa Virus utilized tempting messages to execute its plan. It wreaked havoc,
disrupted the internet, and shut down over 300 government corporations and

agencies across the planet,

The ‘ILOVEYOU’ virus, which originated in the Philippines and infected millions of
computers worldwide, was disguised as a ‘love letter’ that tricked people into opening

a malicious attachment. It resulted in a financial loss of $3 billion to S15 billion.

Operation Aurora was the first APT attack ever to exploit social engineering
vulnerabilities. It targeted U.S. companies, such as Google and Adobe, through

sophisticated spear-phishing tactics.
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The GA3 committee adopted Resolution 74/247 on “Countering the use of

information and communications technologies for criminal purposes,” initiating a

December 27, 2019

process toward a global treaty on cybercrime, focusing on sovereignty and equal

participation.

The UN Cybercrime Convention was the first encompassing treaty that was

December 24, 2024 established to focus on all aspects of cybercrime. It has already been adopted and will

soon be open for ratification on October 25, 2025.

A Nigerian man was placed under charges for being involved in a million-dollar

business email compromise and email fraud scam. The attack targeted companies in

June 26, 2025

eight U.S. states, with people being tricked into transferring money to fraudulent bank

accounts.

The North Korea-linked threat actor known as Kimsuky has exploited the social

July 21, 2025 engineering factor by impersonating South Korean executives. They then instructed

employees to run and paste the malicious code sent through phishing emails.

Relevant UN Resolutions, Treaties, and Events

Resolution 74/247, 27 December 2019 (A/RES/74/247)

Resolution 74/247 was a resolution that focused on countering informational and communicational
technologies for criminals (which social engineering was a part of). It listed previous resolutions and
various alarming facts about cybercrime to gain the attention of nations worldwide. To solve this issue, the
resolution mainly stressed national and international cooperation by establishing a permanent ad hoc

committee to include all representatives of nations, organizations, and experts.
GA1 Proposes New Action for the Struggle Against Cybersecurity, 18 October 2021 (GA/DIS/3673)

This GA1 session is specifically picked due to the fact that it tailors toward discussions, draft resolutions,
and collaborations about the dangers and solutions of cybersecurity in different forms—a topic rarely
talked about in the UN. Not only did it talk about mitigating cybersecurity attacks, but it also discussed the
disarmament of nuclear warfare. The session proved to be highly successful and productive, with
representatives from various countries voicing their concerns about the escalating waters of cybersecurity

threats and highlighting best practices to address them.
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e Letter dated 12 September 2011 from the Permanent Representatives of China, the Russian Federation,
Tajikistan, and Uzbekistan to the United Nations addressed to the Secretary-General, 12 September 2011
(GA A/66/359)

This letter’s central direction focused on the rights and responsibilities of neighboring states in the
information landscape, further encouraged each state’s responsible and productive behaviors, and
ensured that all forms of technology were utilized to benefit only social and economic development and
preserve international security and stability. These methods may seem very collaborative and
internationally-focused; however, the letter focused on a more sovereign scope, with the code of conduct
pledging all nations that signed the treaty to uphold international norms regarding sovereign integrity,

territorial integrity, and political independence, which degrades the overall purpose of the UN.
e UN Secretary-General Warns of Cyber Mercenaries Amid Spike in Weaponizing Digital Tools, 20 June 2024

During a Security Council high-level discussion, present-day Secretary-General Anténio Guterres
highlighted the evolving power of digital technologies by making several remarks throughout the course of
the debate. He addressed the benefits of ever-growing technology, such as how it brings people together
and interact with government services online. However, he underscored the easy and quick connectivity of

the internet that made nations vulnerable to cybercrime.
e United Nations Convention Against Cybercrime, 24 December 2024 (A/RES/79/243)

The UN Cybercrime Convention, which was the first treaty that was initiated by resolution 74/247, was
just recently established to combat crimes regarding ICTs (Information and Communication Technology). It
was the first comprehensive treaty that focused on all aspects of cybercrime, and aimed to not only
strengthen international cooperation regarding this issue (since it had less attention compared to other
issues), but also promote technical assistance and capacity-building systems, and strengthen measures
utilized to combat cybercrime. This treaty will be in force after a planned signing ceremony on October 25,

2025, in Hanoi, Vietnam.

Evaluation of Previous Attempts to Resolve the Issue

The 2011 Letter submitted by China, the Russian Federation, Uzbekistan, and Tajikistan addressed to

the United Nations Secretary-General
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The 2011 letter (proposed by China, Russia, Uzbekistan, and Tajikistan) underscored that states were the
key actors in cyberspace and highlighted each state’s basic rights and responsibilities to combat cybercrime. While
they did follow the Charter of the United Nations® and proposed various significant solutions towards the issue, it
had a large focus on maintaining each state’s sovereignty, state control, and non-interference in cyberspace. This,
although it was a political declaration, sought to eventually suggest essential principles, which would later be
bound into an international agreement that directed the behavior of states in cyberspace. As a result, this
proposal was unable to obtain the approval and widespread support among all UN member states, due to its
excessive focus on sovereignty for states. Key states such as the US and UK, which largely advocate for freedom of

expression and a more open cyberspace, opposed it.
The Budapest Convention on Cybercrime

The Budapest Convention on Cybercrime was established in 2001 as a framework to enable member
states to share experiences and foster cooperation on best practices, particularly in emergencies. According to the
Council of Europe, “Any country may make use of the Budapest Convention as a guideline, checklist or model law,”

which can help states realize their strengths and weaknesses when establishing their laws through collaboration.

The framework’s overall focus was to provide a “free internet” where information can be freely shared
and accessed. Recognizing that technology is constantly evolving, which leaves states, organizations, and
businesses vulnerable to cybercrime, the Budapest Convention on Cybercrime collects data when necessary while
also adhering to traditional norms regarding human rights. Furthermore, it also utilizes capacity-building projects
to support other member states in the prosecution of cybercrime in all forms. This framework has already been
ratified by over 70 countries; however, it has not yet been ratified by key countries, such as Russia and China,
which argue that the convention is too biased and non-universal. It leaves the global landscape of cybersecurity

divided, questioning the overall cooperation.

Possible Solutions

Having a clear and undisputable definition of social engineering

The term “social engineering” can be dangerously vague. Generally, the universally accepted definition of
social engineering is “[the] exploiting [of] human behavior with the intent of gaining sensitive or unauthorized
information.” However, some may interpret social engineering as “manipulating public opinion through media or

cultural influence on a broad scale.” This ambivalence makes enacting precise laws, resolutions, and treaties a

8 The UN Charter highlighted the sovereign equality of each state, solidified the crucial principles of international relations, and prohibited
the use of force in international relations.
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complicated and frustrating process, since a poorly defined term can have unexpected consequences, sparking a
global crisis and increasing international tensions. Furthermore, these types of complications and problems mainly
happen when a member-state gains adequate leverage and power to push forward its interpretations or agenda;
a clear definition of social engineering allows for a clear purpose and prevents political and sovereign domination
when drafting frameworks and resolutions. Ultimately, clarifying the definition of social engineering allows for
government officials, organizations, and buildings to implement productive solutions while not having to worry

about vague wording that can be exploited to bypass traditional international norms.
Enacting more international frameworks that focus on social engineering vulnerabilities

Most frameworks, resolutions, and discussions primarily focus on cybersecurity; however, they often do
not explicitly emphasize the aspect of social engineering and its vulnerabilities, or sometimes overlook it at
significant times. Given previous events and evidence, social engineering is a critical component that should not
be ignored (as evidenced by previous events); if not addressed, states tend to miss the root cause of these attacks.
This aspect has already been emphasized by the 2024 International Criminal Police Organization (INTERPOL)’s
awareness campaign, which promotes cybersecurity awareness, informed decision-making, and vigilance in
cyberspace. However, the UN still barely recognizes the importance of social engineering attacks and lists them as
a “secondary concern” in the broader cyberspace world; this is due to a lack of understanding of their severity and

international recognition.

Enacting international frameworks that specifically focus on social engineering vulnerabilities can facilitate
neutral information sharing, as member states are highly divided on this issue. The framework should focus on
universally agreed-upon topics, such as capacity-building measures, institutional awareness, or digital literacy to
combat social engineering attacks. Not only that, it should avoid politically sensitive or controversial topics that
may prevent the house from reaching a consensus. One key example of this was Resolution 74/247. While it was
not favored by all member states (because of their stance), they agreed on some key ideas, with the most
common agreed-upon aspects being fostering best practices regarding this issue, since social engineering is
universally recognized as a criminal threat to society and practices that do not go against traditional norms are
most likely to be approved by all sides of the house. However, this solution may be more challenging to implement

due to the obstinate focus of various countries on sovereignty.
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