AntBlocked Legal Center
This document contains the official Terms of
Service
and Privacy Policy for AntBlocked. These
agreements
govern the relationship between AntBlocked

("we," "us,
or "our") and the educational institutions
("School,"

"District," or "Customer") using our services.
|. Terms of Service
Effective Date: March 3, 2026
1. Acceptance of Terms
By creating an account, installing our software,
or using
the AntBlocked service, you agree to be bound
by
these Terms of Service. If you are entering into
this



agreement on behalf of a school or district, you
represent that you have the authority to bind
that entity.

2. Description of Service
AntBlocked provides a suite of school-focused
tools,
including:

e Content Filtering: Real-time blocking of
inappropriate
web content.
e Classroom Management: Tools for
teachers to
monitor and manage student digital
activity.
e Student Safety (Beacon): Al-driven
detection of
content related to self-harm, violence, or
bullying.
3. School Personnel & Student Data



e School Official Status: For the purposes
of the
Family Educational Rights and Privacy
Act (FERPA),
AntBlocked acts as a "School Official"
with a
legitimate educational interest. We
remain under the
direct control of the School regarding
the use and
maintenance of education records.
e Consent: The School is responsible for
obtaining any
necessary parental consent under the
Children's
Online Privacy Protection Act (COPPA)
before
allowing students under 13 to use the
Service.



4. Data Ownership and Use
e Ownership: The School retains all
ownership rights
to any Student Data provided to or
collected by
AntBlocked.
e Limited License: The School grants
AntBlocked a
non-exclusive, limited license to use
Student Data
solely to provide and improve the
Service.
e No Sale of Data: AntBlocked will never
sell Student
Data to third parties or use it for targeted
advertising.
5. Account Security
The School is responsible for maintaining the
confidentiality of administrative and teacher



account
credentials. Any unauthorized access must be
reported
to AntBlocked immediately at
security@antblocked.com.
6. Termination
e By School: You may terminate your
subscription at
any time.
e By AntBlocked: We reserve the right to
suspend or
terminate access if these Terms are
violated.
e Data Deletion: Upon termination, we will
delete or
de-identify Student Data in our
possession within
thirty (30) days, unless a shorter period



IS required
by local law.
ll. Privacy Policy
Last Updated: March 3, 2026
1. Information We Collect
We collect information only to the extent
necessary to
provide the services requested by the School:
e Directly Provided: Administrator/Teacher
names,
school email addresses, and school
contact
information.
e Student Information: Student names and
school-
issued |IDs/emails as provided by the
School's
directory integration (e.g., Google



Workspace or
Microsoft 365).
e Usage Data: Browsing history, search
gueries, and
timestamps from school-managed
devices.
e Safety Data: Content flagged by our Al
for review by
school safety teams.
2. How We Use Information
We use the information to:
e Filter web content according to
School-defined
policies.
e Provide teachers with visibility into
active classroom
sessions.



e Notify designated school staff of
potential safety
concerns.
e Analyze and improve the accuracy of
our filtering
algorithms (using de-identified data).
3. Data Sharing & Third Parties
We do not share personal information with third
parties
except:
e \With the School: Information is shared
back with
authorized school personnel.
e Sub-processors: We use trusted
infrastructure
providers (e.g., cloud hosting) that meet
our strict
security standards.



e Legal Requirements: If required by a
valid legal order
(e.g., a subpoena), we will notify the
School unless
prohibited by law.
4. Security Measures
We maintain a robust security program
including:
e Encryption: Data is encrypted at rest
and in transit
using industry-standard protocoils.
e Access Controls: Access to student data
IS
restricted to authorized employees with
a specific
"need-to-know" for technical support.
e Audits: We perform regular security
vulnerability
assessments and internal audits.



5. Individual Rights
Parents and students who wish to review,
correct, or
delete personal information must contact their
School
or District. As a service provider, AntBlocked
will assist
the School in fulfilling these requests.
6. Updates to this Policy
We may update this policy to reflect changes in
law or
our Service. We will notify Schools of any
material
changes via email or an in-app notification.
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|. Terms of Service
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1. Acceptance of Terms



By creating an account, installing our software, or using the AntBlocked service, you
agree to be bound by these Terms of Service. If you are entering into this agreement on
behalf of a school or district, you represent that you have the authority to bind that
entity.

2. Description of Service
AntBlocked provides a suite of school-focused tools, including:

Content Filtering: Real-time blocking of inappropriate web content.
Classroom Management: Tools for teachers to monitor and manage student digital
activity.

Student Safety (Beacon): Al-driven detection of content related to self-harm, violence,
or bullying.

3. School Personnel & Student Data
School Official Status: For the purposes of the Family Educational Rights and Privacy
Act (FERPA), AntBlocked acts as a "School Official" with a legitimate educational
interest. We remain under the direct control of the School regarding the use and
maintenance of education records.

Consent: The School is responsible for obtaining any necessary parental consent under
the Children's Online Privacy Protection Act (COPPA) before allowing students under 13
to use the Service.

4. Data Ownership and Use
Ownership: The School retains all ownership rights to any Student Data provided to or
collected by AntBlocked.

Limited License: The School grants AntBlocked a non-exclusive, limited license to use
Student Data solely to provide and improve the Service.

No Sale of Data: AntBlocked will never sell Student Data to third parties or use it for
targeted advertising.

5. Account Security
The School is responsible for maintaining the confidentiality of administrative and
teacher account credentials. Any unauthorized access must be reported to AntBlocked
immediately at security@antblocked.com.

6. Termination
By School: You may terminate your subscription at any time.

By AntBlocked: We reserve the right to suspend or terminate access if these Terms are
violated.



Data Deletion: Upon termination, we will delete or de-identify Student Data in our
possession within thirty (30) days, unless a shorter period is required by local law.
II. Privacy Policy
Last Updated: March 3, 2026
1. Information We Collect
We collect information only to the extent necessary to provide the services requested by
the School:

Directly Provided: Administrator/Teacher names, school email addresses, and school
contact information.

Student Information: Student names and school-issued IDs/emails as provided by the
School's directory integration (e.g., Google Workspace or Microsoft 365).
Usage Data: Browsing history, search queries, and timestamps from school-managed
devices.

Safety Data: Content flagged by our Al for review by school safety teams.

2. How We Use Information
We use the information to:

Filter web content according to School-defined policies.

Provide teachers with visibility into active classroom sessions.

Notify designated school staff of potential safety concerns.

Analyze and improve the accuracy of our filtering algorithms (using de-identified data).
3. Data Sharing & Third Parties
We do not share personal information with third parties except:

With the School: Information is shared back with authorized school personnel.
Sub-processors: We use trusted infrastructure providers (e.g., cloud hosting) that meet
our strict security standards.

Legal Requirements: If required by a valid legal order (e.g., a subpoena), we will notify
the School unless prohibited by law.

4. Security Measures
We maintain a robust security program including:

Encryption: Data is encrypted at rest and in transit using industry-standard protocols.
Access Controls: Access to student data is restricted to authorized employees with a
specific "need-to-know" for technical support.

Audits: We perform regular security vulnerability assessments and internal audits.
5. Individual Rights



Parents and students who wish to review, correct, or delete personal information must
contact their School or District. As a service provider, AntBlocked will assist the School
in fulfilling these requests.

6. Updates to this Policy
We may update this policy to reflect changes in law or our Service. We will notify
Schools of any material changes via email or an in-app notification.
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