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Getting Started 

How to Register for Your StormWall Client Portal? 

 

To access StormWall protection, registration as a new user is required. 

Start by navigating to the StormWall website, then find the Sign in button located in the 

top right corner of the homepage. 

 

 



 
 

Click on the Sign in button to open the form. 

 

Inside the form, locate and click on the Sign up button to initiate the signup process. 

 



 

Fill out the registration form: 

●​ E-mail; 

●​ Full name; 

●​ Phone number (optional); 

●​ Company name; 

●​ Password: Choose a secure password; 

●​ Confirm password: Re-enter your chosen password. 

 



Make sure to review the Terms of Service and the Personal Data Processing Agreement; 

after reviewing, consent by ticking the appropriate box. To complete your registration, 

click the Register button. 

To finalize your registration, please check your email for a confirmation message. 

Follow the link provided in the email to activate your account. Upon clicking the link, you 

will receive a notification confirming the successful completion of your registration 

process. 

 

If you've previously registered but have forgotten your password, please follow these 

steps: 

●​ Navigate to the password reset form on the right side of the screen to establish a 

new password. 

●​ Input your email address and verify your identity by completing the Captcha 

challenge. 

 

 



 

●​ Click the Reset Password button. 

You will receive an email at your registered address containing detailed instructions on 

how to proceed with resetting your password. 

 

. 

 



Great! 

You have successfully completed the registration process on the StormWall website. 

You are now able to log into your account and start making use of our services. Our 

personal account features allow you to manage your account effortlessly, as well as 

conveniently configure services and process payments. 

For further details on the features available to you, please visit the Client Panel section. 

How to Enable Service Testing? 

To familiarize yourself with the product before subscribing, click the Start Free Trial 

button. 

 

Fill out the form and wait for our call. 

 



 

 

 

If you encounter difficulties in connecting services, please contact customer support. 

User Data 

To access your user data, select the account icon situated in the upper right corner of 

the screen. 

 

 



 

Personal Information 

Personal data 

After clicking the account icon in the top right corner of the screen, choose Personal 

Information from the dropdown menu that appears. 

 



 

 
Please fill out the following fields in the form: 

●​ E-mail; 

●​ First name; 

●​ Last name; 

●​ Phone; 

●​ Time Zone; 

●​ Time Format. 

After completing the form, click on the Save button to confirm the changes. 

Company 

On the Company tab, enter your company details. 

 



 

After entering the information, click the Save change button. 

Notifications 

On the Notifications tab, you will see all notifications related to each of your services. 

 



 

You can create, edit, and delete notifications. To manage notifications, please refer to 

the instructions. 

 

 



​

Sessions 

Access the Sessions tab to view a table that lists all active and historical user sessions. 

 

 

You can terminate a session by marking the checkbox in the corresponding session row 

and pressing the Delete button. The user associated with the terminated session will be 

required to log in again on the website. 

Should you notice any suspicious activity, opt for the Terminate all sessions button to 

ensure security. 

Security Settings 

Open the Security Settings tab. 

 



 

We recommend enabling two-factor authentication. To do this, you will need to install 

any authenticator app on your smartphone, such as Google Authenticator or Duo. 

 

To enhance your account security, click the Enable Two-Factor Authentication button. 

 



 

Follow the on-screen instructions and click Submit after entering the code from the 

authenticator app on your smartphone. 

Billing 

How to Connect Your Service 

Log in to your account on the StormWall website. In the top panel, select the Billing 

option. This will open a menu in the left panel. In the opened panel, select the service 

and click on its name. 

 



 

You will be redirected to the service order page on the website. Please review the 

available pricing plans. 

To order a service with the Standard (Personal) or Business (Business One) plan, 

simply fill out the form that appears after clicking the Order button. 

If you choose the Enterprise (Enterprise One) plan, a support specialist will contact 

you after you submit the form. 

How to Pay for Protection 

To pay for protection, first, log into your personal account on the StormWall website. 

Then, select Billing from the top panel. This action will open the menu on the left panel. 

 



 

When an unpaid bill appears, an icon will be displayed next to the Invoices field. 

Select the Invoices menu item to view a list of your invoices. If no invoices have been 

issued yet, the area will be empty. 

 

 

 



 

Click on the «arrow» icon in the invoice field to expand its contents. Then, press the 

View Invoice button within the field of the selected item to open it in a separate window. 

You can download the invoice using the form's tools - utilize the Save as Excel or 

Invoice buttons for this action. 

Payment Methods 

Choose a Payment Method: 

●​ Credit Balance: You can pay for the service from your credit balance after 

pre-funding it. To do this, select "Pay from credit balance" when making a 

payment. 

 



●​ Other Payment Methods: You can pay for the service using a bank card, bank 

transfer, or online payment systems. 

 

Payment from Credit Balance 

The credit balance in your account allows you to top up your account in advance and 

then pay for services from it. This payment method helps avoid minor transactions using 

bank cards and accounts. 

To top up your credit balance, fill out the form on the Billing tab. 

 

In the Balance area, click on the Add funds button. 

 

 



 

Select the amount and the payment method, then click on the Add funds button and 

wait to be redirected to the payment gateway. Complete the transaction according to the 

payment method you have chosen. 

How to Participate in an Affiliate Program? 

In the top menu bar, navigate to the Billing tab. 

 

 



 

In the menu that opens on the left, select the Partnership option. 

 

In the window that opens, review the information about partner program and click on the 

Activate Affiliate Account button. 

 

https://stormwall.network/partners/affiliate-program


After activation, a code will appear which you can use to attract customers. 

 

You can find detailed information on the website. 

How to Contact Technical Support? 

In the top menu bar, navigate to the Billing tab. 

In the menu that opens on the left, select the Requests item. 

 

In the window that opens, you will see a history of inquiries to technical support. Use the 

filtering and search features to find the inquiries you need. 

 



 

Click on the Create new request button to contact support. 

 

 



Fill out the form by selecting: 

●​ Request priority (how urgently you need a resolution); 

●​ Department (to whom the inquiry is addressed); 

●​ Service (which service the inquiry concerns); 

●​ Subject (a brief summary of the inquiry); 

●​ Text (describe the issue in as much detail as possible); 

●​ File (attach a file if necessary). 

After filling out the form, click the Send button. 

 

Control Panel 

How to Manage Your Account? 

After successfully logging in, you'll be directed to the main page, which is the client 

panel. The central module displays the services you've connected. If you haven't 

connected any services yet, this area will be empty. 

 

In the top right corner of the window, you'll find buttons for: 

●​ Contacting technical support; 

●​ Notifications; 

●​ Language switch; 

●​ Personal account access. 

 



 

When a new notification arrives, a number will appear on its icon to indicate the count of 

new notifications. 

 

Click on the icon, and you will see a message. This could be information about an 

attack or details regarding the successful verification of the selected notification method 

(Telegram or Webhook). 

 

 

  

In the top left corner, there's a page switcher that allows you to navigate between 

different sections: 

 



●​ Users; 

●​ Billing; 

●​ Control Panel. 

On the left side, you will find a menu with the following options: 

●​ My Services; 

●​ Attack History; 

●​ Notification Settings; 

●​ Logs. 

 

In the central module, the services you have connected are displayed. If you haven't yet 

connected any of the company's products, this area will be empty. Click on the service 

line to view information about it. 

 

 



Attack History 

In the left sidebar of the client panel, select the Attack History option. 

 

On the opened page, there is a table with data on all attacks on each of the objects. 

 

Use the Search field to filter attacks, as well as the time filter. You can also sort the table 

elements by clicking on the "arrow" icon next to the column header. To save the data in 

a file format, click the Save as PDF button. To view detailed information about an attack, 

click on its row in the table. A report area will open. 

 

 

 

 



 

To view additional information, go to the Traffic Details tab. You can exclude an object 

from the chart by unchecking the box next to its name. The set of information fields 

depends on the type of service. 

 

 

 



Notification Settings 

In the left sidebar of the client panel, select the Notification Settings option. 

 

On the page that opens, there is a table listing previously configured notifications. In the 

last column of the table, each notification has buttons for editing and deleting. 

 

To set up a new notification, click the Add Notification button. A configuration dialog box 

will open. 

 



 

After filling in the mandatory Name&Type field and selecting the notification type, the Go 

to Channels button becomes active. 

 

 



 

Click the Go to Channels button. You can return to the current form later to make 

changes. 

 



 

Fill in one or more channels for sending notifications. To set up notifications in Telegram, 

click the Telegram bot button to open the bot page. Type and send the «/start» 

command. A code will be sent in the reply message, which you should enter in the 

Telegram Chat ID area. 

 



 

Click the Add Notification button to save the entered data. The created notification will 

appear in the table. To edit a notification, click the «pencil» button in the object field. The 

fields of the form that opens match those of the new notification creation form. To delete 

a notification, click the X button in the object field and confirm the action in the dialog 

box. 

 

 



Logs 

In the left sidebar of the client panel, select the Logs option. 

 

On the page that opens, there is a table with data about all the actions of the account's 

users. Use the Search field to filter and the time filter for more specific queries. You can 

also filter by user action by selecting it from the Action dropdown menu. In the last 

column of the table, each entry has a «Copy» icon for copying all the information. 

 

Users 

Log in to your personal account on the StormWall website.​

In the top panel, select the Users section. The following menu will open in the left panel: 

 



●​ Users 
●​ Roles 
●​ Tokens 

Users 

On the Users page, you can create, edit, or delete sub-accounts. 

 

Creation 

To create a sub-account, click the Add User button. 

 

 



Fill in the required fields in the form: 

●​ First Name 

●​ Last Name 

●​ Email 

●​ Phone 

●​ Role (select from the dropdown list). 

You can fine-tune the user's permissions by expanding the configure permissions for 

this user... and selecting the necessary rights. 

After completing the configuration, click the Add new user button. 

Note: If the «Single Sign-On (SSO)» permission is enabled, a ticket created by the user 

will appear as created by the main account. 

Editing 

To change the parameters of a sub-account, click the edit icon in its row. 

A form for modifying the data will open. 

You can reset the password and update the data. To confirm the changes, click the 

Save button. 

Deletion 

To delete users, select the accounts and click the Delete Selected button. To delete a 

single entry, click the X symbol in its row. 

If an error message appears when creating a sub-account, it may indicate that the 

specified email address already has its own account. In this case, use a different email 

address. 

Roles 

 



On the Roles page, you can create, edit, or delete additional user roles.​

For example, you can create a custom role and assign it only the right to receive 

notifications. 

 

Creation 

New roles are based on default roles. To create a new role, click the Add new role 

button. 

 



 

Fill in the required fields in the form: 

●​ Base Role 

●​ Name 

Optionally, add a description for the role. 

Select access levels for the role by checking the following options: 

●​ VIEW 

●​ ADD 

●​ EDIT 

●​ DELETE 

After completing the configuration, click the Create button (under forms). 

Editing 

To modify the parameters of a role, click the edit icon in its row. 

A form for editing the data will open. 

 



After making changes, click the Save Changes button to save the data. 

Deletion 

To delete a role, click the X symbol in its row. 

Confirm the deletion in the dialog box by clicking the Yes, delete button. 

Tokens 

On the Tokens page, you can create and delete tokens.​

The service generates an API token for an application to use when requesting 

information from the service. For more detailed information about using the API, refer to 

the relevant section of the instructions. 

 

Creation 

To create a new token, click the Add Token button. 

 



 

Define the access level for each service. After completing the configuration, click the 

Add Token button. 

Copy the generated token and store it securely. 

Note: Tokens cannot be edited, but you can delete them and create new ones. Tokens 

do not apply to services added after their creation. To work with new services, a new 

token must be created. 

Deletion 

To delete a token, click the X symbol in its row. 

Confirm the deletion in the dialog box by clicking the Yes, delete button. 

 

Website protection 

How the Service Works 

The «StormWall for Web» service safeguards against attacks through proxying, allowing 

your site to retain its current hosting. 

 

https://stormwall.network/products/website-ddos-protection


Every online resource has a limit to the number of requests it can handle 

simultaneously. During an attack, this limit is exceeded, causing the resource's 

operation to slow down or halt entirely. By utilizing our protection, you ensure that your 

resource remains operational even under the most severe attacks. 

Workflow Algorithm: 

1.​ You receive a protected address in the StormWall cloud. 

2.​ The DNS record of your site is redirected to this protected address. 

3.​ Traffic from site visitors is filtered and optimized. 

4.​ Attack traffic is blocked. 

5.​ Only safe traffic is directed to your server, with real visitor IP addresses 

maintained in the HTTP header. 

This approach ensures that legitimate traffic reaches your site without interruption, while 

malicious traffic is identified and blocked before it can cause harm. 

​

​  

Order 

To set up website protection: 

1.​ Log in to your Client Portal on the website; 

 



2.​ On the top panel of the site, select the Billing tab and click on the Order a new 

service button; 

 

3.​ In the tab that opens, select the Website Protection item; 

 

4.​ You will be redirected to a website page with a detailed description of the service. 

5.​ Review the information about the service and the pricing plans: 

○​ Personal; 

○​ Business ONE; 

○​ Enterprise ONE. 

 

https://stormwall.network/products/website-ddos-protection


Please note that protection without certificate disclosure is only available on the 

«Enterprise» plan. 

If none of the available pricing plans meet your requirements, please contact us — we 

will make a special offer for you. 

Activation 

After connecting and paying for the service, there are a few steps left to complete the 

configuration. 

We have allocated a secured IP address for you. You now need to change the A-record 

of your domain in DNS to this secured IP address. 

For the protection system to work correctly, you need to add our outgoing addresses to 

your trusted list: remove all restrictions in the Firewall and at the Web server level. Here 

are our outgoing network ranges: 

●​ 185.121.240.0/22 

●​ 193.84.78.0/24 

●​ 103.134.155.0/24 

●​ 188.0.150.0/24 

●​ 193.104.120.0/24 

You can use the following commands: 

iptables -I INPUT -s 185.121.240.0/22 -j ACCEPT 

iptables -I INPUT -s 193.84.78.0/24 -j ACCEPT 

iptables -I INPUT -s 103.134.155.0/24 -j ACCEPT 

iptables -I INPUT -s 188.0.150.0/24 -j ACCEPT 

iptables -I INPUT -s 193.104.120.0/24 -j ACCEPT 

 



If attackers know the direct IP of your web server, we recommend blocking connections 

to ports 80 and 443 for all networks except for local connections and connections from 

our networks: 

iptables -I INPUT -p tcp -m multiport —dports 80,443 -j DROP 

iptables -I INPUT -i lo -j ACCEPT 

iptables -I INPUT -s 185.121.240.0/22 -j ACCEPT 

iptables -I INPUT -s 193.84.78.0/24 -j ACCEPT 

iptables -I INPUT -s 103.134.155.0/24 -j ACCEPT 

iptables -I INPUT -s 188.0.150.0/24 -j ACCEPT 

 iptables -I INPUT -s 193.104.120.0/24 -j ACCEPT 

iptables -I INPUT -s 127.0.0.1 -j ACCEPT 

iptables -I INPUT -s IP.your.web.server -j ACCEPT 

iptables -I INPUT -m conntrack —ctstate RELATED,ESTABLISHED -j ACCEPT 

After this, you need to restart your web server process. Information about real IP 

addresses of users when protection is enabled is passed in the HTTP headers 

X-Real-IP and X-Forwarded-For. To display real IP addresses, you need to configure 

mod_rpaf for Apache web servers, mod_remoteip for Apache > 2.3, or http_real_ip for 

Nginx, so that your web server can correctly process these headers. 

Nginx Configuration 

In the configuration file /etc/nginx/nginx.conf, under the http or server section, add: 

set_real_ip_from 185.121.240.0/22; 

set_real_ip_from 193.84.78.0/24; 

 



set_real_ip_from 103.134.155.0/24; 

set_real_ip_from 188.0.150.0/24; 

set_real_ip_from 193.104.120.0/24; 

real_ip_header X-Forwarded-For. 

Save the configuration file and restart Nginx with:  

service nginx restart 

Apache Configuration (mod_rpaf) 

In the module's configuration file, enter the following settings. 

In the module configuration file, add: 

RPAFenable On 

RPAFsethostname On 

RPAFproxy_ips 127.0.0.0 185.121.240.0/22 193.84.78.0/24 103.134.155.0/24 

188.0.150.0/24 193.104.120.0/24 

RPAFheader X-Forwarded-For 

Apache Configuration (mod_remoteip) 

In the module's configuration file, enter the following settings: 

RemoteIPHeader X-Forwarded-For 

RemoteIPInternalProxy 127.0.0.1 185.121.240 185.121.241 185.121.242 185.121.243 

103.134.155 188.0.150 193.84.78 193.104.120 

Save the configuration file and restart Apache with: 

service apache2 restart 

 



For IIS configuration, follow the steps in this guide: 

https://techcommunity.microsoft.com/t5/iis-support-blog/how-to-use-x-forwarded-for-hea

der-to-log-actual-client-ip/ba-p/873115. 

If you need assistance with these settings, please let us know. Also, be aware of the 

following: 

●​ If SSL (HTTPS) is used on your site, you can configure it in detail in your 

account. 

●​ If you use WebSockets, inform us which ports need to be opened on our side. 

●​ You may also use our DNS servers; please inform us in advance through a ticket. 

●​ When using site protection, do not disclose the direct IP address of the server. 

Mail sending should be done through an external relay. For protecting other 

applications, use our service protection service. 

For any setup difficulties, please contact us via chat on the website or through the 

inquiry form in your account. 

Configuring protection settings 

After the service is connected, it will show up on the main page of your account and 

under My Services. To start configuring it, simply click on the service name to access 

the settings area. 

 

 

 

https://techcommunity.microsoft.com/t5/iis-support-blog/how-to-use-x-forwarded-for-header-to-log-actual-client-ip/ba-p/873115
https://techcommunity.microsoft.com/t5/iis-support-blog/how-to-use-x-forwarded-for-header-to-log-actual-client-ip/ba-p/873115
https://techcommunity.microsoft.com/t5/iis-support-blog/how-to-use-x-forwarded-for-header-to-log-actual-client-ip/ba-p/873115


 

On the page that opens, select the object you are interested in and click on its line with 

a graph thumbnail next to it. 

 

Please note - an icon in the shape of a padlock in the table row indicates that the 

domain has a restriction on changing its protection. 

 

After selecting a domain on the left side of the screen, a menu will open where the 

current selection is Analytics. 

 



 

Protected object 

In the left menu, select the Protected object item. 

 

 

 

On the page that opens, customizable parameters are presented for you to configure 

according to your needs or preferences: 

 



●​ Available IP’s 

On the page that opens, you will find configurable parameters, including Available IP’s. 

To assign an IP address from the list of options provided to you, select it by checking 

the box at the beginning of the row, and then click on the Assign button. We will provide 

you with several IP addresses and you will be able to assign them to your domains 

yourself. 

 

 

 

●​ Assigned IP’s 

You can remove IP addresses from the list of assigned ones. To do this, select 

the address you no longer need by checking the box at the beginning of its row, 

and then click on the Delete button. 

 



 

●​ Backend servers 

By default, the service provides a traffic balancing feature. To configure it, you 

can specify several internal (backend) servers. Each of them must be assigned a 

weight coefficient and designated as either «active» or «backup». 

In normal operation, load balancing will be performed by the active backend 

servers. If an active server fails, a backup server will take its place. 

You can also specify the protocol used to access the backend servers: HTTP 

(port 80) or HTTPS (port 443). 

 

 

 



To add a backend server, click on the Add backend server button. Fill out the 

form and press the Add button. You can modify the created backend server using 

the Settings button. 

 

Added objects will appear in the table. Using the buttons on the right side of each 

row, you can modify or delete a backend server. 

 

 



The edit form is identical to the backend addition form. A warning will appear 

when attempting to delete an enabled backend. 

 

Click the Disable backend server button, then confirm its deletion. 

 

●​ WebSocket Ports 
Configure settings to protect your website from DDoS attacks through 

WebSocket protocol vulnerabilities. 

●​ If your site uses standard ports for the WebSocket protocol (80 and 443), 

no special server protection settings are required. 

●​ If non-standard ports are used for this protocol, a special configuration is 

necessary by specifying these ports. If necessary, you can also configure 

load balancing between backend servers. 

 

Click on the Add websocket port button. Fill out the form and then press the Add 

button to complete the process. If the Add websocket port button is not active, it 

means that the maximum number of ports has been reached. 

 



 

 

●​ SSL certificate 

You can obtain a free SSL certificate (from Let’s Encrypt) or install your own. You 

can also enable or disable redirection from HTTP to HTTPS (or vice versa), 

which will reduce the load on the end server. 

●​ Own Certificate 

To check SSL traffic, you need to specify the public key certificate and the private 

key. On the screen, they will be displayed in a truncated form (to prevent 

copying). You also need to enter the root and intermediate CA certificates (if 

applicable). 

 



If you are using your own certificate, you will need to update it yourself when it 

expires. 

Please note: all SSL certificates must start with "BEGIN CERTIFICATE" and end 

with "END CERTIFICATE". Typically, the certificate validator sends this set of 

files marked "For Apache/Nginx". The private key of the domain starts with the 

header "BEGIN RSA PRIVATE KEY". 

Before copying the certificate into the form field, make sure that the Let’s Encrypt 

Certificate switch is set to OFF. 

If you receive a certificate validity error message, you need to check the 

following: 

●​ Verify the certificate fields (Common Name, SANs, Valid) 

●​ Use openssl to compare the hashes of the certificate and the key 

●​ Check the entire certificate chain to ensure it validates correctly. 

 

●​ Free New Certificate 

If you do not have a certificate or do not wish to enter its data into the personal account, 

you can activate the Let’s Encrypt Certificate option. In this case, client keys are 

generated and a public key certificate is issued for the protected server. The certificate 

and key will be re-generated and replaced automatically three days before their 

expiration date. 

To use such a certificate, the primary "A" record of the domain, as well as its www.* 

record, must point to the obtained protected IP address. 

The certificate will be automatically installed within a few minutes. If you receive a DNS 

record mismatch error, please wait a bit – the domain zone update can take from 15 

minutes to several hours, depending on the previously specified TTL value in the 

domain's A record and the settings of internet providers. 

 

http://www


 

 

 

 

●​ Cache 

Thanks to caching, your website will not only be more reliable but also faster. 

Caching of static content will be performed in the RAM of caching servers at 

StormWall scrubbing centers, which significantly reduces the load on the end 

server. 

You can independently set the cache lifetime and the types of files that will be 

subject to caching. If you need other parameters (geographical restrictions or 

anything else), please contact technical support. 

To enable caching, select the cache lifetime and file extensions, and then set the 

Cache slider to the ON position. 

 

 



 

When you press the Clear cache button, all data will be reloaded from the 

resources anew. 

●​ Redirects 

Configure the rules for redirecting traffic between different addresses. 

For example, here you can set up a redirect from «http» to «https». 

 

 



 

Protection 

In the left menu, select the Protection item. 

 

On the page that opens, you can configure the parameters: 

●​ Protection mode 

 



1.​ Sensor 

The sensor monitors the total number of requests, spikes, and errors while 

the filters remain in a passive state. If an attack is detected, the sensor 

activates the filters to suppress it. The sensor's response time typically 

does not exceed 1 minute, but it may vary depending on the intensity of 

the attack. 

2.​ Redirect 

For visitor requests, additional redirection to the requested location is 

applied. 

3.​ JS validation 

For requests from regular IP addresses, validation is performed using 

JavaScript. 

4.​ JS advanced validation 

For requests from regular IP addresses, advanced validation using 

JavaScript is applied. 

5.​ Captcha 

A request to the site will require passing a Captcha for validation. 

 

●​ Proactive protection 

 



The protection is based on the use of a positive usage model. Any users whose 

behavior does not conform to this model can be blocked or subjected to 

additional checks (depending on the settings established). 

When proactive protection is activated in sensor mode, all requests are not 

filtered, but each new visitor is checked against many parameters: 

●​ Visited site locations; 

●​ Whether keepalive connections were used; 

●​ Presence of attacks on other sites; 

●​ Whether request limits are exceeded; 

●​ Which User Agents are used; 

●​ Other signs. 

In case violations are detected, the user's behavior is monitored. Selective 

validation allows not to switch the entire configuration into active mode. 

 

 

 

●​ Cookie 

 



You can set the lifetime of a visitor's session. Once the specified time expires, the 

user will undergo revalidation. By clicking the Generate New Security Key button, 

each of the active users will be revalidated. 

 

●​ Whitelist 

Requests from the addresses specified here will be transmitted without filtering. 

 

 

Click on the Add IP button and fill out the form to add a new address to the list. 

You can upload addresses in a ".txt" file format, with each address printed on a 

separate line. 

 



You can add addresses one at a time (for example, 8.8.8.8) or enter a network 

with a mask into the list (for example, 8.8.8.0/24). 

 

 

 

 

●​ Blacklist 

A user with an address from this list will receive an «HTTP 403 Forbidden» error 

when trying to access your resource. You can add a new address to the list in a 

manner similar to the «Whitelist». 

 



 

●​ Greylist 

For individual IPs or subnets specified in this list, you can assign a unique protection 

method, different from that for other addresses. You can add a new address to the 

list following the same procedure as for the «Whitelist». 

 

 

 

●​ Geolocation Filter 

Here, you can restrict access to your resource based on the visitor's country of 

origin. 

 



 

Click on the Add country button and fill out the form. The countries are provided 

in a dropdown list. 

 

It is permissible to add no more than 15 countries in one rule when using L3 and 

L7 filtering without SSL decryption. For L7 filtering with SSL decryption, there are 

no restrictions on the number of countries. 

 

●​ Exceptions by location 

For certain requests, it is possible to disable the use of interactive checks. For 

example, if only bots or mobile applications access a specific server resource, 

having a check in place could lead to disruptions in the client service's operation. 

Specify such local resources in the Location Exceptions section. 

A request will be sent to the whitelist if its path to your resource contains a 

segment specified in this setting. 

 



For example, when adding the path «/location» to the whitelist, requests such as 

the following will be executed without additional checks: 

●​ site.com/location 

●​ site.com/location/ 

●​ site.com/location.php 

●​ site.com/location.php?id=123 

●​ site.com/admin/location 

Meanwhile, requests such as the following will be processed according to 

general rules: 

●​ site.com/some-other-location 

●​ site.com/en_location.php 

 

 

 

Click on the Add location button and fill out the form that appears. 

 



 

 

 

●​ Header Filter 

You can create rules to block requests with a specific header as well as rules that 

allow them. 

This functionality will be relevant when using APIs (requests are made by a 

separate application). You can specify either a single header or a combination of 

several. 

 

Click on the Add rule button and fill out the form. 

 



 

●​ Location filter 

You can set up filtering for different locations of your resource. 

 

Click on the Add rule button and complete the form. 

 



 

●​ Advanced settings 

Experienced users can independently configure a wide range of sensor parameters. 

 

 

 

 



You have the option to configure: 

○​ L7 sensor setting 

In the first column, you can adjust parameters for attack detection: 

●​ Traffic Increase: The factor by which the number of requests must 

increase over a short period of time to switch to active protection mode. 

For example, the number «3» in this field will mean that the protection will 

be activated if the number of requests triples over the last 15 minutes. 

●​ Errors Part: The percentage of erroneous requests that, once reached, 

will trigger the filters to switch to active mode. 

For example, the number «30» in this area means that if the proportion of 

errors with «500» series codes exceeds the set value (30%), protective 

measures will be activated. 

●​ Set Min RPS: The value below which «Traffic Increase» and «Errors Part» 

checks will not be performed. 

●​ Max RPS Threshold: The number of requests that, when exceeded, 

triggers the switch to active mode. 

●​ Max Attack Lifetime (sec): The time after the start of an attack after 

which the filter will attempt to switch back to sensor mode. 

Here, you can specify the duration for which countermeasures against an 

attack are activated upon its detection, regardless of whether it has 

ceased or is continuing. This is a relevant parameter for combating attacks 

that are sporadic over time. 

●​ Max Defence Status: The maximum type of protection during automatic 

trigger operations. 

●​ Start Defence Status: The type of protection that will be set when the 

filter initially switches from sensor mode to active mode. 

 



 

○​ L7 block rules 
In the second column, you can set values to detect bot activity. 

If a certain IP address sends more requests than specified in the «RPS 

Limit» field, and a higher percentage of those are blocked than the 

percentage specified in the «Block Limit» («Uniformity Location»), then 

that IP address will be added to a «grey» list of addresses. 

■​ Blocked part 

●​ Block Limit (%) 

●​ RPS Limit 

■​ Location diversity 

●​ Uniformity Location (%) 

●​ RPS Limit 

○​ Firewall block rules 
In the third column, the parameters of the firewall are presented. 

Here, you can configure threshold values at the network level to block 

traffic from certain nodes, subnets, and networks without activating 

application-level filtering mechanisms. 

■​ Ban RPS threshold 

If a parameter is exceeded, then the IP address is blocked without 

additional checks. 

■​ Blocked part L3 (%) 

If the «RPS Limit» value is exceeded and the proportion of blocked 

requests from that IP address surpasses the «Block Limit», then 

the address is blocked. 

●​ Block Limit (%) 

●​ RPS Limit 

 

 



 

Antibot 

In the left menu, select the Antibot item. 

 

 

On the page that opens, customizable parameters are presented: 

●​ JA3 Fingerprints 

 

●​ HTTP rule chains 

 

 

 



To configure JA3 blocks and permissions, click on the Add Blocking JA3 button or the 

Full-screen Mode button. 

 

Fill out the form that opens to configure JA3 blocks, uploading data in a ".txt" file format 

if necessary. Then, click on the Add button. 

 

To configure JA3 permissions, navigate to the JA3 Fingerprints tab. 

 

 



Fill it out and click on the Add button. 

You can create chains of HTTP request processing and check their compliance 

with multiple parameters simultaneously, followed by specifying actions to be taken on 

the requests. You can check for the presence or absence of certain headers, cookies, 

and much more. By creating chains of rules, you can achieve a variety of access 

differentiation combinations - by addresses, packet states, and other characteristics. 

Then, click on the Add rule chain button in the HTTP Rule Chains area.

 

Fill in the field and click on the Add button. In the form that opens, create a rule. 

For example, you can create a rule named «hidden_key» where you specify the action 

«BLOCK» for the «POST» method and the location «/api/*» if the condition is met, and 

«NEXT RULE» if it is not met. 

Blocked IP’s 

In the left menu, select the Blocked IP’s item. 

 



 

 

The page that opens will show you the IP addresses that are currently blocked, and 

below that, you'll find a form displaying the history of blocks. You can remove specific IP 

addresses from the block list by ticking their boxes and pressing the Unblock selected 

button. Additionally, you have the option to clear the list entirely by using the Unblock all 

button. 

 



 

Utilize the search and filters by time and data type to narrow down the selection of 

addresses. You can save the records into a file by clicking the Save as CSV button. To 

block an IP address, press the Block IP button and fill out the form that opens: 

●​ Source IP address - the one you want to block; 

●​ Destination IP address - your address that you want to protect; 

●​ Reason for blocking - an optional field. 

 



 

After filling out the form, click the Add button. 

You can remove an address from the list of blocked addresses at any time. Click on the 

delete icon in the field and confirm the action. 

 

Monitoring Tools 

Open the service page - click on its name on the main page of the account or in the list 

My Services in the left area of the screen. 

 



 

 

To view details, click on the service field. The chart on the page that opens displays the 

volume of traffic before and after filtering. 

To see numerical characteristics at a point in time, hover your mouse cursor over the 

chart. 

 

The list of objects is provided, for editing which you can use the Add Object and Delete 

buttons. Before deleting objects, select them by checking the boxes in the first column 

of the rows. 

 



 

Below the list of objects, there is a history of attacks on them. 

 

Analytics 

Click on the chart thumbnail in the Object area to view analytical information. In doing 

so, a menu will open in the left area of the screen, where the current item selected is 

Analytics. 

 



 

The page presents information.: 

●​ Site requests - the number of requests coming to the site per second. 

 



 

●​ Traffic volume (number of bits per second). 

 

 



 

●​ Response time (number of responses per second) / Response code. 

 

 



 

●​ Heatmap / Top cities and countries 

On the «Heatmap» tab, you can see the geographical distribution of requests to 

your resources. The maximum concentration of requests is shown in red. You 

can use this data to set up geo-based blocking or allowing rules. To expand the 

map, click on the «arrow» icon in the top right corner of the image. 

 



 

Open the Top Cities and Countries tab to view the list of the most active sources 

of attacks. 

 

 



Navigate to the Cities tab to view them. 

 

Use the toolbar in the top right corner of the window to view the results in the 

form of charts. 

●​ Top locations 

You can view information about which parts of your resource were visited more 

frequently by users or were subjected to attacks. For example, the main page of 

the site is often attacked. 

 

 

 



Attack History 

In the left menu, select the Attack history item. 

 

On the opened page, attacks are listed for a time interval that you can change. 

 

Use the search and time filter for data selection. To download the attack history, click on 

the Save as PDF button. 

Click on the row of the attack you are interested in to view details about it. 

 



 

 

Hover your mouse cursor over the chart to see numerical values. Detailed information 

about the attack is provided below the chart. 

To view information about traffic, go to the Traffic Details tab. On this tab, you will find 

information about: 

●​ Site requests; 

●​ Traffic volume; 

●​ Response time / response code; 

●​ Heat map / top cities and countries; 

●​ Top locations. 

 

 



Network Protection 

How the Service Works 

The «StormWall for Networks» service is designed for internet service providers, data 

centers, hosting companies, and corporate clients with their own autonomous system. 

Our protection blocks and minimizes the consequences of even the most complex 

DDoS attacks on your network. 

How the Service Works Algorithm of operation: 

1.​ Connection setup; 

2.​ Establishment of a BGP session, where you announce the necessary IP prefixes; 

3.​ Reception of announcements, filtering, and redirection of cleaned traffic to you. 

 

Connection Methods for Protection: 

1.​ IPIP/GRE Tunnel 

2.​ Internet Exchange (IX) 

3.​ Physical Connection to the StormWall Network at one of our locations 

Protection Options: 

1.​ Enable Permanent Protection with all incoming traffic passing through our filters: 
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In this case, all of the client's networks will be under constant protection (DDoS 

attacks will never catch you off guard), but the flexibility in managing incoming 

traffic will be limited. 

2.​ Manually connect protected networks - only the necessary client networks will be 

announced: 

Not all client networks will be announced, only those that require protection at a 

specific moment in time. For example, if you are expecting an attack or it has 

already begun, you can manually redirect network announcements to StormWall 

(removing them from other providers). 

3.​ Automate the announcement of protected networks when an attack begins using 

a DDoS sensor: 

The sensor, installed on the client's side, automatically switches the attacked 

network to protection mode and removes it from unprotected providers 

immediately after detecting the beginning of an attack. After the attack is over, it 

returns the network back. 

4.​ Deploy a DDoS sensor on the client's network: 

The sensor can receive traffic information via NetFlow, sFlow, or Mirror/SPAN 

and integrates with your edge router or router group using BGP, sending signals 

to activate protection using BGP Community. Deployment on a virtual machine is 

possible. 

DDoS sensor operation scenarios: 

[If the DDoS sensor is on the client's side] 

1.​ The sensor detects the beginning of an attack on one or several IP addresses; 

2.​ Then, the sensor initiates the announcement of the attacked network through 

StormWall; 

3.​ After that, the sensor removes the attacked network from unprotected providers. 

 



[Regardless of the presence of the sensor on the client's side] 

4.​ The sensor on StormWall's side (FlowSense system) determines which IP 

addresses are being attacked and redirects the traffic going to these addresses 

for filtration; 

5.​ The attack is cut off by StormWall's filters; 

6.​ After the attack ends, the traffic stops being routed through the filters and goes 

directly. 

[If the sensor is on the client's side] 

7.​ The network announcement is returned to its providers and removed from 

StormWall. Triple filtration (Triple Filter) is used for traffic filtering, FlowSence 

technology for anomaly detection and automatic attack type identification, and 

Global Session technology for protection against failures at StormWall network 

nodes. 

Order 

To set up DDoS protection for your network: 

1.​ Log in to your Client Portal on the website; 

2.​ On the top panel of the site, select the Billing tab; 

 

3.​ In the tab that opens, select the Network Protection item; 

 



 

4.​ You will be redirected to a website page with a detailed description of the service. 

5.​ Review the information about the service and the pricing plans: 

○​ Personal; 

○​ Business; 

○​ Enterprise. 

If none of the available pricing plans meet your requirements, please contact us — we 

will make a special offer for you. 

Setting up security parameters 

After connecting the service, it will be displayed on the main page of your Client Portal 

and in the My Services list.  
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To view the details, click on the name of the service in the central area of the page or in 

the list on the left. 

If there is only one object, a menu for working with it will open in the left area of ​​the 

page. 

 

If there is only one object, a menu for working with it will open in the left area of ​​the 

page. 

If there are several objects, in the Objects area (below the graph), select the object you 

are interested in and click on its picture with miniature graphics. 

 

 

This will open a menu for working with the selected object in the left area of the page. 

 



 

Protection 

In the opened menu, select the Protection option. 

 

A configuration area will open with the following fields: 

●​ Geo Filter 

●​ Whitelist rules 

Requests from addresses listed here will be transmitted without filtering. 

 



●​ Blacklist rules 

A user with an address from this list will not be able to send requests to your 

resource. 

●​ Filter rules 

 

 

Click the Add rule button to create a restriction on the use of your resource. 

To configure geo-blocking, you need to fill out the form: 

●​ prefix (for which area of your network the rule will be applied); 

●​ description (optional); 

●​ countries (select from the dropdown list). Using the Allow and Deny toggles, you 

can set up both allowing and denying lists. 

 

 



 

To configure the rules by which users will be placed on black or white lists, fill out the 

form: 

●​ Destination Subnet 

●​ Description (optional) 

●​ IP Sources 

When adding IP addresses, each must be entered on a new line. You can also 

upload them as a “txt” file by clicking the Select a File button. To apply the rule, 

set the Activate toggle to the ON position. 

 

 

 



 

 

Configuration 

In the left panel, select the Configuration option. 

 



 

A page will open with two tabs: 

●​ Interfaces 

●​ Prefixes and AS-SET 

 

 

On the Interfaces tab, click the Details button in the interface row. A chart with traffic 

analysis will open. 

 



 

 

Place the mouse cursor over the time of interest on the chart - an information field with 

data for that moment in time will be displayed. 

Below the chart, the Settings and BGP Session sections are located. 

 

Open the Prefixes and AS-SET tab. An AS-SET object is a collection of Autonomous 

Systems (AS). Besides AS, AS-SET can include other AS-SET objects. 

 



 

 

To add a new value, click the Add Prefixes or AS-SET button and fill out the form that 

opens. Select values by checking their boxes to use the Revalidate or Delete button. 

If buttons are inactive or if you have other questions, please contact technical support. 

Blocked IP’s 

In the left menu, select the Blocked IP’s item. 

 

On the page that opens, there is a list of blocked IP addresses. Use the search area, 

the filter for test and real blocks, as well as time filtering. You can save the list of 

addresses by clicking the Save as CSV button. 

 



 

To block an IP address, click the Add block IP button. Fill out the form that opens and 

click the Add button. 

 

 



Below the table of blocked IP addresses, there is a Blocking history table. It also offers 

search and filtering capabilities. You can save the list by clicking the Save as CSV 

button. 

 

 

Info 

In the left menu, select the Info item. 

 

The page that opens contains detailed information about each of the protected objects. 

 



 

Monitoring Tools 

After connecting the service, it will be displayed on the main page of the account. 

 

To view the details, click on the service field. The chart on the opened page 

demonstrates the volume of traffic before and after filtration. Use the tools in the upper 

right corner of the chart: 

●​ BPS (bits per second) / PPS (packets per second); 

●​ time filter. 

 



 

To see numerical characteristics at a specific moment in time, hover the mouse cursor 

over the chart. 

 

 

A list of objects is provided, which you can edit using the Add Object and Delete 

buttons. 

 

 

 

Click on the chart thumbnail in the object row to view analytical information. 

 



 

 

Manage the dockable chart using the toolbar above it: 

●​ Interface / Protocol; 

●​ Outgoing Traffic / Incoming Traffic; 

●​ BPS / PPS; 

●​ Time Filter. 

At the bottom of the page, there is a table of attack history. Use the Search tool and time 

filter to highlight information. 

 

 



To view information about an attack, click on the row with it. On the Report tab of the 

opened page, a chart of the attack and information about it will be provided. Click the 

Save as PDF button to download the report on the attack. 

 

 

 

Familiarize yourself with the information on the Traffic Details tab - here, you can view 

charts for each Autonomous System (AS) separately. 

 

 



 

 

 



DDoS protection for TCP/UDP services 

How the Service Works 

The «StormWall for Servers» service involves filtering any types of malicious traffic, 

connected via a tunnel based on the IPIP/GRE protocol, proxying, or directly on the 

platform. The service is aimed at both end customers (web services, gaming services, 

VoIP, web applications for business, etc.) and service providers (data centers, hosting 

and internet providers, telecom operators, etc.). 

Implementation options: 

●​ Tunneling​
We "teleport" an external protected Storm IP to your equipment, which clients 

connect to.​

You will know the IP addresses of your users.​

Suitable for Unix OS and specialized routers. 

●​ Proxying​
All requests to the server will come from a single IP address.​

You will not know the IP addresses of your users.​

Suitable for Windows OS. 

This service: 

●​ provides reliable protection of TCP/UDP services from DDoS attacks; 

●​ filters an unlimited volume of traffic; 

●​ does not limit the number of ports on your server; 

●​ provides filtering at OSI model levels 3-5. 
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For traffic filtering, Triple Filter is used; for HTTP flood filtering, the BanHammer 

technology is applied; for protection against failures at StormWall network nodes, the 

Global Session technology is utilized; and for acceleration, the HyperCache technology 

is employed. 

To reduce response time and minimize issues related to the use of NAT, StormWall 

implements the ZeroNAT Tunnels technology. As a result, the customer receives a real 

IP address directly on their server. Moreover, there are no restrictions on the number of 

ports used. 

Order 

To set up DDoS protection for TCP/UDP services for your network: 

1.​ Log in to your Client Portal by authenticating on the website; 

2.​ On the top panel of the site, select the Billing tab; 

 

 



3.​ In the tab that opens, choose the Protection of servers and networks option. 

 

4.​ You will be redirected to a website page with a detailed description of the service. 

5.​ Familiarize yourself with the information about the service and pricing plans: 

○​ Personal 

○​ Business 

○​ Enterprise 

If none of the presented plans meet your requirements, contact us - we will make you a 

special offer. 

Activation 

To connect protection on your server, you need to run the script we provided, storm.sh, 

with the command «./storm.sh start». 

First, make the file executable with the command: «chmod +x storm.sh». 

Add the following to your firewall exceptions: 

185.121.240.0/22 

 

https://stormwall.network/products/servers-ddos-protection


193.84.78.0/24 

103.134.155.0/24 

188.0.150.0/24 

193.104.120.0/24 

For example, you can use the following commands: 

iptables -I INPUT -s 185.121.240.0/22 -j ACCEPT 

iptables -I INPUT -s 193.84.78.0/24 -j ACCEPT 

iptables -I INPUT -s 103.134.155.0/24 -j ACCEPT 

iptables -I INPUT -s 188.0.150.0/24 -j ACCEPT 

iptables -I INPUT -s 193.104.120.0/24 -j ACCEPT 

We recommend adding this script to startup for automatic tunnel lifting after server 

reboot. If you have any questions or need assistance with setting up and configuring 

protection, please let us know through the chat on the website or the inquiry form in 

your personal account. 

Configuration of security parameters 

After the service is connected, it will appear on the main page of your Client Portal and 

in the My Services list. 

 



 

 

To view the details, click on the name of the service in the central area of the page or in 

the list on the left. 

If there is only one object, a menu for working with it will open in the left area of ​​the 

page. 

 



 

 

In the Objects section, select the object you are interested in and click on the chart 

thumbnail in its row. This action will open a menu for working with the selected object in 

the left area of the page. 

Protection 

In the opened menu, select the Protection option. 

 



 

A configuration area will open with the following fields: 

●​ Geolocation filter 

●​ Whitelist rules 

Requests from addresses listed here will proceed without filtration. 

●​ Blacklist rules 

A user with an address from this list will not be able to use your service. 

●​ Filtering rules 

 



 

 

Click the Add rule button to create a restriction on the use of your resource. 

To set up geo-blocking, you need to fill out the form: 

●​ Prefix (for which area of your network the rule will be applied); 

●​ Description (optional); 

●​ Countries (select from the dropdown list). Using the Allow and Deny switches, 

you can configure both allowing and denying lists. 

 



 

After filling out the form, click the Add button. By clicking the «pencil» icon in the field of 

the created rule, you can open the form to edit it. 

 

After making changes, click the Save button. To configure the rules that will determine 

how users are added to black or white lists, fill out the form with the following 

information: 

●​ Destination subnet; 

●​ Description (optional); 

●​ IP sources. 

 



When adding IP addresses, each one must be entered on a new line. You can also 

upload them in a «txt» file format by clicking the Select a file button. To apply the rule, 

set the Activate toggle to the ON position. 

 

Settings 

In the menu, select the Settings option. 

 

 



 

The settings page will open. 

 

Select the type of connection: 

●​ GRE: GRE tunnel is one of the popular types of VPN. GRE tunnels are 

compatible with hardware security gateways, Mikrotik routers, Linux routers, and 

equipment that supports GRE (for example, Cisco, Juniper, etc.). 

 



●​ IPIP: IPIP (IP over IP) is one of the simplest tunnels to set up (encapsulating only 

unicast IPv4 traffic). It can be configured on UNIX/Linux systems as well as 

various routers (for example, Cisco). 

Fill in the «External IP address of the client tunnel». Use the Add IP button to add 

protected IP addresses. You can remove them at any time. After making changes, click 

the Save button. 

Blocked IPs 

In the menu, select the Blocked IPs option. 

 

 

The page that opens will display: 

●​ Currently blocked IPs; 

●​ Block history. 

 

 



 

 



 

 

You can remove some IP addresses from the block list by checking their boxes and 

clicking the Unblock Selected button. You can also completely clear the list using the 

Unblock All button. 

Use the search and filters by time and data type to refine your list of addresses. You can 

save the records to a file by clicking the Save as CSV button. 

You can block an IP address by clicking the Add block IP button. Fill out the form that 

opens: 

●​ Source IP address - the one that needs to be blocked; 

●​ Destination IP address - your address that needs protection; 

●​ Reason for blocking - this field is optional. 

 



 

After filling out the form, click the Add button. 

Monitoring Tools 

Analytics 

In the menu, select the Analytics option. 

 



 

On the page, a docking chart and prefix statistics are displayed. Familiarize yourself 

with the docking chart - when you hover your mouse cursor over it, data for the 

specified moment in time is shown. 

 

 



Use the tools in the upper right corner of the chart: 

●​ Interface / Protocol; 

●​ BPS (bits per second) / PPS (packets per second); 

●​ Time filter. 

Interfaces 

In the menu, select the Interfaces option. 

 

In the central part of the page, information about each interface is displayed. Scroll 

down the page to view all the charts. 

Use the tools in the upper right corner of the chart: 

●​ BPS (bits per second) / PPS (packets per second); 

●​ Time filter. 

 



 

Attack History 

In the menu, select the Attack history option. 

 

 



In the central part of the page, information about each attack is displayed. You can use 

the search and time filter to narrow down the list of attacks. To save the selection, click 

the Save as PDF button. 

 

Click on the attack row to view all information about it. On the Report tab that opens, a 

chart will be displayed. 

 

Detailed information is provided below the chart. 

 



 

Navigate to the Traffic Details tab. On this page, information about the ports, protocols, 

and locations recorded during the attack will be displayed. 

 

Information 

In the menu, select the Info option. 

 

The page displays all connected services along with a brief description of each. 

 



 

WAF 

How the Service Works 

«Web Application Firewall (WAF)» - is a cloud service for protecting web applications. 

The service is designed to filter traffic with the aim of ensuring the security and stability 

of web resources during attacks. 

By using the cloud-based WAF service, you will receive a level of protection comparable 

to that provided by integrated tools. 

Key features of the cloud-based WAF service: 

●​ Integration with DDoS protection: WAF is typically provided along with DDoS 

attack protection, which enhances the defense of your web application against 

mass attacks. 

●​ No need for separate infrastructure: Using cloud-based WAF does not require 

the installation of additional equipment or software, which reduces costs and 

simplifies deployment. 
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●​ Application of models and anomaly detection methods: The cloud-based 

WAF utilizes detailed models of the protected application combined with 

signature and semantic methods to detect and prevent anomalies. This includes 

protection against both common and more complex and specific attacks. 

●​ Machine learning algorithms: The use of machine learning algorithms 

enhances the accuracy of threat detection, reduces the number of false positives, 

and automates the process of creating application working models. 

●​ Early false positive suppression mechanism: Effective data processing and 

filtering mechanisms minimize the risk of false positives, contributing to the stable 

operation of web applications even in the face of active attacks. 

Using cloud-based WAF can significantly strengthen the overall security of your web 

project, reduce risks, and improve performance, while also reducing operational costs 

and the complexity of security management. 

 

Integration with DDoS protection allows for easy defense of applications from all vectors 

of hacker attacks. 

Order and Service Management 

To connect the service: 

 



1.​ Log into your personal account by authenticating on the website. 

2.​ On the top panel of the website, select the Billing tab, following the instructions 

provided in the «How to connect service» section. 

3.​ In the tab that opens, choose the Cloud WAF option. 

 

Please note that activating the service independently is not provided. When selecting 

the WAF service, you must fill out an application form, which will be sent to our 

specialists. 

You can contact technical support with any questions about WAF, or submit requests to 

connect or disconnect the service. 

After connecting the service, you will gain access to a special personal Client Portal. 

There, you can independently obtain information about the service operation, utilize 

analytical tools, and adjust settings. The appearance of the personal Client Portal 

depends on the solution selected at the time of connection. 

 



CDN 

How the Service Works 

A «Content Delivery Network (CDN)» is a service for accelerating content loading, 

storage, and the rapid distribution of large volumes of data. Statistics show that if a 

page takes more than three seconds to load, half of the users will leave the site without 

waiting for the content to load fully. 

The CDN service addresses this issue in the following way: 

●​ Your content is uploaded to the cdnnow network. 

●​ The uploaded content is distributed across network servers. 

●​ The resource user receives data from the server closest to them in the cdnnow 

network. 

 

The «Content Delivery Network (CDN)» service is designed to transmit content at the 

highest possible speed to an unlimited number of users worldwide, irrespective of the 

location of both the content source and its consumer. Clients of the service are not 

required to bear the costs associated with deploying and operating their own 

infrastructure, software, and high-performance communication channels for storing and 
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rapidly providing large volumes of content, especially as the cost of technical support for 

such infrastructures steadily increases with age. 

Data travels from the content owner to the consumer via the shortest (and therefore 

fastest) route. As a result, every user around the world receives content from the CDN 

server closest to them. 

The total network capacity of the CDN is 500 Gbps. CDN data centers are located in 

more than 40 cities worldwide. 

 

 

Order and Service Management 

To connect the service: 

1.​ Log into your personal account by authenticating on the website. 

2.​ On the top panel of the website, select the Billing tab, following the instructions 

provided in the «How to connect your service» section. 

3.​ In the tab that opens, choose the CDN option. 

 



 

Please note that activating the service independently is not an option. When selecting 

the CDN service, you must fill out an application that will be sent to our specialists. 

To manage the service, please contact technical support. In your personal account, you 

can submit requests for connecting or disconnecting the service. 

 

Anti-DDoS Hosting 

How the Service Works 

Unlike the «StormWall for Website» service, which keeps your website on its current 

hosting, this service provides you with a new secure hosting. 

For the implementation of the «Anti-DDoS Hosting» service, the following are used: 

●​ Border routers to cut off inter-zone traffic 
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●​ Hardware filters to block TCP/UDP flooding 

●​ Stateful filters for filtering other types of attacks 

When you order this service, you will receive the following benefits: 

●​ Hosting and DDoS protection from a single provider; 

●​ Effective filtering of any DDoS attacks; 

●​ Accelerated performance of your websites; 

●​ An optimal pricing plan with monthly payment; 

●​ No additional costs for equipment, software, and DDoS protection; 

●​ The ability to connect the necessary number of domains and subdomains within 

the plan; 

●​ Mail server, databases, DNS server, dedicated IP addresses, and disk space on 

solid-state drives (SSD); 

●​ Simple and quick migration of your internet resources to our facilities, including 

with the help of StormWall specialists; 

●​ Daily data backup. 

Features of the service 

The client's web server is located within StormWall's secure network. Incoming web 

traffic arrives with a delay of less than 1 millisecond to the filtering system. 

High-quality service is ensured through triple traffic filtration (Triple Filter): 

●​ Border Routers: Located globally, these cut off inter-zone traffic. 

●​ Hardware Filters: Block the main part of TCP/UDP flooding. 

●​ Stateful Filters: Provide a level of fine filtration that blocks the most 

sophisticated attacks, including bot attacks. 

If it concerns website protection, the next level is HTTP filtration with the BanHammer 

cleaning system. The BanHammer HTTP flood filtration system utilizes intelligent 

methods and algorithms "trained" on tens of thousands of attacks on client sites of 

StormWall. The FlowSense system continuously monitors all data streams going to the 

 



server, tracks anomalies, and automatically identifies the type of attack that has begun, 

dynamically adjusting the protection parameters accordingly. 

High website performance within the Hosting with Protection service is guaranteed by 

the HyperCache technology. It caches large files in the server's RAM, so users receive 

them almost instantly. When StormWall protection is connected, traffic from the nearest 

filtration point to the client to the server is routed via StormWall's own leased 

communication channels between data centers, which ensure minimal ping, minimal 

latency fluctuation, and have no shaping. Protection against global failures at StormWall 

network nodes is provided by Global Session technology. StormWall's filtering nodes 

around the world "know" that a client has connected to your server, and if one of the 

nodes becomes unavailable, traffic is automatically directed to another, nearest to the 

client, node. 

Order 

Log in to your personal account on the website. On the top panel of the website, select 

the Billing tab. 

 

Click the Order a new service button. 

In the opened tab, select Anti-DDoS Hosting. 

 



 

You will be redirected to a website page with a detailed description of the service. 

Review the service details and pricing plans: 

○​ Personal 
○​ Business One 
○​ Enterprise One 

After selecting a plan, click Order or Submit a request, then fill out the form on the 

website. 

If none of the available plans meet your requirements, contact us—we will offer you a 

custom solution. 

Managing Your Service 

Once activated, your service will appear on the main page of your account and in the 

My Services list. 
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To view details, click the service name in the central area of the page or from the 

left-side list. 

 

 

 

●​ If you have one object, the left-side menu will open for management. 

●​ If you have multiple objects, go to the Objects section (below the graph), select 

the desired object, and click on its row with the graph thumbnail. 

 

The left-side menu will then open for managing the selected object. 

 

 



Protection Settings 

Open the Control Panel tab by clicking on the service name in the central area or the 

left menu. 

 

 

If you have multiple protected objects, select the required one in the Objects section. 

 

Protected Object 

In the left menu, select Protected Object. 

 

 



 

In the left menu, select Protected Object. The opened page will display the configurable 

parameters. 

Available IPs 

We provide multiple IP addresses that you can assign to your domains, either manually 

or with our assistance. 

 

To assign an IP from the provided list: 

●​ Select it by checking the box at the beginning of the row. 

●​ Click Assign.  

To obtain available addresses, contact technical support. 

Assigned Domain 

This section displays the currently selected IP addresses. 

 

To remove an IP address: 

●​ Select one or more unnecessary addresses by checking the boxes. 

●​ Click Delete. 

 



Backend Servers 

The service provides traffic balancing by default. 

Each backend server must be assigned a weight and a status—either «Active» or 

«Reserve». 

Active servers handle traffic, while Reserve servers take over if an Active server fails. 

Supported protocols: HTTP (port 80) and HTTPS (port 443). 

 

 

To add a new backend server click + Add backend and fill out the form. 

 

 



 

To edit a backend server, click the «edit» icon in the right column. 

To delete a backend server, click the X icon in the right column. 

●​ If the backend is active, a warning message will appear. 

●​ If you are sure, disable the server first by clicking Disable backend server in the 

warning message. 

WebSocket Ports 

Configure WebSocket DDoS protection. 

Standard Setting: Ports 80 and 443 are used automatically. 

Custom Ports: If using custom ports, you need to specify them. 

 

 



 

To add a WebSocket port: 

●​ Click Add WebSocket Port. 

●​ Fill out the form and click Add. 

●​ If the button is inactive, the maximum number of ports has been reached. 

 

SSL Certificate 

You can choose one of two options: 

●​ Obtain a free SSL certificate from Let’s Encrypt 
●​ Upload your own certificate 

Additionally, there is an option to enable or disable automatic redirection from HTTP 

to HTTPS (or vice versa), which helps reduce the load on the target server. 

Using Your Own Certificate 

 



If you decide to use your own certificate, you will need to provide: 

●​ The public certificate and private key for SSL traffic validation (they are displayed 

in a shortened form to prevent copying). 

●​ The root and, if applicable, intermediate CA certificates. 

Keep in mind that if you use your own certificate, you are responsible for renewing it 

before it expires. 

Each certificate must: 

●​ Start with «BEGIN CERTIFICATE» 
●​ End with «END CERTIFICATE» 
●​ The private key must start with «BEGIN RSA PRIVATE KEY» 

Before inserting the certificate, turn off Let’s Encrypt sertificate in the settings.​

If a validation error occurs: 

●​ Check the correctness of the Common Name, SANs, and Validity fields. 

●​ Use openssl to compare certificate and key hashes. 

●​ Ensure the certificate chain is complete. 

 

To edit the certificate, click Edit Certificate. 

 



 

Cache 

Enabling caching will provide your site with additional reliability and significantly improve 

speed. 

●​ Static files will be cached in the StormWall memory servers. 

●​ This reduces load on the main server. 

To activate caching: 

1.​ Select the cache lifetime and file types. 

 



 

2.​ Toggle the Cache switch to ON. 

 

To reload all data from resources, click Clear Cache. 

Redirects 

In the Redirects section, you can set up rules for redirections, such as redirecting from 

HTTP to HTTPS. 

 

 



Protection 

Open the Control Panel tab by clicking on the service name in the central area or the 

left menu. 

 

If you have multiple protected objects, select the required one in the Objects section. 

 

 

In the left menu, select Protected Object. 

 



 

Protection Modes 

●​ Sensor – Monitors the number of requests, spikes in activity, and errors. Filters 

operate in passive mode but switch to active mode when an attack is detected. 

●​ Redirect – Uses additional redirection for visitor requests. 

●​ JS Validation – JavaScript validation is applied to requests from regular IPs. 

●​ JS Advanced Validation – Advanced JavaScript validation is used. 

●​ Captcha – In some cases, users must complete a Captcha for validation. 

 

Proactive Protection 

 



Protection is carried out based on a positive usage model of the resource.​

Users whose behavior goes beyond this model may be blocked or subjected to 

additional checks, depending on the configured settings. 

When proactive protection is enabled in sensor mode, not all requests are filtered. 

However, each new visitor is checked based on the following parameters: 

●​ Visited pages and locations 

●​ Use of keepalive connections 

●​ Presence of attacks on other sites 

●​ Exceeding request limits 

●​ Types of User-Agent used 

●​ Other potential violation indicators 

If violations are detected, user behavior monitoring is activated.​

Selective validation allows the system to avoid switching entirely into active mode. 

 

Cookie 

You can set the session duration interval for visitors. Once this period expires, the 

system will revalidate the user. 

●​ By default, the session time is 30 minutes, which is important for resources like 

online stores. 

●​ However, if a customer stays too long on one page and the session expires, 

AJAX requests may fail. 

●​ For most websites, this parameter is not critical. 

 



Additionally, when clicking the Generate new key button, all active users will be forced to 

undergo revalidation. 

Note! The validity period of cookies used by the protection system does not affect the 

session duration on the website, as the original cookies remain unchanged. 

 

 

 

Whitelist 

Requests from the specified addresses will be processed without filtering. 

 

To add an IP address to the whitelist: 

1.​ Click the + Add IP button. 

2.​ Fill out the form that appears. 

3.​ You can upload a list of IP addresses as a file. 

○​ Ensure that each IP address in the file starts on a new line. 

 



You can add: 

●​ Single IP addresses (e.g., 8.8.8.8). 

●​ A network with a subnet mask (e.g., 8.8.8.0/24). 

 

 

 

To remove one or multiple IP addresses from the whitelist: 

1.​ Select the unnecessary addresses by checking the boxes next to them. 

2.​ Click the Delete button. 

Blacklist 

A user whose address is added to this list will receive an «HTTP 403 Forbidden» error 

when attempting to access your resource. 

To add a new address to the blacklist, follow the same procedure as for the «whitelist»: 

1.​ Click the + Add IP button. 

2.​ Fill out the form that appears. 

3.​ You can upload a list of IP addresses as a file. 

○​ Ensure that each IP address in the file starts on a new line. 

You can add: 

●​ Individual IP addresses (e.g., 8.8.8.8). 

 



●​ A subnet using a mask (e.g., 8.8.8.0/24). 

To remove an IP address from the blacklist: 

1.​ Select the addresses to remove by checking the boxes next to them. 

2.​ Click the Delete button. 

 

 
Greylist 

You can assign a custom protection method for specific IP addresses or subnets, 

different from the general protection settings. 

To add an IP address or subnet to the Greylist: 

1.​ Click + Add IP. 

2.​ Fill out the form that appears. 

3.​ Select the protection method to apply for these addresses. 

You can add: 

●​ Individual IP addresses (e.g., 8.8.8.8). 

●​ A subnet using a mask (e.g., 8.8.8.0/24). 

This feature allows fine-tuning of security rules, customizing protection levels for specific 

IPs or networks based on their behavior or level of trust. 
 

 



 

Geo Filter 

You can restrict access to your resource based on the visitor's country. 

●​ If you notice unusually high activity from regions where you do not have a target 

audience, you can configure rules to limit or block access from those areas. 

●​ If your service is intended for users from specific regions, you can set rules to 

allow access only from those areas, blocking all others. 

 

To add a country restriction: 

1.​ Click + Add сountry. 

2.​ Select countries from the drop-down list. 

 

 



Restrictions: 

●​ When using L3 and L7 filtering without SSL decryption, you can add up to 15 

countries per rule. 

●​ When using L7 filtering with SSL decryption, there are no limits on the number of 

countries. 

Location Exceptions 

For certain requests, interactive validation checks can be disabled. 

For example, if a specific server resource is accessed only by bots or mobile 

applications, validation checks may cause service failures for clients. In such cases, 

specify these local resources in the Location Exceptions section. 

A request will be whitelisted if its path (to your resource) contains a part specified in this 

setting. 

For example, if you add the path «/location» to the whitelist, the following requests will 

be processed without additional checks: 

●​ site.com/location 

●​ site.com/location/ 

●​ site.com/location.php 

●​ site.com/location.php?id=123 

●​ site.com/admin/location 

At the same time, the following requests will still be processed under general rules: 

●​ site.com/some-other-location 

●​ site.com/en_location.php 

 



 

To add a location exception: 

1.​ Click + Add Location. 

2.​ Fill out the form. 

 

Header Filter 

This section provides detailed filtering settings for HTTP headers, which is especially 

useful for advanced users. 

You can create both: 

●​ Blocking rules – to filter out specific headers. 

●​ Allowing rules – to permit certain headers. 

For consultation or assistance in creating custom rules, please contact technical 

support. 

This feature is particularly relevant for API-based websites, where requests are made 

by separate applications. 

You can configure filtering for: 

 



●​ Specific headers 

●​ Combinations of headers, allowing for more precise control over incoming 

requests. 

 

To add a new rule: 

1.​ Click + Add Rule. 

2.​ Fill out the form. 

 

Once the rules are added, they will appear in the table, where you can: 

●​ Edit them; 

●​ Delete them. 

Location Filter 

You can set filtering rules for different locations within your resource. 

 



 

To add a new rule: 

1.​ Click + Add Rule. 

2.​ Fill out the form following the provided instructions. 

Once added, the rule will be applied to the specified location, ensuring customized 

filtering based on your security needs. 

 

Advanced Rules 

You can configure various sensor parameters yourself after reviewing the information 

about them. 

 



 

This section allows you to set up application-level (L7) filtering and firewall rules to 

ensure effective protection of your resource. 

L7 Sensor Settings 

Traffic Increase 

Determines how many times the number of requests must increase within a short period 

to activate protection. 

●​ For example, if the value is «3», the system will switch to active protection mode 

if the number of requests triples within the last 15 minutes. 

Errors Part 

Sets the percentage of erroneous requests at which filters activate. 

●​ For example, if set to 30%, once 30% or more of requests return 500-series 

errors, protection measures will be enabled. 

Set Min RPS (Minimum Requests Per Second) 

Defines the minimum threshold below which checks for traffic increase and error rates 

are not performed. 

 



Max RPS Threshold 

The maximum number of requests per second at which protection activation triggers. 

Max Attack Lifetime (Seconds) 

The maximum duration of an attack in seconds. 

●​ After this period, the filter attempts to return to sensor mode. 

●​ This is useful for mitigating intermittent attacks. 

Max Defence Status 

Defines the maximum level of protection when triggers activate automatically. 

Start Defence Status 

The initial protection level set when switching from sensor mode to active mode. 

 

L7 Blocking Rules 

These settings help detect suspicious bot activity: 

Blocked Part 

If an IP address exceeds the RPS Limit (Requests Per Second) and the percentage of 

blocked requests exceeds the Block Limit, the IP is added to the Greylist. 

Block Limit (%) 

Defines the percentage threshold beyond which an IP address is blocked. 

RPS Limit 

The maximum number of requests per second from a single IP before blocking starts. 

 



Location Diversity 

If a single IP accesses too many different sections of the website, it may indicate 

automated activity. 

Uniformity Location (%) 

Sets the percentage threshold determining the uniformity of access to specific locations. 

Firewall Blocking Rules 

These settings allow blocking traffic at the network level (L3/L4): 

Ban RPS Threshold 

If the number of requests from an IP address exceeds this value, the address is blocked 

immediately without additional checks. 

Blocked Part L3 (%) 

If an IP address exceeds the RPS Limit, and the percentage of blocked requests 

exceeds the Block Limit, the address is blocked. 

Block Limit (%) 

Defines the percentage threshold beyond which an IP address is blocked. 

RPS Limit 

The maximum number of requests per second from a single IP before blocking starts. 

Proper configuration of these parameters allows you to effectively protect your resource 

from various types of attacks, ensuring stable and secure operation. 

Blocked IPs 

Open the Control Panel and click on the service name Hosting Protection. 

 



 

 

If you have multiple protected objects, select the necessary one in the Objects field on 

the opened page. 

 

In the left menu, select Blocked IPs. 

 

On the current page, the IP addresses that are currently blocked are displayed, and 

below is the block history. You can manage these lists by removing specific IP 

addresses from the block by checking the boxes next to them and clicking the Unblock 

 



Selected button. To completely clear the list of blocked addresses, use the Unblock All 

button. 

Please note that removing an IP address from the blocklist may be necessary if you are 

sure of its safety and want to restore access for the corresponding user or device. It is 

recommended to regularly review and update blocklists to maintain the optimal security 

level of your resource. 

 

For efficient IP address management on your platform, it is recommended to use the 

built-in search and filtering tools. 

This will allow you to quickly find and process the necessary data. 

 



IP Address Search and Filtering 

Use the search function and configure filters by time and data type to obtain a selection 

of the IP addresses you are interested in. This is especially useful for analyzing activity 

and identifying potential threats. 

After applying filters, you can save the retrieved records to a file by clicking the Save as 
CSV button. This will allow you to maintain an event log and, if necessary, share 

information with colleagues or use it for further analysis. 

Time Filtering Features 

When setting time ranges using the «from ... to ...» parameters, please note that the 

data in the table does not update automatically. To refresh the information, you need to 

manually reset the filter or select predefined time intervals such as «5 min», «24h», and 

others. 

When selecting predefined time intervals, data updates automatically every minute. 

This ensures the relevance of the displayed information without the need for manual 

updates. 

Blocking IP Addresses 

To block a specific IP address, click the Block IP button. In the opened form, specify: 

●​ Source IP address: the address you want to block. 

●​ Destination IP address: your address that needs protection. 

●​ Block reason: an optional field where you can specify the reason for the 

decision. 

 



 

 

After adding an IP address to the blocklist, you can manage this list by deleting or 

adding addresses as needed. This allows you to maintain the security of your network 

and prevent unwanted activity. 

The Blocking history is presented in a table with similar filtering and data-saving 

capabilities. 

 



 

Using these tools will help you effectively control access to your resource and ensure its 

security. 

cPanel 

Log into the Control Panel and select the required service by clicking on its name in the 

center of the page or in the left menu. 

 

 

 



If you have multiple protected objects, select the necessary one in the Objects section 

on the opened page. 

 

In the opened menu, select cPanel. 

 

The cPanel interface will open. 

 



 

Review the instructions on how to work with the tools in the panel. 

Monitoring Tools 

Analytics 

Log into the Control Panel and select the required service by clicking on its name in the 

central area of the page or in the left menu. 

 

If you have multiple protected objects, select the necessary one in the Objects section 

on the newly opened page. 
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In the opened menu, select Analytics. 

 



 

The page provides the following information: 

●​ Website Requests (number of requests per second received by the website) 

 



 

●​ Traffic Volume (number of bits per second) 

 



 

●​ Response Time (number of responses per second) / Response Code 

 



 

●​ Heat map / Top Cities and Countries 

 



 

On the Heat map tab, you can observe the geographical distribution of requests to your 

resources. Areas with the highest concentration of requests are highlighted in red. This 

data is useful for configuring access rules based on the users' geographic locations 

using the GEO filter tool. 

To view a more detailed map, click the arrow icon in the top-right corner of the image. 

To see a list of the most active attack sources, open the Top Cities and Countries tab. 

●​ Top Locations 

 



 

You can view information about which parts of your resource were frequently visited by 

users or targeted by attacks.​

 For example, the homepage of the website is often attacked. 

Attack History 

Open the Control Panel and click on the name of the required service located in the 

center of the page or in the left sidebar menu. 

 

If you have multiple protected objects, select the required one in the Objects section on 

the opened page. 

 



 

In the opened menu, select Attack History. 

 

The displayed page shows attacks over a selected time period, which you can 

customize. 

 



 

Use the search and time filter to retrieve specific data.​

To download the attack history, click the Save as PDF button. 

To view detailed information about an attack, click on the row of the attack you are 

interested in. 

 

Hover your mouse cursor over the graph to see numerical values.​

Detailed attack information is displayed below the graph. 

 



 

On the Traffic details tab you can see the graphs. 

 



 

 

 



How to Link a Domain to Hosting 

Go to the Control Panel tab in your Client Portal. 

 

Select the service to view its details as shown in the screenshot. 

 

In the Objects section, click + Add Object. A form for adding a new domain will open. 

 



 

Enter the domain name and click Add. After this, you can proceed with the 

configuration for the new protected object. 

Website Migration to Hosting 

Migrating your website to a DDoS-protected hosting is handled by our technical 
support specialists. To ensure a successful migration, the following information is 

required: 

●​ Access to the current hosting or server: login credentials for connection. 

●​ Access to the control panel: e.g., cPanel, ISPmanager, and others. 

●​ Access to the CMS admin panel: for managing website content. 

●​ List of domains for migration: all domain names that need to be transferred. 

●​ Contact phone number: for urgent communication in case of any issues. 

In some cases, additional information may be required: 

●​ Paths to CMS configuration files: if they differ from standard locations. 

●​ Database access: if these credentials are known. 

●​ Access to the DNS records control panel: if our engineers will manage your 

DNS settings. 

●​ List of specific software: if your website uses custom software solutions. 

●​ List of tests for functionality verification: if you wish to run specific tests after 

migration to confirm that your website works correctly. 

 



If any of the required information is missing, please inform our technical support team, 

and we will find a solution. 

Important: Domains not listed in the initial request will require a separate migration 
request. 

If you plan to update DNS records manually, it is recommended to wait for 
confirmation from our team before making changes. 

 

 

VDS/VPS 

How the Service Works 

The «Virtual Dedicated Servers (VDS/VPS)» involves renting a virtual dedicated 

server with administrative rights. Websites and applications hosted on such a server are 

protected immediately upon launch. 

Service Workflow: Protected VDS/VPS servers are deployed on a fail-safe cluster. A 

traffic filtration system is in operation—traffic directed to the VDS/VPS is processed by 

the StormWall system at OSI model layers 3-4, protecting your resources from attacks 

aimed at overwhelming communication channels and overloading computing capacities. 

If you are using VDS/VPS for hosting websites, it is advisable to connect protection for 

incoming HTTP/HTTPS traffic, including the analysis of requests to your server, 

optimization, and delivery of cleansed traffic. 

Technologies Used: VMWare platform is used for creating virtual servers. Triple Filter 

technology is used for traffic filtration. BanHammer technology is used for filtering HTTP 

flood. FlowSense technology is used for anomaly detection and automatic attack type 

determination. 

When ordering the service, you can configure: 
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●​ The hardware configuration of the dedicated virtual server (number of CPU 

cores, amount of RAM, SSD storage volume, number of IP addresses); 

●​ Level of protection (basic (no domain), protection up to 3 domains, protection for 

games and applications); 

●​ Geographical location of the StormWall company's site; 

●​ Whether to enable or disable server administration by StormWall company 

employees (for an additional fee). 

Order 

To connect the service: 

1.​ Log into your personal account by authenticating on the website. 

2.​ On the top panel of the website, select the Billing tab, following the instructions 

provided in the «How to connect service» section. 

3.​ In the tab that opens, choose the High-load VDS option. 

 

4.​ You will be redirected to a website page with a detailed description of the service. 

5.​ Review the information and submit an application to connect the service on the 

website. 

 

Service Management 

After the service is connected, it will appear on your account’s main page and in the My 

Services. 
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To view details, click on the service name in the center of the page or in the list on the 

left.​

In the opened menu, select Control. 

 

 



 

To reinstall the operating system, choose the desired one from the drop-down list and 

click the Reinstall OS button. 

 

To manage the server, use the console by clicking the Open console button. The 

console will open in a new browser tab. 

 



 

If the connection is lost, an error message «The console has been disconnected» will 

be displayed.​

You can also use the RDP protocol to connect to a virtual server with Windows installed, 

or the SSH protocol to connect to a virtual server with Linux installed. You will receive 

your login credentials (username and password) by email when this service is activated. 

Using the corresponding buttons, you can turn the server on or off, reboot it, or reset it 

to its default settings. 

 

 



The Add Snapshot button allows you to quickly capture the current state of the system, 

so that you can restore it from that snapshot if necessary. The number of snapshots you 

can take depends on your subscription plan. 

 

To view performance charts of your server, select Monitoring from the left menu. 

You can set the time range for which the information will be displayed. 

To view your server’s specifications, select Information from the left menu. 

In the opened area, you can monitor all parameters of your server. 

 

API 

How to Use the API? 

What is an API? 

An API (Application Programming Interface) is an interface that allows two applications 

to interact with each other using predefined sets of commands. 

The API enables the management of objects within ordered services—such as adding 

and removing domains, updating configuration parameters, retrieving attack history, and 

more. Through this interaction, you can also retrieve or add information to your personal 

account, automatically extract service lists, manage "black" and "white" user lists, and 

much more. 

 



Detailed descriptions of commands and data models for requests and responses can be 

found at the following addresses: 

●​ StormWall API v1 — https://api.stormwall.pro/documentation 

●​ StormWall API v2 — https://apiv2.stormwall.pro/swagger-public 

How to Create a Token? 

To ensure secure access to information from your personal account, authentication is 

implemented based on tokens. 

When requesting information from your device, it will be authenticated using an 

authentication token, just as you would use a login and password to access your 

personal account. 

1.​ Go to the new control panel using any of the options available in your personal 

account. 

2.​ Tokens created in the new personal account are valid indefinitely! 

3.​ Open the Users tab in the top-left section of the screen. This will reveal the menu 

options: Users, Roles, and API Tokens. 

 

4.​ Click on API Tokens. 
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5.​ On the newly opened page, you can add or delete tokens. 

6.​ To add a new token, click + Add Token. 

 

7.​ Select access permissions for the token. You can add a description in the 

Description field or leave it blank. 

8.​ Click Add Token. 

 



 

9.​ Be sure to copy the generated token — click Copy to Clipboard and Close. 

10.​A new row with the status «Active» will appear in the token table. 

 

11.​You can delete expired tokens by selecting them and clicking Delete Selected. 

 

Each token has a unique ID, which can be used to identify actions performed with that 

token (e.g., creation, deletion) in the request log. 

API Interface Description 

The API uses a REST interface and only built-in HTTP functions, which are understood 

by any standard HTTP client. 

 



●​ For ease of proxying and monitoring, object identification data is always passed 

as part of the URL path. 

○​ Example: GET /user/service/1/domain/2, where 1 is the service 

ID, and 2 is the domain ID. 

●​ For lists in read commands, request parameters with a repeating key are used. 

○​ Example: GET 

/user/service/1/domain/stats?domain_id=3&domain_id=6. 

●​ All other data for modifying commands is sent in the request body in JSON 

format. 

●​ Responses are always returned in JSON format, including error messages, 

except for conversion commands. 

Request Size Limits: 

●​ Maximum request body size: 1 MB 

●​ Maximum header size: 8 KB 

Error Handling in the API 

There are two levels of error indication in the system: 

1.​ HTTP status code 
2.​ Error code list in the response 
●​ An HTTP status other than «200» indicates a critical error from either the user or 

the system. 

●​ If the HTTP status is «200», the error list contains only non-critical errors 

(warnings). 

If the API returns a critical error, no actions have been taken on the objects, and the 

request can be retried, possibly with corrected data. 

●​ Example: If a command requires a domain name, but an invalid string (e.g., with 

spaces) is submitted, the API will return «400» («Bad Request»). 

 



If at least one non-critical error appears in the list, it means that some operations have 

already been performed, possibly on physical hardware. These errors do not cause 

object malfunctions but may require additional actions. 

●​ Example: If an SSL certificate installation returns a non-critical error, it means 

that while the certificate format is correct, the system refuses to install it for the 

given domain because the domain name does not match the certificate records. 

HTTP Methods and Their Actions 

 

HTTP Method Action 

POST Create a new object 

GET Retrieve object information 

PUT Update object information 

DELETE Delete an object 

 

HTTP Response Status Codes 

 

Status Code Description 

200 Request successfully executed 

400 Invalid command input data 

403 Command or input data is not allowed for the specified token 

404 Command not defined in the system 

405 Method not applicable to this command 

 



501 This command is under development 

503 System functionality is currently unavailable or request limit 

exceeded 

500+ Internal system errors 

 

Fields in "Critical" Error Responses 
 

Field Name Type Description 

statusCode Number Numeric HTTP status 

representation 

error String String representation of the 

HTTP status 

message String Description of the error 

reason 

Example Response: 

json 

{  

  "statusCode": 400,  

  "error": "Bad Request",  

  "message": "Invalid request params input"  

} 

 

Fields in "Non-Critical" Error List (error_list) 

 

 



Field Name Type Description 

type Number Error category 

code String Error code 

Example Response: 

json 

{  

  "error_list": [{ "type": "SSL", "code": 

"INVALID_CERT_KEY_PAIR" }]  

} 

 

API Authentication and Token Usage 

Most commands require authentication via an API token. The token is passed using the 

Cookie header with the name api_access_token. 

Getting Started with API Token Authentication 

1.​ Generate a token (as explained earlier). 

2.​ Test API requests in Swagger documentation: 

○​ Open an endpoint in the API documentation. 

Enter your active token in the cookie field:​

ini​

api_access_token=eyJhb… 

○​ Fill in the other endpoint parameters. 

○​ Click Try it out—this will generate a cURL request string. 

Using cURL Requests on Different Systems 

 



●​ The generated cURL request works on Linux. 

●​ On Windows, replace single quotes (' ') with double quotes (" ") or use a 

Linux-like terminal such as Git Bash. 

API Documentation & Support 

For each command in the API documentation, you can view data models for responses 

and complex parameters by switching to the Model tab. The models specify field types 

and provide short descriptions. 

If you have any difficulties using the API, please contact support via: 

●​ Live chat on the website 
●​ Support request form in your personal account 

 

FAQ 

How to find out if an IP address is blocked? How to block and unblock an 

IP address?  

Find the service for which you need to view information in the client panel, for example, 

Website Protection. 

 

 

 

 



Click on the line with the Website Protection service. A page with information about the 

service will open. Below the graph, a list of protected objects will be displayed. 

 

 

Click on the object you are interested in. A menu will appear on the left side of the page. 

 

 

 



Choose the Blocked IPs menu item. A page will open with two sections: currently 

blocked IPs and a block history. 

You can view the blocked IP addresses in the upper section of the page. There, you can 

use a time filter and a search box. 

 

 

 

 



If there are currently blocked IP addresses, they will appear in the upper section of the 

page. Select them by ticking the boxes next to each address individually or select 

Select all. When the IP addresses are selected, press the Unblock selected button. 

To unblock all IP addresses, press the Unblock All button. 

To find out if a specific IP address has been blocked in the past, you can search for it in 

the Blocking history table using the search field. 

 

 

 

To block an IP address, press the Add block IP button at the top of the page. 

 



 

 

Fill in the form that opens and press the Add button. 

Done! The IP address is blocked for 2 hours. To block an IP address for a different 

period, contact support. 

 

How to configure equipment for the L7 protection option? 

After selecting a protected IP address, you will receive instructions describing the 

necessary settings and commands to execute them. 

With these instructions, you will need to perform the following: 

●​ Add our serving networks to the exceptions of your firewall; 

●​ Configure the detection of the real IP address of site visitors; 

 



●​ Block direct connections to your server from external sources. 

According to the instructions, you will: 

●​ Change the A-record of your domain in DNS to the protected IP address; 

●​ Add our outgoing addresses to the trusted list, removing restrictions; 

●​ Close access to ports 80 and 443 for all networks except local connections and 

connections from our serving networks; 

●​ Restart the web server; 

●​ Configure Nginx by modifying the configuration file; 

●​ Configure Apache by modifying the configuration file. 

For IIS, you will need to follow the actions in the instructions. 

If you have any questions while setting up, please contact support. 
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