YACTb 1: NMonutuka koHduaeHumanosHocTn (Privacy
Policy)

1.1 Pycckas Bepcusa (Russian Version)
NOJINTUKA KOHPUAOAEHUUANIBHOCTU MOBUJTbHOIO NMPUITOXEHUA ZAPCHAT

Hata BcTtynneHus B cuny: 6 noHa 2026 ropa
1. OBLLUE NONOXEHUA

HacTogwas NonuTtuka KoHpmaeHunanbHocTK (ganee — «lMonutukay) onpegenset
nopsiaok cbopa, xpaHeHus, 06paboTku, Nnepeaayn 1 3aWwmnTbl NEPCOHANbHbIX OaHHbIX
nonb3oBarenen (ganee — «lonb3oBaTenby») NHTENMEKTyanbHOW NNaTopMbl
obpaTtHoro mapketnnerica ZapChat (nanee — «lpunoxeHne», «Cepauc»).
Mcnonb3oBaHue MpunoxeHus, permctpaumsa akkayHTa nnm otnpaska fnobbiX JaHHbIX B
Cepsuc o3HayaeT 6e30roBopoyHoe cornacue NMonb3oBaTtens ¢ yCrnoBusiM1M HacTOsILLEN
Monntukn. Ecnu MNMonb3oBaTternb He CornaceH ¢ YCnoBusaMmn, oH 06s3aH HemeaieHHO
npekpaTuTb ncnonb3oBaHue MNpunoxexHus.

2. KATETOPUN COBUPAEMbIX OAHHBIX U UCTOYHUKU UX NMONYYEHUA

e WpeHtudukaumoHHsle aaHHble IAM (Keycloak): NMnatdopma ZapChat
NCMonb3yeT BHELLUHIOW CUCTEMY yrnpaBneHust uaeHTudmkaumen n 4ocTynom Ha
6a3se Keycloak. MNMpunoxeHne He cobupaeT, He 3anpalmnBaeT U He XPaHUT Naponm
unu Kogbl asTopusaumum Nonb3oBaTenen Hanpsamyto. ABTopusaunsa nponcxogut
nocpencTteoM sawmuieHHbIXx JWT-TokeHoB (Access Token, Refresh Token),
coAaepXalmx YHUKanbHbIn nageHtudukaTop keycloak id (sub).

e [aHHble npodunsa (Prisma BA): BHyTpeHHWn cuctemHbii UUID nonb3osatens,
NpUCBOEHHasi cucteMHas ponb (client — KnuneHT, supplier — MNocTtaBLwuk),
aBTOMaTM4YeCKN creHepmnpoBaHHbIN UM N3MEHEHHbIN [Nonb3oBaTtenemM HUKHENM
(nickname), TekcToBoe onucaHue npocunsa/buo (bio), aBarap (avatar_url) n
ropoa npucyTtcTeus (city).

o [onb3oBatenbckun UN-koHTeHT (Al Slot Filling): TekcToBble NnonckoBble
3anpocsbl (textQuery), dannbl 1 MeTagaHHbIe 3arpyxaemMbix M306pakeHun
(skntovasa CTC/TexnacnopTa 45 pacrno3HaBaHUsS JOKYMEHTOB), a Takke
Base64-ayaomosanucu ronocoBbix kKoMaHg Nonb3oBaTtens.

e Kommepueckue naHHble U MeTadaHHble TeHOAepoB: [lapameTpbl co3gaBaemMbix
TeHgepoB (Mapka, mogensb, rog Beinycka TC, oobem geuratens, VIN-kog,
HavMeHOBaHWe 3anpalnBaeMblx geTanemn) unn napameTpbl 06bEKTOB
HEeABWXUMOCTM (TN CAENKN, KONMYeCTBO KOMHAT, nnowaab, nokauus). Ons
MocTaBwmkoB obpabaTbiBAETCA TEKCTOBOE ONMMCAHME KOMMEPHYECKON
cneuunanusaumm (contextDescription).

e CucrtemHble naeHTudukaTopbl U push-ToKeHbl: YH/KanbHbIe
pernctpaumoHHble TokeHbl ycTponcTs Firebase Cloud Messaging (FCM TokeH)



ansa obecneveHunsa paboTbl push-yBegoMeHu o ctatycax TEHAEPOB N HOBbIX
P2P-coobLieHunsx.

e [InaTtexHble aaHHble: MNpn opopmneHmm nognucku ypoeHa PRO nnaTtexHble
AaHHble 06pabaTbiBalOTCS HA CTOPOHE CePTUDMLIMPOBAHHOIO LWM03a
CloudPayments. Cepsuc ZapChat nony4yaeTt Tofbko cTaTyC TpaH3akumm
(SUCCESS/FAILED), cymmy, BanioTy 1 peKyppeHTHbIN TOKeH wwinto3a (cp_token)
ana npoaneHusa nognucku. MNMpsimble aaHHble 6aHkoBckux kapT B B[ ZapChat He
nocTynatoT.

3. UICNOJNIb3OBAHUE OAHHBLIX U LIENTIU OBPABOTKU

Cepsuc obpabaTbiBaeT gaHHble Nonb3oBaTenen NCKMOUYNTENBHO B LeNsx obecnedyeHns
Bulletproof-dyHkunoHana nnatopmbi:

e WHTennekryanbHas mapupyTtusauma (Smart Routing): TekctoBble 1
ayaunosanpocsl Nonb3osatenen obpabatsiBatotca MA-moaynem (LLM
Orchestrator) ans aBTomaTn4yeckoro 3anofiHeHMsa NnapaMeTpoB 3aaBok (Slot
Filling). N3Bne4yeHHble gaHHble n ambeganHrn (embedding) ncnonbaytoTcs ang
BEKTOPHOrO Noucka pgvector n aBToMaTu4eckoro nogbopa COOTBETCTBYHOLLNX
MocTaBLMKOB B pagnyce fiokauum.

e TpaHckpubaumsa ayamo: lonocosble cooblleHmns MNonb3oBartens
KOHBEPTUPYHOTCH B TEKCT € ncnonb3dosaHnem APl mogenen MU (Whisper-1),
NCKNIOYMTENBHO AN hopMMpoBaHMSA NapaMeTpoB TeHAepa.

e P2P-Bzanmopencteue: ObecnedeHne pabotbl real-time 4yatoB no npotokony
WebSockets (Socket.io) n otnpaBka push-yBegomnenun yepes Firebase Admin
SDK npu nonyyYyeHnn HOBbIX COOOLLEHMI MMM LIEHOBLIX NPeanoXeHni

(otbdpepos).
4. MPABUIA OOCTYNA K ®YHKLIMAAM YCTPOMUCTBA (PA3PELLEHUA)

e MukpocdoH (RECORD_AUDIO): [locTyn 3anpawumBaeTcs onepaunoHHOn
CMCTEMOM YCTPOMCTBA CTPOro B MOMEHT YAEPXKaHUSA KHOMKM 3anncu.
Ayaunosanncb MCnonb3yeTest Ans reHepaumm napameTpoB TeHgepa NMN-6pokepom
W He 3annckiBaeTcs B POHOBOM pexnme.

e [anepes u Kamepa: [loctyn Heobxogmm ans 3arpysku dotorpaduni
3anpawmaemblx getanen, CTC nnu asatapa npoduns. MNone3osarenb
CaMOCTOATENbHO OCyLecTBNAET Bblbop dannos. [Nepegaya gannos B
Base64/mynsrunapt-goopmarte Ha cepBep NPOUCXOAUT UCKIKOYUTENBHO MO
uHuuunaTmee MNonb3oBaTens.

e YBepowmneHus (POST_NOTIFICATIONS): Pa3pelueHune ncnonb3yertcs ans
pernctpaumm push-tokeHa yctporctea. B ooHoBoM pexxume CepBUC MOXET
BbIMOSTHATL "XonocTble NporoHb!" (dryRun) ons npoBepky BanvaHOCTU TokeHa. B
crny4ae ero ycrapeBaHus cuctema ocyLlecTBnseT Tuxui cbpoc n obHosneHve
TOKeHa.



5. MEPEOAYA OAHHbIX TPETbUM NULAM N NU-NPOBANOEPAM

ZapChat He npogaeT u He nepedaeT nepcoHanbHble AaHHble [lonb3oBartenen
CTOPOHHMM MapKETUHIOBbIM areHTcTBaMm. Nepegaya gaHHbIX NPOUCXOANT B CReayoLwwmx
cnyyasx:

o UUN-UHdpacTpykTypa: O6esnnyeHHble TEKCTOBbIE U ayano3anpochl
HanpasnstoTcs nposangepam NN (Google OpenAl/Gemini API) ctporo ans
BbINOMHEHNSA TpaHCKpubaumm, reHepaLmm BEKTOPHbIX 3MOeAANHIOB 1
Knaccudukauum goMeHoB cornacHo apxutektype LLM Orchestrator.

e [naTtexHbin wnto3: Nepegaya ID nonb3oBaTens U1 NapamMeTpoB TPaH3aKLMKN B
CloudPayments ansa npoegeHus 6e3onacHbIX pacyeToB.

e 3akoHopaTenbCcTBO: [lepefada AaHHbIX YNOTHOMOYEHHbBIM roCy4apCTBEHHbIM
opraHam B CTPOrOM COOTBETCTBUM C TpeboBaHNSIMU NPUMEHNMOTO
3akoHogaTenbcTBa Pecnybnuku KaszaxcraH.

6. MPABA MNOJIb3OBATENA HA YOANEHUE OAHHbIX  AHOHUMU3ALUIO
Monb3oBaTtenb MMeeT NpaBo B NGO MOMEHT MHULMMPOBATL Npoueaypy NOSHOro
yaaneHus akkayHta (delete_account) yepes untepdenc MNMpunoxenus. Mnatgopma
ZapChat rapaHTupyeT cobniogeHve creayoLwmx 3Tanos yaaneHus:

e VYyetHas 3anuck lNonb3osaTtens yaanaetca ns |IAM Keycloak Yepes nHrerpaumio
¢ Keycloak Account API.

e Bce nepcoHanbHble bU3Hec-gaHHble (Bo6aBneHHbIE aKTUBbLI/BUPTYarbHbIN
rapax, asToMobunu, npounu noctasLLmKa) U3N4eCKn BoldnLLaoTCA 13 6asbl
AaHHbIX 6€3 BO3MOXXHOCTW BOCCTAHOBIEHUS.

e B uensix coxpaHeHus LenoCTHOCTN uctopumn P2P-gmManoroB 1 3awuTbl Apyrux
YYaCTHUKOB pblHKa, y4eTHaa 3anucb B B[] Prisma noasepraercsa 6e3B03BpaTHOM
aHOHUMM3aUMN (MATKOMY yOareHuto): HUIKHENM 3ameHsieTcs Ha Deleted Account,
aBaTap v 6uo oumwarotcs, a keycloak_id aHOHUMU3MPYETCH CRyYanHbIM X3LLEM.

7. U'SMEHEHUA NMOJIUTUKU

ZapChat octaenseTt 3a coboin npaBo 0OHOBNATL HacTosLwyto Monntuky B
OOHOCTOPOHHEM nopsiake. IameHeHus BCTynatoT B CUly C MOMeHTa nybnukaumMm HOBOK
penakumm B MNpunoxeHuu. MpogomkeHne ncnonb3oaHnsa Cepeuca nocne n3MeHeHus
MonuTnKM 03HaYaeT cornacue ¢ HOBOW pedakLumen.

8. KOHTAKTbI

Mo Bonpocam 06paboTkn AaHHbBIX U peanu3aunn npae Ha KOHPUAEHUMANbLHOCTb
HanpasnsnTe 3anpockl No agpecy: support@zapchat.kz.

1.2 Aurnuuckasn sepcus (English Version)
PRIVACY POLICY FOR ZAPCHAT MOBILE APPLICATION



Effective Date: June 6, 2026
1. GENERAL PROVISIONS

This Privacy Policy (hereinafter referred to as the "Policy") governs the collection,
storage, processing, transfer, and protection of personal data of users (hereinafter
referred to as the "User") of the ZapChat intelligent reverse marketplace platform
(hereinafter referred to as the "Application”, "Service"). Using the Application, registering
an account, or submitting any data to the Service constitutes the User's unconditional
consent to the terms of this Policy. If the User does not agree with these terms, they
must immediately cease using the Application.

2. CATEGORIES OF COLLECTED DATA AND SOURCES

e |AM Identity Data (Keycloak): The ZapChat platform utilizes an external Identity
and Access Management system based on Keycloak. The Application does not
collect, request, or store User passwords or authorization codes directly.
Authentication is performed via secure JWT tokens (Access Token, Refresh
Token) containing a unique user identifier keycloak_id (sub).

e Profile Data (Prisma DB): Internal database UUID, assigned system role (client
or supplier), automatically generated or user-modified username (nickname),
textual profile description/bio (bio), avatar image URL (avatar_url), and city of
residence (city).

e Al User Content (Al Slot Filling): Text queries (textQuery), uploaded image files
and metadata (including vehicle registration certificates for document parsing),
and Base64 audio recordings of the User's voice requests.

e Commercial Tender Data and Metadata: Parameters of created tenders (make,
model, year of manufacture, engine volume, VIN code, requested part names) or
real estate specifications (operation type, room count, area, location). For
Suppliers, the textual specialization context description (contextDescription) is
processed.

e System Identifiers and Push Tokens: Unique device registration tokens for
Firebase Cloud Messaging (FCM Token) to ensure the delivery of push
notifications regarding tender statuses and new P2P chat messages.

e Payment Data: When purchasing a PRO subscription, payment data is
processed by the certified CloudPayments gateway. The ZapChat Service
receives only the transaction status (SUCCESS/FAILED), amount, currency, and
the recurring gateway token (cp_token) for subscription renewals. Direct credit
card numbers are never processed or stored in the ZapChat database.

3. DATA UTILIZATION AND PURPOSE OF PROCESSING

The Service processes User data solely to ensure the bulletproof functionality of the
platform:



Intelligent Routing (Smart Routing): User text and audio queries are
processed by the Al Orchestrator to automatically populate request variables
(Slot Filling). Extracted fields and structural embeddings (embedding) are used
for pgvector similarity search to match relevant Suppliers within the selected
region.

Audio Transcription: The User's voice messages are converted to text using Al
model APIs (Whisper-1), strictly for extracting tender parameters.

P2P Interaction: Enabling real-time chat operations via WebSockets (Socket.io)
and dispatching push notifications through the Firebase Admin SDK when new
messages or price offers are received.

4. DEVICE PERMISSIONS POLICY

Microphone (RECORD_AUDIO): Permission is requested by the device's
operating system strictly while the recording button is held. Audio is used solely
for tender parameters extraction by the Al Broker and is never recorded in the
background.

Gallery and Camera: Access is required to upload photos of vehicle parts,
registration certificates, or profile avatars. The User manually selects the files.
Files are transferred in Base64 or multipart format to the server strictly upon the
User's action.

Notifications (POST_NOTIFICATIONS): Permission is used to register the
device's push token. The Service may run background dryRun checks to verify
token integrity, performing a silent reset and token refresh if it becomes stale or
invalid.

5. THIRD-PARTY AND Al PROVIDER DATA SHARES

ZapChat never sells or shares User personal data with third-party marketing agencies.
Data transfers occur only under the following conditions:

Al Infrastructure: Anonymized text and audio requests are sent to Al providers
(Google OpenAl/Gemini API) strictly to perform transcription, vector embedding
generation, and domain classification via the LLM Orchestrator architecture.
Payment Gateway: Transfer of User ID and transaction parameters to
CloudPayments to process secure financial settlements.

Legal Compliance: Provision of data to authorized law enforcement and state
authorities in strict compliance with the mandatory legislation of the Republic of
Kazakhstan.

6. USER RIGHTS TO DATA ERASURE AND ANONYMIZATION The User has the right
to initiate a complete account deletion procedure (delete_account) at any time through
the Application interface. The ZapChat platform guarantees the following multi-layered
erasure workflow:



e The User's account is permanently deleted from the IAM Keycloak directory via
Keycloak Account API integration.

e All personal business assets (Virtual Garage data, asset entities, vehicle lists,
and supplier settings) are physically wiped from the database.

e To preserve P2P chat history integrity and protect other market participants, the
database user record in the Prisma DB undergoes permanent anonymization
(soft deletion): the username is overwritten with Deleted Account, avatars/bios
are cleared, and the keycloak_id is randomized with a secure hash.

7. POLICY AMENDMENTS

ZapChat reserves the right to modify this Privacy Policy unilaterally. Changes take effect
immediately upon the publication of the updated version inside the Application.
Continued use of the Service signifies acceptance of the amended terms.

8. CONTACTS

For data protection inquiries and exercising privacy rights, contact us at:
support@zapchat.kz.
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