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Notes: 

1.​ The project is two parts and this document contains the first part, which is 5 
pages. 

2.​ You are required to provide screenshots of any step you have performed. 
Screenshots should clearly show any step used and its results. This could be 
done using a tool such as the “Snip and Sketch” tool, to highlight your work. 

3.​ A thorough explanation and analysis are required to demonstrate your 
understanding of all steps that you performed. 

4.​ Use any tool you like - open source or commercial. 

 

 

 

 



 

Overview 
You are helping in investigating a Windows machine of a suspect, which can be found here. We 

need to prove if the suspect did/didn’t use the device to connect to another device. 

 
 
Please analyze the provided image and answer the following questions. You are free to use any 

forensic (or other) software but please indicate what software you have used and provide some 

details about it (version, name, company, etc). 

 

When providing answers to questions: 

●​ You must list the file and/or forensic artifacts where you got your answers along with 

information about those files (metadata) such as dates & times, file size, location, etc. 

that will fully describe it.  

●​ Explain how you found this information.  

●​ The information should be precise and there must be enough information so that your 

work can be reproduced by another expert who may not have access to the same tool(s) 

you do! If you don’t do this, you will lose major points! 

  

The main investigator on this case will use your responses as is and paste them into a formal 

report. Answer questions professionally with full sentences, adequate explanations, and pretty 

tables of data (and metadata). Use proper screenshots (the text in it must be clear) and tables 

for the explanation. 

  

For your deliverable, please submit a formal report that answers the client’s questions (in 

order and numbered as such). Since this is not the Final report, you DO NOT need to include a 

Table of Contents, Introduction, Evidence intake, Conclusion or Signature section. However, 

you DO need to list your tools and then answer the questions with explanations and analysis 

(as described in the above paragraphs). For each question, please write out the question, then 

the answer. Use the exact same question numbers. 
  
 
 
 
 
 
 
 
 

https://drive.google.com/drive/folders/17EgfJLjkTtk0Rea3TFhlMV6qtsPgIXMx?usp=sharing


 

BASIC EVIDENCE INFORMATION 

  

Please answer the following questions about the disk images: 

 

1.​ What is the case number of this investigation?​

This is case #008 and to find this, I used the provided txt file description of 

the case.​

 

2.​ How many partitions are present in the image?​

There is only 1 partition of this image which was found using FTK Imager.​

 

3.​ What is the SHA1 hash of the forensic image given?​

The SHA1 hash is 2a1a01d105b64ac09d3c86801c75d3ef59381c26 and I 

used the provided txt file description of the case.​

​

 

 

4.​ At what sector does the Windows partition start?​

Using FTK Imager, under properties, it shows that the sector when the 



 

Windows partition starts is at 2,048.​

 

5.​ How large is the Windows partition in MB?​

​

Found in FTK Imager, it displays that the size of the partition is 40,958 MB. 

6.​ What file system is used for the windows partition?​

Found in FTK Imager, the file system of the partition is NTFS.​

 

7.​ What is the short volume serial number of the windows partition?​

Using FTK Imager, under properties, it shows that the short volume serial 

number of the windows partition is B009-E7A9. 

  

 



 

INVESTIGATION 

  

Investigate the images and answer these questions. 

 

1.​ What is the user name and SID of the suspect’s windows user account?​

Using Axiom Examine I created a new case and began to process the image. 

Under the operating systems tab, I viewed the windows user accounts and 

found both the user name and SID of the windows account, highlighted 

below.​

​

 

2.​ What programs were installed on the Windows machine, when were they 

installed, and what was the program's source? Provide a listing or a table 

with this information.​

Still using Axiom, I was able to navigate from Application usage to Installed 

programs and found 7 programs that were installed on the windows 

machine.​

 7-Zip does not have a creation date, interestingly enough, but the last time 

the key was updated was the same time that google chrome was created. 

12/4/2022 ​

Google Chrome was created 12/4/2022. ​



 

Puppet was created on 3/19/2019, which seems to be incredibly early 

compared to the other programs. ​

PuTTY was created 12/4/2022. ​

TightVNC was created 12/4/2022. ​

VMware Tools was created 12/4/2022. ​

WinSCP was created 12/4/2022 ​

All the sources of the programs are found under the evidence information 

of the applications and they are all the same as seen below.​

 

3.​ Mention any suspicious executable that was downloaded on this machine? 

Explain why they are suspicious.​

Firstly, I looked through Axiom’s walware/phising urls and was able to find 

these 7 links. Although these were not executables, these links each contain 

between 100 and 1000 malicious files which would be executables then. 



 

​

​

Looking a little deeper, I went back to the installed programs found on this 

windows image and looked at the actual programs themselves. ​

​

Looking into Puppet, it seems to be an application used by system admins 

that installs and configures servers. Maybe a little suspicious, unless the 

company works with that.​

Looking at more of the executables that this windows machine has, it seems 

as though they were downloading executables that dealt with file transfers. 

As in file transfers from one server to another as if they were trying to 

transfer file/s away from a windows machine off to another domain.​

That would describe why they have applications like PuTTY and WinSCP, 

which is definitely suspicious.  



 

4.​ List out all web browser searches conducted by the suspect, and highlight 

any relevant ones. Don’t forget to list out the dates and times of the 

searches. ​

By looking at the suspect’s web searches, I am able to discover that they 

seem to prefer using Google over any other browser unless it was to install 

PuTTy, which they used Microsoft edge for that. However, their searches 

make a perfect timeline of their entire suspicious history on this windows 

machine. ​

Here are the google searches that were conducted by the suspect along 

with the dates and times of searches:​



 

​



 

​



 

​

​

Here is the history that Microsoft edge contains:​



 

​



 

​



 

​



 

​

​

Some of the important pieces of information that are seen when looking at 

these searches is that the suspect first looked up a download for TightVNC 

which is a remote desktop software server. Then they wanted to know how 

to send files remotely from Linux to windows. Next, they seemed to look up 

how to become a great writer. Then they went to look at how to hide files 



 

on widows and downloaded PuTTY. Next, they downloaded some stock 

images. Then they went to their email to change a password (which is an 

important key to this case). Lastly, they browsed Facebook, downloaded 

WinSCP, and kept looking up how to hide files. 

5.​ Can you find out if the suspect used this device to connect to another 

device?​

Yes, this is confirmed. Not only did the suspect download many applications 

that allow connecting to another device, but looking into Axiom’s windows 

Event Logs - Script Events, it is seen that it logged the connecting and 

disconnecting of remote desktop services, which confirms it.​

 

6.​ What is the used method for connection?​

It seems as if the suspect used the programs that they downloaded in order 

to run a PowerShell command that connected them to other machines. This 

information can be found in Axiom’s Powershell history category. ​

​



 

As it is seen, the suspect used the ssh command to a different ip, which 

means he connected to a different machine.  

7.​ What is the IP address of the other device? Provide as much information 

about the remote device as possible.​

By looking inside the connected devices, under Remote Desktop Protocol, I 

am able to see the outgoing direction of the connection. This is where it 

displays the ip address of 192.168.93.140.​

 

It seems as if the suspect connected to that ip address of the other device.​

But then, it is seen that there was an incoming request, where the suspect 



 

must have connected to this windows machine using the other VM. ​

 

8.​ Based on the downloaded applications, is there any other way/ways the 

suspect might have used to connect to the other device?​

Yes, there are multiple different applications that the suspect may have 

used to connect to another device. Looking at the applications that they 

downloaded, the ones that stand out to me that are not VMware would be 

Puppet, PuTTY, TightVNC, and WinSCP. All of these applications are related 

to the connection of different devices. What really strikes me as a possibility 

would be that the suspect used PuTTY and WinSCP to transfer files over to a 

linux machine that they did not want to be seen on this windows machine.​

 



 

9.​ Are there any anti-forensic tools installed on the machine?​

Yes, there is one major anti-forensics tool that is installed on this machine. 

Using Axiom, I was able to look at possible anti-forensics tools and find an 

executable known as FileFriend.exe.​

​

File Friend is an application that allows the user to password protect and 

encrypt any file. 

10.​ Are there any artifacts about the real suspect's name?​

Yes, the best artifact that is found regarding the suspect’s real name is the 

name of the Gmail that they accessed within their chrome web history. 

Having a look at it, they seemed to use their email to change the password 

of an account.​

​

It is also important to note that the only things that are found within 

google’s autofill function for this user is the name “Sophie Carter”​

 



 

11.​ Explain why you think this is the suspect's name. ​

I believe that this is the suspect’s name due to the fact that this is the only 

account that they have obvious access. They were able to access the email 

account (scarter@eandt.one) in order to change a password, which 

confirms that this is the suspect’s name. Added onto that, the only names in 

the google autofill are the names, Sophie Carter. 

 

 

 



 

A conclusion is not necessary. 

  

How to answer questions - When providing answers to questions, please also list the file 

and/or forensic artifacts where you got your answers along with information about those files 

such as dates & times, file size, location, etc. that will fully describe it. This context is very 

important! 

  

You should also describe how you got your result. For example – A keyword search for the 

term ‘marijuana’ revealed 5 hits, one of which was the document – ‘Your friendly 

neighborhood plumber.docx’. The document was located in the folder C:\users\john\Desktop 

and was 4235 KB in size.  It is also a good idea to instead include a table if listing more than 

one piece of metadata like this: 

  

Item Description 

Filename Your friendly neighbourhood plumber.docx 

Full path C:\users\john\Desktop\Your friendly neighbourhood plumber.docx 

Size 4235 KB 

SHA1 Hash 6A204BD89F3C8348AFD5C77C717A097ABB0398A801 

Created Date 11/01/2009 12:32:44 

Modified Date 11/05/2010 05:32:09 

 

If the item being described is an email, provide full email metadata like To, From, CC, Subject, 

Date and any other relevant details along with the message. 
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