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Setting Up and Running SonarQube for 
Efficient Source Code Project Analysis 

 
 
 
 
 

Scenario: 
As the Lead Software Engineer in a growing tech startup, you are entrusted with the responsibility of 

implementing a robust code quality management system to ensure the delivery of high-quality 
software products. With an expanding code base and development team, maintaining a standard 

code quality across projects has become critical. After evaluating various options, you've decided to 
integrate SonarQube into the development pipeline to enable continuous code inspection and 

analysis, thereby identifying and addressing potential technical debt and vulnerabilities early in the 
development lifecycle. 

 
 

Description: 
In this project, you will lead the implementation of SonarQube for efficient project analysis, enabling 

the development team to proactively identify and resolve code quality issues. Your 
responsibilities workflow during the SonarQube dashboard, integrating it seamlessly into the existing 
development workflow, and setting up customized quality gates tailored to the specific requirements 

of the projects. 
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1​ INTRODUCTION 
SonarQube, developed by Sonar Source, is an open-source platform designed to provide 

continuous inspection of code quality. It serves as a robust tool for developers to ensure 

their code adheres to best practices and industry standards, while also detecting potential 
bugs, code smells, and security vulnerabilities. With support for over 20 programming 

languages, SonarQube plays a crucial role in enhancing the overall quality, reliability, and 

security of software projects. 

 

Key Features 
●​ Static Code Analysis: SonarQube employs static code analysis techniques to analyze 

source code without executing it. By scanning the codebase, it identifies various issues 

such as complex code structures, potential bugs, and coding rule violations. 

●​ Code Smell Detection: The platform is equipped with a set of predefined rules that 

identify code smells, which refer to any implementation that could be improved. This 

feature helps developers enhance the maintainability and readability of their code. 

●​ Security Vulnerability Detection: SonarQube's security analysis capabilities enable 

the identification of potential security vulnerabilities, including common weaknesses and 

flaws that could be exploited by malicious actors. By highlighting these vulnerabilities, 

SonarQube aids in the development of more secure and robust software. 

●​ Customizable Quality Profiles: Users can customize quality profiles based on their 

specific project requirements. This feature allows teams to define and enforce coding 

standards, ensuring consistent code quality across the entire development process. 

●​ Integration with DevOps Pipelines: SonarQube seamlessly integrates with DevOps 

pipelines, enabling developers to incorporate code quality checks within their 

continuous integration and continuous delivery (CI/CD) processes. This integration 

facilitates the early detection of issues, reducing the overall time and effort required for 

quality assurance. 
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●​ Comprehensive Reporting: The platform provides detailed and comprehensive 

reports, including dashboards and visualizations, to help teams monitor code quality 

metrics over time. These reports offer insights into the evolution of code quality, thereby 

assisting in making informed decisions and prioritizing necessary improvements. 

 

Benefits 
●​ Improved Code Maintainability: By identifying and addressing code smells and 

technical debt, SonarQube aids in improving the overall maintainability of the 

codebase, making it easier for developers to understand, modify, and extend the 

software. 

●​ Enhanced Security: With its robust security analysis capabilities, SonarQube helps in 

identifying and addressing potential security vulnerabilities early in the development 

lifecycle, reducing the risk of security breaches and data leaks. 

●​ Consistent Coding Standards: By enforcing predefined coding rules and 

customizable quality profiles, SonarQube ensures that all code written by the 

development team adheres to the same set of standards, fostering consistency and 

uniformity across the project. 

●​ Efficient Collaboration: The platform encourages collaboration among team 

members by providing a shared understanding of the codebase's quality and security 

status. This shared visibility helps in fostering effective communication and 

collaboration among developers, testers, and other stakeholders. 
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This guide Covers: 

�​ Install and setup Sonarqube Dashboard 

�​ Create a sample project in SonarQube Dashboard 

�​ Install Sonarqube Scanner & Run a Sonarqube Scan 
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2​ DOCUMENTATION 

2.1​ SonarQube Documentation 
1.​ Install & Setup Sonarqube 

https://docs.sonarsource.com/sonarqube/latest/try-out-sonarqube/ 

2.​ Sonar Scanner 

https://docs.sonarsource.com/sonarqube/latest/analyzing-source-code/scanners/sonarscann

er/ 

3.​ Docker Compose 

https://docs.docker.com/compose/ 

2.2​ Linux Commands and VIM Commands 
Note: If you are new to Linux and want to learn the basics of Linux, there is a basic Linux 

course available in the "Course" section, under the bonus section. If you are unable to 

navigate to it, please reach out to our WhatsApp Group or drop us an email at 

support@k21academy.com. 
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3​ PRE-REQUISITES 
1.​ Create a Cloud Account: 

⇨​ On Azure: 

o​ Follow the steps in the Activity Guide titled 

Register_For_Azure_Cloud_Account_Accessing_Console_ed** 

⇨​ On AWS: 

o​ Follow the steps in the Activity Guide titled 

Register_For_AWS_Free_Trail_Account_ed** 
2.​ Create & Connect to an Ubuntu Virtual Machine: 

●​ Use your Azure or AWS account to create an Ubuntu virtual machine. 

●​ Make sure the virtual machine has size 2 vCPUs and 8 GiB of memory. 
●​ Make sure you open all ports in Ubuntu Virtual Machine. 

⇨​ On Azure: 

o​ Follow the steps in the Activity Guide titled ​

Create & Connect to Ubuntu Machine on Azure Cloud_ed** 

⇨​ On AWS: 

o​ Follow the steps in the Activity Guide titled ​

Create & Connect to Ubuntu Ec2 Instance on AWS Cloud_ed** 
3.​ Install Docker: 

●​ Once connected to the Ubuntu virtual machine, install Docker. 

o​ Follow the steps in the Activity Guide titled ​

Install & Configure Docker on Ubuntu_ed** 

$ docker --version 

$ docker-compose --version 
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4​ INSTALL AND SETUP SONARQUBE DASHBOARD 
The SonarQube dashboard offers a centralized view of code quality, enabling real-time 

monitoring and customizable metrics. It aids historical analysis, facilitating data-driven 

decision-making, and fosters team collaboration for effective quality management. 

1.​ Login to an Ubuntu machine as the root user 

$ sudo -i 

 

 

2.​ To begin the activity guide, you'll need to clone the Git repository. 

$ git clone https://github.com/k21academyuk/sonarqube.git 

 

 

3.​ We are using containerized Docker images to install SonarQube and a PostgreSQL database 

using Docker Compose. 

4.​ Switch to the sonarqube directory and list the files. Among the files, you will find 

docker-compose.yml. Open and view the contents of this file. 

$ cd sonarqube​

$ ls​

$ cat docker-compose.yml 
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In this docker-compose.yml file, we are creating two containers: one for SonarQube and 

another for the SonarQube database. We are using PostgreSQL as the database because 

SonarQube requires a database to store and manage analysis data and configuration settings. 

 

5.​ Start the services defined in the docker-compose.yml file. 

$ docker-compose up -d  
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6.​ List the running containers. 

$ docker ps 

 

⇨​ Two containers are created: sonarqube and sonarqube-database. 

 

7.​ Copy the public IP address of the machine and paste it into the webpage along with port 9000. 

Syntax: <publicip>:9000 

Example: 20.161.42.143:9000 
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8.​ To log in to SonarQube, use the default username and password, which are both admin. 

 

 

9.​ Update the password (Old password is admin). 

 

 

4.1​ Create a sample project in SonarQube 
Dashboard 

1.​ Navigate to Project section and create project manually. 
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2.​ Enter Project display name and project key then click on Next. 

 

 Copyright© K21Academy | All Rights Reserved  
Sharing, Reselling, or duplication of this content is strictly prohibited without K21Academy's written permission. 



K21
 A

ca
de

m
y

 
 

3.​ Select use the global setting option and click on Create Project. 

 

 

4.​ Now the project is created, the next step is to analyse the project source code. 

5.​ In the analysis method section click on Locally option 
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6.​ Generate a project token with a unique name. 

7.​ SonarQube tokens are like special keys that allow other programs or tools to 
securely connect and use SonarQube's features. Creating these tokens is like giving 

permission in a controlled way, ensuring that only the right programs or tools are 

allowed to interact with SonarQube. It's a way to keep everything safe and only let 

trusted things communicate with SonarQube. 
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8.​ Click on continue. 

 

9.​ Here, our project is based on PHP and using the Linux operating system, so please select 

the appropriate option. 
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In the image above, we got the Sonar-scanner command to scan our source code. To use 

it, we must install the SonarQube Scanner in the command line interface (CLI) since it's 

not currently installed on our system, causing an error when we try to run the command in 

the directory with our source code. 
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5​ INSTALL SONARQUBE SCANNER & RUN A SONARQUBE SCAN 
Installing SonarQube Scanner is crucial for performing static code analysis. After configuring 

the scanner, running a sonar scan helps identify bugs, code smells, and security issues. 

Analysing the results from the SonarQube dashboard allows developers to enhance code 

quality and ensure a robust development process. 

1.​ Switch to scripts directory to install sonar-scanner. 

$ ls 

$ cd scripts 

$ ls 

 

 

2.​ Please check whether the script is executable. If it is not, make it an executable file. 

$ ls -l​

$ chmod 755 install_sonar_scanner.sh​

$ ls -l 

 

 

3.​ View the script. 

$ cat install_sonar_scanner.sh 
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This Bash script automates the installation of the SonarQube Scanner on a Linux system. It 

downloads the SonarQube Scanner archive, extracts it, moves it to the /var/opt directory, and 

creates an alias in the user's .bashrc file for convenient use. 
 

4.​ Here, we are using unzip to download the binaries. If unzip is not installed, please install it. 

$ apt install unzip 

 

 

5.​ Run the script to install sonarqube scanner. 

$ bash install_sonar_scanner.sh 
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6.​ Now, we need to run a scan inside our project folder. 

7.​ Switch to the php-project folder and execute the sonar-scanner command that we obtained 

from the SonarQube dashboard. 

$ cd ~/sonarqube/php-project​

$ ls 

sonar-scanner \ 

  -Dsonar.projectKey=K21-Sample-Project \ 

  -Dsonar.sources=. \ 

  -Dsonar.host.url=http://20.161.42.153:9000 \ 

  -Dsonar.token=sqp_32d065a14065aa8cd46334a1e285c0cf0ab50b8a 

In my case, the sonar-scanner command is mentioned above. Please replace it with the 

command that you obtained in Section 4.1. 
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8.​ Navigate to SonarQube Dashboard you will get the analysis of your code. 
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NOTE: The page has metrics such as Security, Reliability, Maintainability, Accepted 
Issues, Coverage, Duplications and Security Hotspots. The following table briefly 
explains each of these terms. 
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Security Potential vulnerabilities in the code that could be exploited by 

attackers. 

Reliability Bugs in the code that could cause it to behave incorrectly. 

Maintainability Code smells or structural problems that make the code harder to 

maintain and extend. 

Accepted Issues Issues identified but accepted as they are not being fixed immediately. 

Coverage The percentage of code covered by automated tests. 

Duplications The percentage of code that is duplicated, making maintenance more 

difficult and error-prone. 

Security Hotspots Areas in the code that require manual review to ensure they are not 

security vulnerabilities. 
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6​ SHARE YOUR LEARNINGS 
In this section, you are going to share whatever you learned during this lab on LinkedIn and 

WhatsApp. 

🎥 https://www.loom.com/share/d91f9abbec794f4f85e7d99bb82c2ff6 

 

 

👩‍💻 As you know, building a strong professional profile is essential in today's job market. 

One way to showcase your skills and knowledge is by sharing your labs and projects on 

LinkedIn. 

 

Your LinkedIn profile is a powerful tool in your job search. Sharing your labs and projects is 

just one way to demonstrate your expertise and stand out to potential employers. If you don't 

have LinkedIn we strongly recommend you create one for yourself. 

 

📝 🖥 By doing so, you can demonstrate to potential employers or connections that you have 

hands-on experience in your field and are actively engaged in learning and growing your 

skills. 
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6.1​ LinkedIn 
Take a screenshot and share it on your LinkedIn. So, this will attract recruiters and employers 

to your profile and increase your reach. Do remember to tag  

●​ K21Academy ( https://www.linkedin.com/company/k21academy ) &  

●​ Atul Kumar ( https://www.linkedin.com/in/atulk21academy/ ) as we will circulate in our network 

too to increase your reach. 

Here is a sample which includes steps inside a post followed by a screenshot. 
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6.2​ WhatsApp 
Share screenshot in WhatsApp group, this will tell us that you are making progress, make 

yourself accountable, and inspire others (including yourself) to work on other remaining 

hands-on labs.  

Now go and share your screenshot in WhatsApp group please.  Three lucky winner every 
quarter will get prizes worth 100 / 50 / 25 USD each 
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7​ CLEAN UP RESOURCES 
1.​ Remove Sonarqube & SonarQube database Containers. 

$ docker rm -f sonarqube sonarqube-database​

$ docker rmi -f sonarqube postgres:latest 
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8​ TROUBLESHOOTING 
 <All the errors along with their fixes are to be added here> 
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9​ SUMMARY 
In this guide we Covered: 

�​ Install and setup Sonarqube Dashboard 

�​ Create a sample project in SonarQube Dashboard 

�​ Install Sonarqube Scanner & Run a Sonarqube Scan 
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