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Setting Up and Running SonarQube for
Efficient Source Code Project Analysis

Scenario:

As the Lead Software Engineer in a growing tech startup, you are entrusted with the responsibility of
implementing a robust code quality management system to ensure the delivery of high-quality
software products. With an expanding code base and development team, maintaining a standard
code quality across projects has become critical. After evaluating various options, you've decided to
integrate SonarQube into the development pipeline to enable continuous code inspection and
analysis, thereby identifying and addressing potential technical debt and vulnerabilities early in the
development lifecycle.

Description:

In this project, you will lead the implementation of SonarQube for efficient project analysis, enabling
the development team to proactively identify and resolve code quality issues. Your
responsibilities workflow during the SonarQube dashboard, integrating it seamlessly into the existing
development workflow, and setting up customized quality gates tailored to the specific requirements
of the projects.
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INTRODUCTION

SonarQube, developed by Sonar Source, is an open-source platform designed to provide
continuous inspection of code quality. It serves as a robust tool for developers to ensure
their code adheres to best practices and industry standards, while also detecting potential
bugs, code smells, and security vulnerabilities. With support for over 20 programming
languages, SonarQube plays a crucial role in enhancing the overall quality, reliability, and

security of software projects.

sonarqQube

Key Features

e Static Code Analysis: SonarQube employs static code analysis techniques to analyze
source code without executing it. By scanning the codebase, it identifies various issues
such as complex code structures, potential bugs, and coding rule violations.

e Code Smell Detection: The platform is equipped with a set of predefined rules that
identify code smells, which refer to any implementation that could be improved. This
feature helps developers enhance the maintainability and readability of their code.

e Security Vulnerability Detection: SonarQube's security analysis capabilities enable
the identification of potential security vulnerabilities, including common weaknesses and
flaws that could be exploited by malicious actors. By highlighting these vulnerabilities,
SonarQube aids in the development of more secure and robust software.

e Customizable Quality Profiles: Users can customize quality profiles based on their
specific project requirements. This feature allows teams to define and enforce coding
standards, ensuring consistent code quality across the entire development process.

e Integration with DevOps Pipelines: SonarQube seamlessly integrates with DevOps
pipelines, enabling developers to incorporate code quality checks within their
continuous integration and continuous delivery (CI/CD) processes. This integration
facilitates the early detection of issues, reducing the overall time and effort required for
quality assurance.

Copyright© K21Academy | All Rights Reserved
Sharing, Reselling, or duplication of this content is strictly prohibited without K21Academy's written permission.



Learn Cloud from Experts
e Comprehensive Reporting: The platform provides detailed and comprehensive
reports, including dashboards and visualizations, to help teams monitor code quality
metrics over time. These reports offer insights into the evolution of code quality, thereby

assisting in making informed decisions and prioritizing necessary improvements.

) Analysis data is visualized in Dashboard
‘S\q’/} ~

% s

Machine where our source code is located

Benefits

e Improved Code Maintainability: By identifying and addressing code smells and
technical debt, SonarQube aids in improving the overall maintainability of the
codebase, making it easier for developers to understand, modify, and extend the
software.

e Enhanced Security: With its robust security analysis capabilities, SonarQube helps in
identifying and addressing potential security vulnerabilities early in the development
lifecycle, reducing the risk of security breaches and data leaks.

e Consistent Coding Standards: By enforcing predefined coding rules and
customizable quality profiles, SonarQube ensures that all code written by the
development team adheres to the same set of standards, fostering consistency and
uniformity across the project.

e Efficient Collaboration: The platform encourages collaboration among team
members by providing a shared understanding of the codebase's quality and security
status. This shared visibility helps in fostering effective communication and
collaboration among developers, testers, and other stakeholders.
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This guide Covers:

0 Install and setup Sonarqube Dashboard
0 Create a sample project in SonarQube Dashboard

0 Install Sonarqube Scanner & Run a Sonarqube Scan

Copyright© K21Academy | All Rights Reserved
Sharing, Reselling, or duplication of this content is strictly prohibited without K21Academy's written permission.



o

Learn Cloud from Experts

2 DOCUMENTATION

|
2.1 SonarQube Documentation

1. Install & Setup Sonarqube

https://docs.sonarsource.com/sonarqube/latest/try-out-sonarqube/

2. Sonar Scanner

https://docs.sonarsource.com/sonarqube/latest/analyzing-source-code/scanners/sonarscann

er/

3. Docker Compose

https://docs.docker.com/compose/
|
2.2 Linux Commands and VIM Commands

Note: If you are new to Linux and want to learn the basics of Linux, there is a basic Linux
course available in the "Course" section, under the bonus section. If you are unable to
navigate to it, please reach out to our WhatsApp Group or drop us an email at

support@k21academy.com.

Bonus 1: Linux For Beginners

Lesson 1: Register Free Azure Trial Account (18:49 min)

Lesson 2: Create and Configure Ubuntu Machine on Azure Cloud (19:27 min)
Lesson 3: Connect Azure Ubuntu Machine From MAC (03:54 min)

Lesson 4: Linux Distribution, Connectivity, MAN Page (11:05 min)

Lesson 5: Common Linux Commands (13:45 min)

Lesson 6: Vi Editor, Permission, Copy File (18:49 min)

Lesson 7: Create AWS Free Trial Account (06:51 min)
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3 PRE-REQUISITES
1. Create a Cloud Account:
= On Azure:
o Follow the steps in the Activity Guide titled
Register_For_Azure_Cloud_Account_Accessing_Console_ed**
> On AWS:
o Follow the steps in the Activity Guide titled
Register_For_AWS_Free_Trail_Account_ed**
2. Create & Connect to an Ubuntu Virtual Machine:
e Use your Azure or AWS account to create an Ubuntu virtual machine.
e Make sure the virtual machine has size 2 vCPUs and 8 GiB of memory.
e Make sure you open all ports in Ubuntu Virtual Machine.
= On Azure:
o Follow the steps in the Activity Guide titled
Create & Connect to Ubuntu Machine on Azure Cloud_ed**
= On AWS:
o Follow the steps in the Activity Guide titled
Create & Connect to Ubuntu Ec2 Instance on AWS Cloud_ed**
3. Install Docker:
e Once connected to the Ubuntu virtual machine, install Docker.
o Follow the steps in the Activity Guide titled

Install & Configure Docker on Ubuntu_ed**

$ docker --version

$ docker-compose --version
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INSTALL AND SETUP SONARQUBE DASHBOARD

The SonarQube dashboard offers a centralized view of code quality, enabling real-time
monitoring and customizable metrics. It aids historical analysis, facilitating data-driven
decision-making, and fosters team collaboration for effective quality management.

1. Login to an Ubuntu machine as the root user

' $ sudo -i

2. To begin the activity guide, you'll need to clone the Git repository.

$ git clone https://github.com/k21academyuk/sonarqube.git

onarqube.qgi

3. We are using containerized Docker images to install SonarQube and a PostgreSQL database
using Docker Compose.
4. Switch to the sonarqube directory and list the files. Among the files, you will find

docker-compose.yml. Open and view the contents of this file.

$ cd sonarqube
$ls

$ cat docker-compose.yml
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In this docker-compose.yml file, we are creating two containers: one for SonarQube and
another for the SonarQube database. We are using PostgreSQL as the database because

SonarQube requires a database to store and manage analysis data and configuration settings.

5. Start the services defined in the docker-compose.yml file.

$ docker-compose up -d
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6. List the running containers.
| $ docker ps |

ut a minute ago U out a minute

out a minute ago U 1t a minute

= Two containers are created: sonarqube and sonarqube-database.

7. Copy the public IP address of the machine and paste it into the webpage along with port 9000.
Syntax: <publicip>:9000
Example: 20.161.42.143:9000
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8. Tolog in to SonarQube, use the default username and password, which are both admin.

= C' A Notsecure | 20.161.42.153

Log in to SonarQube

admin

Cancel

9. Update the password (Old password is admin).

Update your password

This account should not use the default password.

Enter a new password
All fields marked with * are required

Old Password *

New Password *

Confirm Password *

4.1 Create a sample project in SonarQube
Dashboard

1. Navigate to Project section and create project manually.
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sonarqube\\\ Issues Rules Quality Profiles Quality Gates Administration More Q

How do you want to create your project?

Do you want to benefit from all of SonarQube's features (like repository import and Pull Request decoration)?
Create your project from your favorite DevOps platform.

First, you need to set up a DevOps platform configuration.

) Import from Azure DevOps Setup Import from Bitbucket Cloud Setup

) Import from GitHub Setup & Import from GitLab Setup

Are you just testing or have an advanced use-case? Create a project manually.

Create project manually

2. Enter Project display name and project key then click on Next.

Create a project

Project display name *

K21-Sample-Project (V]

p A

Up to 255 characters. Some scanners might override the value you provide.

Project key *

K21-Sample-Project o

The project key is a unique identifier for your project. It may contain up to 400
characters. Allowed characters are alphanumeric, '-' (dash), '_' (underscore), '' (period)
and "' (colon), with at least one non-digit.

Main branch name *
main

The name of your project's default branch Learn More [4
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3. Select use the global setting option and click on Create Project.

Set up project for Clean as You Code

The new code definition sets which part of your code will be considered new code. This helps yc
follow the Clean as You Code methodology. Learn more: Defining New Code [

Choose the baseline for new code for this project

(o) Use the global setting

Previous version
Any code that has changed since the previous version is considered new code.

Recommended for projects following regular versions or releases.

4. Now the project is created, the next step is to analyse the project source code.

5. In the analysis method section click on Locally option

Copyright© K21Academy | All Rights Reserved
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Y K21-Sample-Project I main ?

Overview

| Analysis Method |

Use this page to manage and sef-up the way your analyses are performed.

How do you want/to analyze your repository?

& With Jenkins ) With GitHub Actions

& With GitLAb CI o With Azure Pipelines

Locally

Use this for testing or advanced use-case. Other modes are
recommended to help you set up your Cl environment.

Conbnddad databana abeaolsd ke simed fae avaliintine miaemanan ~sbe

6. Generate a project token with a unique name.

7. SonarQube tokens are like special keys that allow other programs or tools to
securely connect and use SonarQube's features. Creating these tokens is like giving
permission in a controlled way, ensuring that only the right programs or tools are
allowed to interact with SonarQube. It's a way to keep everything safe and only let

trusted things communicate with SonarQube.
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Yr K21-Sample-Project §{ main ?

Qverview

We initialized your project on SonarQube, now it's up to you to launch analyses!

1 Provide a token

(®) Generate a project token

Token name 2 Expires in

Analyze "K21-Sample-Project” 30 days v Generate

Please note that this token will only allow you to analyze the current project. If you want
©®  touse the same token to analyze multiple projects, you need to generate a global token
in your user account. See the documentation 4 for more information.

(O Use existing token

The token is used to identify you when an analysis is performed. If it has been compromised, you
can revoke it at any point in time in your user account.

8. Click on continue.

Analyze your project

We initialized your project on SonarQube, now it's up to you to launch analyses!

1 Provide a token

lAnalyze "K21-Sample-Project: sqp_32d065a14065aa8cd46334ale285c0cf0ab50b8a

The token is used to identify you when an analysis is performed. If it has been compromised, you
can revoke it at any point in time in your user account.

9. Here, our project is based on PHP and using the Linux operating system, so please select

the appropriate option.
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1 Provide a token ® Analyze "K21-Sample-Project”: sqp_32d065a14065aa8cd46334ale285c0cf0ab50b8a

2 Run analysis on your project

What option best describes your build?

Maven  Gradle ~ .NET | Other (forJS, TS, Go, Python, PHP, ...)

What is your 0S?

Windows macOS

Download and unzip the Scanner for Linux

Visit the official documentation of the Scanner [4 to download the latest version, and add the bin directory to the PATH environment variable

Execute the Scanner

Running a SonarQube analysis is straighforward. You just need to execute the following commands in your project's folder.

sonar-scanner \
-Dsonar. projectKey-k21-Sample-Project \ (& Copy
~Dsonar. sounces=. \
-Dsonar.host.url-http://20.161.42.153:9000 \
~Dsonar. token=sqp_32d065a14@65aa8cda6334a1e285¢0c F@abSebsa

In the image above, we got the Sonar-scanner command to scan our source code. To use
it, we must install the SonarQube Scanner in the command line interface (CLI) since it's
not currently installed on our system, causing an error when we try to run the command in

the directory with our source code.
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INsTALL SONARQUBE SCANNER & RUN A SONARQUBE ScAN

Installing SonarQube Scanner is crucial for performing static code analysis. After configuring
the scanner, running a sonar scan helps identify bugs, code smells, and security issues.
Analysing the results from the SonarQube dashboard allows developers to enhance code
quality and ensure a robust development process.

1. Switch to scripts directory to install sonar-scanner.

$ls
$ cd scripts
$ls

2. Please check whether the script is executable. If it is not, make it an executable file.

$ls-l
$ chmod 755 install_sonar_scanner.sh

$ls -l

3. View the script.

$ cat install_sonar_scanner.sh

Copyright© K21Academy | All Rights Reserved
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nar—-scanner-c

This Bash script automates the installation of the SonarQube Scanner on a Linux system. It
downloads the SonarQube Scanner archive, extracts it, moves it to the /var/opt directory, and

creates an alias in the user's .bashrc file for convenient use.

4. Here, we are using unzip to download the binaries. If unzip is not installed, please install it.

$ apt install unzip

5. Run the script to install sonarqube scanner.

$ bash install_sonar_scanner.sh

Copyright© K21Academy | All Rights Reserved
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6. Now, we need to run a scan inside our project folder.
7. Switch to the php-project folder and execute the sonar-scanner command that we obtained

from the SonarQube dashboard.

$ cd ~/sonarqube/php-project
$ls

sonar-scanner \

-Dsonar.projectKey=K21-Sample-Project \

-Dsonar.sources=. \
-Dsonar.host.url=http://20.161.42.153:9000 \
-Dsonar.token=sqp_32d065a14065aa8cd46334a1e285c0cf0ab50b8a

In my case, the sonar-scanner command is mentioned above. Please replace it with the

command that you obtained in Section 4.1.

sonarqube Projects Issues Rules Quality Profiles Q 2B root@docker: ~/sonarqube/php-project — O X (2]

¥ K21-Sample-Project 1 main ?
:ct Informatic
2 Run analysis on your project

What option best describes your build?

Maven Gradle NET Other (for JS, TS, Go, Python, PHP, ...)
index.php

What is your OS?

Linux Windows mac0S

Download and unzip the Scanner for Linux

cer:~/so
sonar.projectKey=
—-Dsonar.sources=. \

Visit the official documentation of the Scanner to download the latest vel

Execute the Scanner

Running a SenarQube analysis is straighforward. You just need to execute thg

sonar-scanner \
-Dsonar.projectKey=K21-Sample-Project \ @ Copy
-Dsonar.sources=. \
-Dsonar.host.url=http://20.84.125.178:9080 \
-Dsonar. token=sqp_bc21d4a81fdeelf9674b898a65bebelfdf8a6710

Please visit the official documentation of the Scanner [ for more details.
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8. Navigate to SonarQube Dashboard you will get the analysis of your code.

sonarqube Projects Issues Rules Quality Profiles Quality Gates Administration More Q o
¥ K21-Sample-Project i main v 2
Overview Issues Security Hotspots Measures Code Activity Project Settings v Project Inforn

New Code Overall Code

v Passed
Security Reliability Maintainability
— -. 1 Open issues E 100 Open issues E 216 Open issues A
—
1H oM oL 37H 45 M 18L 49 H 99 M 68 L
Accepted issues Coverage
0 ® 0.0% O
Enjoy your sparkling clean code! alid issues that were not fixe On 313 lines to cover.
Duplications Security Hotspots
0.1% o 4 =
On 32K lines
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NOTE: The page has metrics such as Security, Reliability, Maintainability, Accepted

Issues, Coverage, Duplications and Security Hotspots. The following table briefly

explains each of these terms.

Security Potential vulnerabilities in the code that could be exploited by
attackers.
Reliability Bugs in the code that could cause it to behave incorrectly.

Maintainability

Code smells or structural problems that make the code harder to

maintain and extend.

Accepted Issues

Issues identified but accepted as they are not being fixed immediately.

Coverage

The percentage of code covered by automated tests.

Duplications

The percentage of code that is duplicated, making maintenance more

difficult and error-prone.

Security Hotspots

Areas in the code that require manual review to ensure they are not

security vulnerabilities.
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SHARE YOUR LEARNINGS

In this section, you are going to share whatever you learned during this lab on LinkedIn and

WhatsApp.
2 https://www.loom.com/share/d91f9abbec794f4f85e7d99bb82c2ff6
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™ = As you know, building a strong professional profile is essential in today's job market.

Share Notes on LinkedIn: What, Why & Tips

Make nales and share on Linksdin (if wanis 1o enhance reach tag k21academy &

o
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One way to showcase your skills and knowledge is by sharing your labs and projects on

LinkedIn.

Your LinkedIn profile is a powerful tool in your job search. Sharing your labs and projects is

just one way to demonstrate your expertise and stand out to potential employers. If you don't

have LinkedIn we strongly recommend you create one for yourself.

~ M By doing so, you can demonstrate to potential employers or connections that you have

hands-on experience in your field and are actively engaged in learning and growing your

skills.
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|
6.1 Linkedln

Take a screenshot and share it on your LinkedIn. So, this will attract recruiters and employers
to your profile and increase your reach. Do remember to tag
o K21Academy ( https://www.linkedin.com/company/k2 1academy ) &

o Atul Kumar ( https://www.linkedin.com/in/atulk2 1academy/ ) as we will circulate in our network

too to increase your reach.
Here is a sample which includes steps inside a post followed by a screenshot.
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I Adelakun Joshua « 3rd+ + Follow =--
1d » Edited = @
AWS CLOUDWATCH BILLING ALARM

Problem:

Today, one of my clients reached out to me. They have AWS billing challenges. They
just got an email alert from AWS stating that, they have to pay certain amount of
bills. When they evaluated their end of the month service bills, they discovered that

they are billed for a lot of services that they are actually not using on a day-to-day
basis. But unfortunately, they didnt properly monitor and manage their aws
resources, which incur charges.

My recommendation:
| recommended AWS Cloudwatch alarm to my client. And i configure the
cloudwatch alarm for them.

AWS Cloudwatch:

Amazon CloudWatch is a monitoring and management service that provides data
and actionable insights for AWS, on-premises, hybrid, and other cloud applications
and infrastructure resources.

How | Set the Cloudwatch Billing Alarm Up:

1. | Opened the CloudWatch console at https://Inkd.in/gugvStEE Q

2. In the navigation pane, | choose Alarms, and then choose All alarms.

| Choosed Create alarm.

3. Then, | Selected ‘'metric’. In Browse, | choose 'Billing’, and then ‘Total Estimated
Charge".

4. | Selected the box for the 'EstimatedCharges metric’, and then | choose "Select
metric’.

5. For "Statistic’, | choose Maximum.

6. For 'Period’, | choose 6 hours.

7.For ‘'Threshold type’, | choose Static.

8. For "Whenever EstimatedCharges is' . . .| selected Greater.

For 'than'. .., | defined the value that i want to cause the alarm to trigger. For

mramamm L AN IO
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SMS topic included the email address by which my client will recieve email when
the billing amount crosses the billing threshold specified.
MNote:
You can select an existing Amazon SNS topic, create a 'new Amazon SNS topic’, or
use a topic ARN to notify other account. If you want your alarm to send multiple
notifications for the same alarm state or for different alarm states, choose "Add
notification".
11. | choosed Next.
12. Under Name and description, | entered a name for the alarm. (Optional) Enter a
description of the alarm.
13. Then | Choosed 'Next'.
14. Under 'Preview and create’, after confirming that the configuration is correct,
and then i choosed 'Create alarm'.

Conclusion: Organization that properly set up a cloudwatch billing alarm, will be
able to properly monitor their aws resources usage. The metrics provided by the
cloudwatch alarm through the dashboard will also help the organization to
effectively control their spending.

#aws

#awscloud

#JTechconsult

#K21Academy: Learn Cloud From Experts
#AtulKumar

#SumtiMehta

Cloudwatch billing alarm architectural diagram:

"

Amazon Cloudwatch Amazon SNS Email
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6.2

Message

WhatsApp

Share screenshot in WhatsApp group, this will tell us that you are making progress, make

hands-on labs.

2305 [2]_AWSSAA_CO03_Disc...

Lesson 5: IAM Power User completed

6:54 PM

~ Do

successfully created an AWS KMS key
8:00 PM

~ Do

successfully assign KMS key to S3
console 8:07 PM

~ Da

v Storage (volumes) we s e

3000

elete on termination et Encrypted iste XS key ot

%eao

yourself accountable, and inspire others (including yourself) to work on other remaining

Now go and share your screenshot in WhatsApp group please. Three lucky winner every
quarter will get prizes worth 100/ 50/ 25 USD each

2302_AWS DevOps_Training

Regards
Team K21 11:55 PM

March 17,2023

~ Ham

© This message was deleted ;s s\

~ Ham

~ Ham

Created and Succeeded pipeline

through Elastic Beanstalk 629 AM
~ Ham:
M Created and Succeeded pipeline
through Elastic Beanstalk
With Build Stage 629 AM | X
Message » 0 O o
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CLEAN UP RESOURCES

Remove Sonarqube & SonarQube database Containers.

$ docker rm -f sonarqube sonarqube-database

$ docker rmi -f sonarqube postgres:latest
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8 TROUBLESHOOTING

<All the errors along with their fixes are to be added here>
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9 SuMMARY

In this guide we Covered:

0 Install and setup Sonarqube Dashboard

0 Create a sample project in SonarQube Dashboard

0 Install Sonarqube Scanner & Run a Sonarqube Scan
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