Fusio Training Notes

Open Source PHP-Based APl Management Platform

Prepared by Taming Tech Sdn Bhd

About Fusio

Fusio is an open source APl management platform which helps to build and
manage REST APIs. Fusio provides all the tools to quickly build an API from
different data sources yet it is possible to create complete customized responses.

Fusio is being developed by Christoph Kappestein. More information about Fusio is
available at https://www.fusio-project.or

You are allowed to distribute this document freely

This document was prepared by Taming Tech Sdn Bhd. for its training clients and
its participants. You are free to use and distribute this document as you please.

If your organisation needs IT training conducted for your employees, especially in
the area of programming skills, software and tools, please do not hesitate to get in
touch with Taming Tech Sdn Bhd.

Taming Tech Sdn Bhd
239A Jalan Bandar 13
Taman Melawati
53100 Kuala Lumpur

iszuddin@tamingtech.my
011-5878 9190

https://[tamingtech.my



https://www.fusio-project.org/about
https://tamingtech.my

Fusio Training Notes & TAMING
\WTECH

Property of Taming Tech Sdn. Bhd.

Open Source PHP-Based APl Management Platform 0
Introduction 3
How to Install Fusio on Laragon 4

Disabling Auto Virtual Host 4

Modifying Windows hosts file 6

Creating a Virtual Host 10

Downloading Fusio 13

Create a New Empty Database for Fusio 14

Edit Fusio’s .env File 15

Run Fusio Installation Command 16

Creating an Administrator User 19

Installing Sample To-Do API 21

Summary 25
Fusio Sample To-Do API 26

Routes 26

Let’'s Try Out the API 27

Actions 28

PHP Class Name file (for your Action) 32

Summary 33

Exercise 34
Creating Your First API on Fusio 35

Creating your Database 35

Creating a Database Connection 39

Creating the PHP Class 41

Creating Action 43

Create Route 44

Testing Your API 47

Summary 47
API & Working with Data 48

Create PHP Class 48

Create Action 50

Create Route 51

Testing the API 54

Summary 57
Users, Scope & Private API 59

Making API Private 59

Create Scope 60

Create User 61



Fusio Training Notes & TAMING
\WTECH

Property of Taming Tech Sdn. Bhd.

Accessing a Private API without Credentials 64
How to Access Private API 65
Summary 67
Working with Schema 69
To-Do Schema 69
Testing the Schema 71
Creating Teacher Schema 72
Summary 75
Building API with the SQL-Table 76
Create an Action with SQL-Table Class 76
Create 5 Routes for CRUD Operations 77
Testing Your API 78
Summary 81



Fusio Training Notes & TAMING
\WTECH

Property of Taming Tech Sdn. Bhd.

Introduction

This document was created as a set of tutorials for exercise to be carried out in an in-class
training environment. The tutorials in each part helps participants experience and
understand the concept in building a REST API with Fusio.

Because of this, the tutorial are not in-depth and does not explain every aspect of Fusio.
This also means that you are not supposed to use this document as a reference manual.

Other reading sources that can help you with your Fusio learning is listed below:

Fusio Manual
https://docs.fusio-project.org/

PHP API Reference
https://docs.fusio-project.org/docs/concepts/php_api/

Github
https://github.com/apioo/fusio

Doctrine DBAL
https://www.doctrine-project.org/projects/doctrine-dbal/en/current/index.html


https://docs.fusio-project.org/
https://docs.fusio-project.org/docs/concepts/php_api/
https://github.com/apioo/fusio
https://www.doctrine-project.org/projects/doctrine-dbal/en/current/index.html
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How to Install Fusio on Laragon

This tutorial will walk you through installing Fusio on your Laragon. It will assume that you
already have Laragon installed on your computer.

Disabling Auto Virtual Host

When installing a new project, it is better to have a unique URL for it. Laragon has a feature
where it can automatically create a new virtual host when you create a new Project. But |
prefer to handle my virtual hosts manually.

To do that, bring up your Laragon Control Panel. If you have not launched your Laragon,
please do so. Then you should be able to launch the Control Panel from the right side of
your taskbar.

N )

Click on the Laragon icon, to launch the Control Panel.

First click on Start All button to launch all services. Then make a right click anywhere on its
surface. It should bring up the menu.
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1’ Laragon Full 3.2.3 180227 php-7.2.2-Win32-VC15-x64 192,168.0.188 [T5]

Reload

Apache hitpd-2.4 27-winG4-YC14 starned
MySQL mysql-5.7.19-winx64 started

Laragon
WWW
Redis ret Ngrok
Quick create ¥
Tools 4
| Apache » ‘
v MysQL b 2N
MNode,s L
PHP L4 ‘
«"  Redis 4
I_J stop ") O Stop abase B Terminal Root

Preferences...

Exit

Now click on Preferences. Here you will see the main settings for your Laragon. Make sure
that “Auto virtual hosts” is unchecked.
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’ Preferences
General Services & Ports Mail Catcher Mail Sender
[JRun Laragon when Windows starts
[TRun minimized

[]start All automatically

Language:

English

Document Root:

‘D:\Iaragonwmnr.r

Data Dir:

‘D:'\Iaragon\data

| [ Auto virtual hosts I

Modifying Windows hosts file

When doing development on a local machine, we want the address of our project to mimic
the real world address as much as possible but will still be able to know that this is a
development or test platform.

We will later access our Fusio project from “api.mylocal.test”.

To make this address accessible, we need to modify the hosts file on Windows. The hosts
file acts like a local DNS system where you can tell Windows specific URL and their IP
address. To be able to edit this file, you need to launch your text editor with Administrator
mode.

From the Search panel on the Windows button, search for Notepad. Then right click on the
icon and click “Run as Administrator”.
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[ s Filters .~

Best match

Apps 19
ail
| Notepad ific

Fun as administrator
Cpen file location =

Pin to Start

Lo
. MotepadZe il
n =

_[::]

Search the web Pin to taskbar

Click Yes when prompted for confirmation.

Now click on File > Open and browse to C:\Windows\System32\drivers\etc. Make sure you
have “All Files (*.*)” selected if you don’t see the hosts file. Select the hosts file to edit it.
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Encoding: | ANSI

Edit your hosts file by adding a new line at the end with the following text.

127.0.0.1 api.mylocal. test

That means, you are adding 127.0.0.1 (your local machine IP address) and giving it a name

address, which is api.mylocal.test. Now click File > Save.
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N:I hosts - Motepad
File Edit Format View Help

This is a sample HOSTS file wsed by Microsoft TCP/IP for Windows.

This file contains the mappings of IP addresses to host names. Each
entry should be kept on an indiwvidual line. The IP address should

be placed in the first column followed by the corresponding host name.
The IP address and the host name should be separated by at least one
space.

Additionally, comments (such as these) may be inserted on individual
lines or following the machine name denoted by a '#' symbol.

For example:

182.54.,94.97 rhino.acme. com # source server
38.25.63.18 X.acme,com # x client host

#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#

localhost name resolution is handled within DNS itself.
127.8.8.1 localhost
- localhost

api.mylocal. test

By now, if you type this address, http://api.mylocal.test, into your browser, you should be
able to get Laragon’s default website. Be sure that you have clicked on Start All on Laragon
and launched your web server.
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[ Laragen b4 +
< C { @ apimylocaltest E ’B - B E A 2

Laragon

Apache/2.4.27 (Wing4) OpenSSL/1.0.21 PHP/7.2.2
PHP version: 7.2.2 info
Document Root: D:/laragon/www

Getting Started

Now we are going to create a virtual host and its own directory folder so we can later install
Fusio in it.

Creating a Virtual Host

From Laragon Control Panel, do a right-click to bring up the menu and browse for
Apache > sites enabled > dir: sites enabled
This will launch a folder that contains configurations for virtual hosts.

Copy and paste 00-default.conf file. That should make a copy of the file with the name
00-default - Copy.conf. Rename this file to api.mylocal.test.conf.

10
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FH select all

Select none
£ DDImrert selection
Select

i <« etc » apache? » sites-enabled v Search sites-enabled

e

[0 Mame Date medified Type

| ij00- default - Copylasyi = e -

| ] 00-default.conf Rename file to api.mylocal.test.conf

10 itemns 1 item selected 1.03 KB

Size

Now we will edit this file. Use whatever text editor that you are comfortable with to edit this.
Laragon comes with Notepad++. You should be able to right-click on the file and select Edit

with Notepad++.

Replace the whole content with the following.

<VirtualHost *:80>
DocumentRoot "C:/laragon/www/api/public/"
ServerName api.mylocal.test
ServerAlias *.api.mylocal.test
<Directory "C:/laragon/www/api/public/">
AllowOverride All
Require all granted
</Directory>
</VirtualHost>

This is assuming that you have Laragon installed on your C: drive. Make necessary

adjustments to reflect the correct Laragon installation folder.

Also, you will see that added a path of api/public at the end of the www folder. These paths

are not created yet. So we need to create them now.

- Browse over to your Laragon’s www folder and create this path.

- Create a folder api folder
- Create a public folder inside the api folder

1"
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| [ = | public — O .
File Home Share View 0
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To make sure that this new virtual host takes effect, launch the Laragon Control Panel,
right-click to bring up the menu and select Apache > Reload.

m Laragon Full 3.2.3 180227 php-7.2.2-Win32-VC15-x64 192,168.0.188 [T5]

B l=o K

4

Laragon
WA
Mgrok

Cuick create

Tools

Apache
MySQL
Mode.s
PHP

Redis

Stop

Preferences...

Exit

n64-vVic14 started
nxG4 started

3306

& web

) Stop Apache
Reload
Version [httpd-2.4.27-winb4-VC14]

httpd.conf
sites-enabled

S5L

error.log

access.log

dir: conf

dir: alias

[

Root

12
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Now when you enter the http://api.mylocal.test in your browser, you should get blank empty
page because there is no file in the folder.

(M Indexcf/ b4 +
< C {t @ WNotsecure | apimylocal.test * [E ’ﬂ ')  §

Index of /

Now we can begin installing Fusio.

Downloading Fusio

Browse to https://www.fusio-project.org/download to get the latest release of Fusio. Once
downloaded extract the ZIP file into the virtual host folder that we created in previous steps.
But please take note that we will not extract it into the public folder, but the folder above it,

api.

If requested to merge the public folder, just choose Yes.

13


https://www.fusio-project.org/download

Fusio Training Notes & TAMING
\WTECH

Property of Taming Tech Sdn. Bhd.

I [ = | api — O .
Home Share View 0
J " Move to X Delete ~ EI_';:Y |i-| B setect ai
e T Select none
Pin to Quick Copy Paste Copy to Rename Mew Froperties )
access 17 . folder - @ [ Invert selection
Clipboard Organize Mew Open Select
= v <« DATA (D] » laragon * www * api w 0 Search api D
bin cache "
pukblic FESCUrces
I tests
vendor |_'| ENY
[ ] fusio.yml [ ] CHANGELOG.md
LT composerjson |_'| composerlock
|j configuration.php |_'| container.php
| | DEVELOPMENT.md [ ] LICENSE
2] phpunitxml |_'| provider.php
| ] README.md v
19 iterns == =

Note: My Laragon is installed on the D: drive. You should extract the ZIP file into your own Laragon
installation, and to the virtual host folder that you created in the previous steps.

Create a New Empty Database for Fusio

Launch Laragon Control Panel, right-click and select MySQL > Create database. Enter
“fusio” as database name. Click OK.

14
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Apache hitpd-2.4.27-win64-VC14 started
MySQL mysql-5.7.19-winx64 started

Create database

Database Mame: 6379

|a|:ui

Cancel

4 Database & Terminal Root |
| |

You can access this database later with the default root username and empty password.

Edit Fusio’s .env File

Browse to your Fusio installation folder (C:\laragon\www\api). Find the .env file, right-click
and select Edit with Notepad++.

Edit the file to reflect your own Fusio installation. When done, click File > Save.

15
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o D:\laragonwwwhapit.env - Notepad++ — O ey
Eile Edit Search View Encoding Language Settings Tools Macro Bun Plugins Window F X
o sl @ | Mg ax| BE|HTEEERE 7
H.envﬂl

1 # Fusio

2 FUSIO PROJECT EREY="6fb3f778c32a=07cBcdb2531desZefea”

3 FUSIO URL="http://api.mylocal.test"

4 FUSIO ENV="dev" # dev or prod

5 FUSIO DB NAME="api™"

& FUSIC DB USER="root™

FUSTO DB_PW=""
FUSIO DB HOST="127.0.0.1"

oo

10 # config (resources/config.yaml)
# Login provider

PROVIDER FACEBOOK SECRET=""
PROVIDER GOOGLE SECRET=""
PROVIDEER GITHUE SECERET=""

# Register captcha
17 RECAPTCHA SECRET=""

|
1 & LN ods L B

[aa}

length: 397 lines:18 Ln:18 Col:1 Sel: 0|0 Windows (CRLF)  UTF-8 IMS

Run Fusio Installation Command

The next part will require us to type some commands in the terminal or console. To launch
the terminal, launch Laragon’s Control Panel and click on the Terminal button at the bottom.

16
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@ Laragon Full 3.2.3 180227 php-7.2.2-Win32-VC15-x64 192.168.0,188 [TS]

Apache hitpd-2. 4 27-win64-VC14 started
MySCL mysqgl-5.7.19-winx64 started

Fedis redis-x64-3.2.100 started

4 Database | Terminal I

On the terminal, use the ed command to move to the api folder under www. Then enter the
following command to install Fusio.

php bin/fusio install

When prompted, entery.

17
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BN 1. api

| Search PME-EH~-& L=

p ) install
Loading ation from the integration code of your framework (s

status IN

NOT NULL s VAR NOT NUL

-» CREATE TABLE fusio INT AUTO IMNCRE
T DEFAULT 1 NOT NULL, name VA )
L, engine VARCHA } DEFAULT NULL, fFig L

Cmder
BEE 1. api

Migration 28181117182113 was executed
ts.

migrated

migrating 2

E TABELE fusio_
IOT MNULL, class VAR , OT NULL, PR

type VA
1 JEFAULT C
cl ENGINE = InnoDB

Once completed, we can try the http://api.mylocal.test in the browser again.

18
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[ apimylocal.test b4 +

< C { @ Notsecure | apimylocal.test * [E ’ﬂ I ) 2
{

"message”: "Congratulations the installation of Fusic was successful”,
"apivVersion": "v4.1.9@8fb2e998b3bbBec4c@9b32d8%ddbc290d6T11ee4™,
"links": [

{

"rel": "about™,
"name”: “http:\/\/fusic-project.org”

This is the default API response from Fusio. You can see here that what you are getting is a
JSON response with information about the installation.

Creating an Administrator User
To be able to manage your API with Fusio, we need to create an Administrator user. Go back
to the terminal and enter the following command.

php bin/fusio adduser

- Enter 1 to create an Administrator user.

- For the sake of this tutorial, enter admin as username

- For the sake of this tutorial, enter admin@admin.com as email
- For the sake of this tutorial, enter admin1234 as password

19
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Crmder _ O %
B 1. api Search AE-L-&L=

D:\1
ph

Choose the st : 1=Administrator]: 1

Launch your browser and enter the address http://api.mylocal.test/fusio/index.htm. You
should see a login screen.

Enter admin as username and admin1234 as password, as created with the previous step.

. Fusio b4 +
<« C 1t @ Notsecure | apimylocaltest/fusio/in... vr [@ Qﬂ ')  §

Username:

Password:

20
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Installing

Sample To-Do API

To continue with the lesson, let’s install the sample To-Do API. Back at the terminal, enter

the following command.

php bin/fusio deploy
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Crmder _ O %
B 1. api Search AE-L-&=

UPDATED
CREATED

\pp_Todo_Collection
p_Todo_TInsert
) Todo Row
) Todo Delete

This will install some new Routes and API. We can verify this by clicking the Routes menu
from Fusio Administration Panel.

@ Fusio x 4

[ C {Y @ Notsecure | apimylocaltest/fusio/i.. vr [@ ’E“' B = BE A8 0 = 2
Fusio

API

i Dashboard

A Routes

« Action

E schema ftado/:todo_id
+) Connection

Consumer

B App Previous - Mext

® Scope

2 user

However, we have not completed the process yet. We still have to create the database for
the sample To-Do API. Return back to the terminal and enter the following command.

22



Fusio Training Notes & TAMING
\WTECH

Property of Taming Tech Sdn. Bhd.

php bin/fusio migration:migrate --connection=System

When prompted, entery.

Crmder - O X
B 1. api Search PME-EHE =

D: Y |
php bin/fusio m
Loading configura

23
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Cmder
B 1. api

app_todo

app_todo
0 app_todo
app_todo

0 app_todo

finished

= O X

| Search

inser

inser

inser

inser

inser

By now we should be able to try out the To-Do API. Enter http://api.mylocal.test/todo in

your browser and see the result.

[ apimylocaltest/todo X +

&« C {t @ Motsecure | api.mylocal.test/tod

"totalResults": "31",
"entry”: [

ETLMEULH
“status®: 17,
"title": "Task 1",

"insertDate™: "2019-84-14 92:34:31"

Is
{

"id": 2T,

"status": "1,

"title": "Task 2",

"insertDate": "2019-84-14 82:34:31"
Is
{

"id": "3,

"status": "1,

"title": "Task 3",

"insertDate™: "2019-@4-14 82:34:31"
I
{

"id": "4,

"status": "1,

"title": "Task 4"

s
"insertDate™: "2019-84-14 92:34:31"

% E®QI@E e = @ = §

This is the result returned by the API, which is a set of JSON data.

24
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Summary

In this tutorial, you have just completed and learned the following:

Creating a virtual host with a local domain address on Laragon
Downloaded and installed Fusio

Created an administrator user and logged into Fusio Administration Panel
Deployed the sample To-Do API

Accessed some API endpoints on Fusio

25
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Fusio Sample To-Do API

Fusio comes with a sample To-Do API to demonstrate how an API endpoint is built with
Fusio.

To proceed, we are making the assumption that you have Fusio installed properly and you
are able to login to your Fusio administration panel.

Before you checkout the API, make sure that you deployed the API using the following
command on our console.

php bin/fusio deploy
php bin/fusio migration:migrate --connection=System
The following section, we will be looking into understanding Routes

Routes

Routes determine the URL or address for your API.

If you deployed your To-Do Sample API, login to your Fusio administration panel and click on

Routes from the left menu.

— m] X
. Fusio x +
&« C {+ A Notsecure | api.mylocal.test/fusio/#!/routes o ¢ |[@ ’B o E e BE A3 0 = Q ' [+]
Fusio Routes admin L
API
L ©
i Dashboard
h
A Routes
= Action /claim/validation & o)
B schema /elaim/proposal & x
+J Connection
/student/:id 5 x
Consumer
/student 5 *

W App

@ Scope [campus/student

L user Jtodo

Y Rate

[todo/:todo_id

W Plan

Analytics

LI

26
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You should be able to see the two routes that starts with /todo. Even though you see two
routes, there are actually four APIs within these two routes. Let’s click on the “gear” £ icon
on the right to see why.

.Fu:\: X +
< C {0+ A Notsecure | apimylocal.test/fusio/#|/routes o % [E .B o E . BeE A2 O & IQ g2 0

Update

Path:

ftodo

Scopes:

m Add a scope

Assign specific scopes to this route

vl
Status:
Development

The status of the API endpoint for this version. For more information about the impact click here

GET S PUT PATCH DELETE
—

m
vrnener e request methed is allowed

« Public

Whether the endpoint can be requested without an access token

Here you will see that each route gives you the option of 5 HTTP methods to work with,
which are GET, POST, PUT, PATCH and DELETE. If you check out the tabs one by one, you
will see if they are active or not.

If you check out both routes /todo and /todo/:todo_id, you will see that you actually have four
APIs which are:

Itodo - GET

/todo - POST
/todo/:todo_id - GET
/todo/:todo_id - DELETE

hoobhd =

Let’s Try Out the API

When testing APIs, normally we use an API client software like Postman or Insomnia. This
tutorial will use Insomnia. You can download Insomnia for free from https://insomnia.rest/

27
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o Insomnia - Collection - O X
Application Edit View Window Tools Help

Insomnia - GET 'lHtSi.-"'.-"'ESi-mf-’ ocal test/todo Send I m TIME 266 ms SIZE 2.4 KB Q-
No Environment ~ Cookies GET ry Header Preview v Header @ Cookie Timeline
o 0%
POST {
- "totalResults”: "33",
& ToDo "entry”: [
T I
. _ M L
© Login “id"
DELETE "ctatus”:
Collection “3 . a_ Lf
OPTIONS title™: e
D HEHRES "insertDate": "2
. HEAD 3:36
{
o e Custom Method
"5d"
"status":
"title": e
O camMPUS "insertDate": "2
{
O 10 Admir
“id"
O Northwind "status”:
"title": "Task 1
[J CRUD Tod "insertDate™: "2¢
03 ToD b
L

Like in the image above, since we are testing the first API (GET - todo), make sure you
select the GET method and enter the URL correctly on the address area. If you are ready,
click Send. The right is the response that you get from the API. As you can see here, you
get a JSON data with a list of to-dos.

Now you know what this APl endpoint does. It returns a list of to-do items, You can try out
the other APls. However the rest of the tutorial will focus on the GET - /todo API.

Actions

We will look at the Routes from the Fusio administration panel. Click on the “gear” icon for
/todo again and look into the GET tab.

Let’s ignore the rests and look into Action for now.
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Update

Path:

ftodo

Scopes:

Add a scope

Assign specific scopes to this route

vl
Status:

Development

The status of the API endpoint for this version. For more information about the impact click here

GET POST PUT PATCH DELETE

7| Active

Whether the request method is allowed

«| Public

Whether the endpoint can be requested without an access token

Description:
Returns all todo entries
A short description of the method
Parameters:
No schema
Optional a json schema which validates URI query parameters
Request:
No schema
The allowed format for incoming requests. The passthru schema forwards all incoming data unfiltered to the action
Responses:

280 Todo-Collection
500 Message

0K Add response

The allowed format for outgoing responses. The passthru schema forwards all outgoing data unfiltered to the client

Action:

App_Todo_Collection

€ dCTIon WNICH reCeVes e request and produces a response

Costs:

The amount of points a user needs to pay to invoke this request method

Add version m Cancel

For this /todo with the GET method, it says that it is using the App_Todo_Collection.
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With Fusio, when creating an API endpoint, you need to define your Route. And in your
Route setting, you need to define your Action.

An Action is the component that will handle the API request. Let’s go into Action. Click on
Action from the left menu. Here, you should be able to find the App_Todo_Collection action,
just like you saw it from the Route settings.

= ] X
. Fusio x +
< C 1 A Notsecure | apimylocal.test/fusio/#/action o % € ’B m R e BE A B O =2 Q g o0
Fusio Action admin &
APl
+ N}

i Dashboard

N
A Routes 2ne
= Action Claim_validation F o x
E schema Claim_proposal VR - . 4
+) Connection

Student CRUD A B ®
Consumer

Campus_Student_Insert VAR - .
W App
® Scope App_Todo_Delete VR - . 4
2 User App_Todo_Row VR - . 4
Y Rate
v App_Todo_Insert v o x
™ Plan

App_Todo_Collection v o x
Analytics
. ¥ Welcome i x -

Click on the “gear” icon for this action. You will be able to see the following settings dialog
box.

Update

Name:

App_Todo_Collection
Name of the action must match the following regexp [A-z@-9\-\_]{3,64}
Class:

App\Todo\Collection

Action class which gets executed

When creating an Action, there are eight ways you can go about doing it (Class). They are:

1. File Processor (for sending content of static file)
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HTTP Processor (fetching and passing content from an external URL)
PHP Processor (running a PHP script)

PHP Sandbox (Fusio has a built in editor for PHP scripting)

SQL Table (Fusio built-in feature for easy CRUD operations on a table)
Util Static Response (where you can enter a static JSON response)
V8 Processor (running a Javascript)

PHP Class Name

®NOoOOhAWDN

The To-Do sample API uses the PHP Class Name method for creating the handler for the
Action. You can see that the class defined here is App\Todo\Collection.

When creating a PHP Class for your Action, it stored in your Fusio installation folder under
the /src folder.

It is common practice to create a specific folder to group your API Action Classes. In the
case of the To-Do Sample API, all the classes are in the /src/Todo folder. Here you will find
the Collection.php file.

I+ = | Todo — O *
File Home Share View 9
[I T B8| Extra large icons &= Large icons I (A EI

eg Medium icons [ Small icons -
Mavigation R L. - - _  Current Show/ Options
pane = = T H List == Details - wiene | fee -
Panes Layout
&« w <« www » api » src » Todo v Q) Search Todo y+
] Mame Date modified Type Size

| ] Collection.php 09-Jan-1910:38 AM  PHP File 2KB

| | Delete.php 09-Jan-191 PHP File TEKE

| | Insert.php 09-Jan-19 10:38 PHP File 2KB

| | Row.php 09-Jan-19 1:38 AM  PHP File 2 KB

4 itermns E =

Let’s open the Collection.php file and see the content.
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PHP Class Name file (for your Action)

Below is the content of Collection.php

<?php
namespace App\Todo;

use Fusio\Engine\ActionAbstract;

use Fusio\Engine\ContextInterface;
use Fusio\Engine\ParametersInterface;
use Fusio\Engine\RequestInterface;

class Collection extends ActionAbstract
{
public function handle (RequestInterface $request,
ParametersInterface $configuration, ContextInterface $context)
{
/** @var \Doctrine\DBAL\Connection S$connection */
Sconnection = $this->connector->getConnection('System') ;

$sqgql = 'SELECT id,
status,
title,
insert date AS insertDate
FROM app todo
WHERE status =1
ORDER BY insert date DESC';

$sql =
Sconnection->getDatabasePlatform () ->modifyLimitQuery ($sql, 16) ;

$Scount = Sconnection->fetchColumn ('SELECT COUNT (*) FROM
app_todo') ;
Sentries = $connection->fetchall ($sql) ;

return $this->response->build (200, []1, [
'totalResults' => $count,
'entry' => $entries,

1);

What is important to note here:

- namespace App\Todo;
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When creating your own API later, you need to give it a namespace. Also make sure
that you create a folder with the same name.

- /** @var \Doctrine\DBAL\Connection S$connection */
$connection = $this->connector->getConnection('System');

First, take note that Fusio provides you with the Doctrine DBAL library for database
operations. More information about Doctrine DBAL is available at
https://www.doctrine-project.org/projects/doctrine-dbal/en/2.9/index.html

Second, this script is using the System database connection. This is the database
connection as defined in your .env file. When creating your own API, you can add
more database connection from Fusio administration panel, and give it a unique
name. You can later use them in your PHP Name Class.

- class Collection extends ActionAbstract
{
public function handle (RequestInterface $request,
ParametersInterface $configuration, ContextInterface $context)
{
}
}

Your class extends ActionAbstract class.
You must have the handle function to handle the API request.
Fusio gives you access to $request, $configuration and $context objects, which

provides to other information and methods. More information about it is available at
https://www.fusio-project.ora/documentation/php

- return $this->response->build (200, [], [
'totalResults' => $count,
'entry' => $entries,

1)

This is how you send data back. The build function receives three parameters

1. HTTP code
2. Extra HTTP headers
3. PHP array for the data to be sent back, which will be sent as JSON

Summary

If you follow this tutorial closely, you will understand how Fusio works, and how you can
create your own API using Fusio. As a quick summary, below are the steps when creating
your APl in Fusio.

1. Create your PHP class and store it in /src/<namespace>
2. Define your Action in Fusio administration panel and specify where your PHP class is
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3. Define your Route
a. Define your Path
b. Choose your method and make sure you check Active

c. Select your Action

Exercise

Go through the other API endpoints for the To-Do sample APl and see what you can find.
See if you can find out where the PHP classes are and try to understand what each line of

codes do.
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Creating Your First APl on Fusio

By now you should have installed Fusio, deployed the sample To-Do API and tested some
API endpoints on your Fusio installation.

This tutorial will show you how you can create your first APl on Fusio.
Learning from the To-Do Sample APl in Fusio, the know that:
Database is used in Connections

Connections is used in your PHP Class script

PHP Class is used in Actions
Action is used in Routes

Following this sequence, we will be creating this one by one.
Database — Connection — PHP Class — Action — Route
Once we completed this step, we will have a working API.

For this tutorial, our goal is to create the following API.

Path /school/teacher

Method GET

Result Returns a JSON formatted data that lists
the teachers from the database

Creating your Database

Laragon comes equipped with HeidiSQL, which is a database client for database servers like
MySQL. Launch your Laragon Control Panel, right-click and select MySQL > HeidSQL.
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@ Laragon Full 3.2.3 180227 php-7.2.2-Win32-VC15-x64 192.168.0.188 [TS]

Laragon
Ww
Mgrok

Cuick create

G4-VC14 started a0 Reload
nxG4 started 3306

Tools

Apache
MySOL HeidiSOL

Modejs Stop MySQL

PHP Wersion [mysgl-5.7.1%-winx64]

Redis Create database

Stop Change root password

Preferences... Reset and generate a random password for root

Exit mmy.ini

mysqld.log
@ Web dir: data

Select Laragon from the Session list and click Open.

8 Session manager ? *
Session name ~ }b Settings _’:’ Advanced [y Statistics
%, Laragon
Metwork type: MySQL (TCP/IP) e
Hostname / IP: |I|:|calhust |

] Prompt for credentials

WA

Uze Windows authentication

Uszer: |r0 ot |

Password: | |

Port: =

[] Corpressed client/server protocol

Databases: |SEparatEtI by semicolon ?|

Comment:
| |

We will start by creating an empty database. Right-click on the Laragon session and select
Create New > Database.
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@ Laragon', - HeidiSOL Portable 9.4.0.5125

File Edit Search Tools Gote Help
d-F hE8 2-FAR@ONINO0OOvX P -E-BHEMS AR
il Database filter |_| Table filter | ;=i Host: localhost ’ Query =3

> T\ Laragon Datahaces (0 | 5% Variables Status ’ Processes [illy Command-Statistics

Edit
Size ltems  Last.. Tables Views  Func.. Prog

Drop ...
. 17 ~

Empty table(s) ...

Run routine(s) ...

Create new . Database
Clear data tab filter Table
Export database as SOL Jebl=teay

- iew
Maintenance N

Find text on server Shift+ Ctrl+F Siared reiva

Bulk table editor Trigger
Event

Expand all

Collapse all
b /* Chorocterset: utf
7 SHOW STATUS;
8 5HOW VARIABLES; Y Print... Ctrl+P
9 SHOW DATABASES;
ol Refresh F5

19 /* Entering sessio

(2) Con T, MySOL 5.7.19

Tree style options

Disconnect

{2) UTC: 2019-04-14 4:00 AM o ldle

Enter school for database name. Select utf8_general_ci as collation.

=0 I | = T TOEG OO IO e OEry 5]
| | NMatahases (29 Fih Wik les A T . L Processes
Create database ... > F
Last ...
Marme: |sch|:u:||
Collation: wutfS general_ci P

Servers default: latinl_swedish_ci

Cancel

CREATE code:
CREATE DATABASE "“school”™ /#!/48186 COLLATE

Now make sure you have the school database selected from the left panel. Then click on
the Query tab.
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8 Laragon\school\ - HeidiSOL Portable 9.4.0.5125 — O X
File Edit 5earch Tools Goto Help ._,-p) Donate
ﬂ'ﬁ‘|MEQ)l§D|“§9‘&“aD|&'NVﬂJ@J NIIECHE I ]

Database filter |_| Table filter | ! =i Host: localhost Database: schod
northwind ~ | [ 1 CREATE TABLE teachers Columns
northwind_x 2 (teacher_id INT AUTO_INCREMENT PRIMARY KEY, -

o 3 formal title VARCHAR(25), 5QL functions
nwin 4 name_first VARCHAR(2S), » 501 keywords
performance_schema 5 name_last WARCHAR(25),  Snippets
pibg ? email_address VARCHAR(255)); (& Query histary
primatech 8 INSERT INTO teachers L] ks Query pro...
prismmatec_shli 9 (formal_title, name_first, name_last, email_address) O Lt Bind para...

i i 18 VALUES
review_engine 11 ('Mr.', 'Russell', 'Dyer', 'russell@mylocal.test'),

FERTTTETTE 12 ('Mr.', 'Richard', 'Stringer', 'richard@mylocal.test'),
13 ('Ms.', 'Rusty', 'Osborne', 'rusty@mylocal.test'),
? w2} school 0B 14 ('Ms.', 'Lexi', 'Hollar', 'alexandra@mylocal.test');
: 15l
seda_efit_bk
seeddms
sys
termnday hd

32 SHOW TABLE STATUS FROM “=chool’ ~

33 SHOW FUNCTION STATUS WHERE “Db’='school';

34 SHOW PROCEDURE STATUS WHERE Db ='school'; hd

(=) Connected: | T, MySQL 5.7.19 Uptime: 03:07 h WA UTC: 2019-04-14 4:05 AM 2 |dle.

We will run some SQL commands to create some data in the school database.

Enter the following SQL command into the Query area. And then click on the button with the
blue triangle icon to execute the SQL commands.

This will create one table, teachers, and insert four records into the table.

CREATE TABLE teachers

(teacher_id INT AUTO_INCREMENT PRIMARY KEY,
formal title VARCHAR(25),

name first VARCHAR(100),

name last VARCHAR(100),

email address VARCHAR(255)) ;

INSERT INTO teachers

(formal title, name_ first, name last, email address)
VALUES

('Mr.', 'Russell', 'Dyer', 'russell@mylocal.test'),
('Mr.', 'Richard', 'Stringer', 'richard@mylocal.test'),
('Ms.', 'Rusty', 'Osborne', 'rusty@mylocal.test'),
('Ms.', 'Lexi', 'Hollar', 'alexandra@mylocal.test')

You can hit the F5 button to reload HeidiSQL. Then from the left panel, expand the school
database and select the teachers table. On the right panel, find and click on the Data tab
panel. You should be able to see the teachers table with its data.

38



Fusio Training Notes & TAMING
\WTECH

Property of Taming Tech Sdn. Bhd.

8 Laragon'school\teachers\ - HeidiSOL Portable 9.4.0.5125 — O X
File Edit 5earch Tools Goto Help ,_I,PJDonate
-, k28| 2-2@ONNOOvX P -E-HE®"Y < ;8

Query* =g
5 (3/3) = Filter

i Database filter |_| Table filter | | =l Host: localhost | | Database: school || Table: teachefs

nwind ” ff.lj.o..oﬁl g KM | ¥ Serting
performance_schema ¢ teacher_id formal_title name_first name_last email_address

pibg 1 M. Russel Diyer russell@mylocal. test
primatech Mr. Richard Stringer richard @mylocal. test

2
prismmatec_ahli 3 Ms, Rusty Osborne rusty@mylocal. test
- 4

. . Ms. Lexi Hollar alexandra@mylocal test
review_engine

romtnb

v sl school 16.0 KiB
| teachers 16.0 KiB
seda efit

seda_efit_bk

seeddms

sys

tempdev v

88 SHOW CREATE TABLE ~school™ . teachers™; A
81 SELECT * FROM “schocl™ . teachers™ LIMIT 1888;

82 SHOW CREATE TABLE ~“school™ . teachers™; hd
(=) Connected: | T, MySQL 5.7.19 Uptime: 03:15 h W UTC: 2019-04-14 4:13 AM @ |dle.

Creating a Database Connection

We will now create a Database connection using Fusio. Proceed to your Fusio
Administration Panel. Click on the Connection from the left menu. Click on the blue Add
button with the plus (+) icon.

. Fusic * -+

& C {t A MNotsecure | apimylocaltest/fusiofin... o r [[@ ’B LB o=
Fusio Connection

API

£ Dashboard

A Routes

2 Action

E schema

%) Connection

Consumer

We will be creating a Connection instance to the school database that we created earlier.
Enter your Connection details as below. Click Save.
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Create

Name:

School
Name of the connection must match the following regexp [A-z@-9\-\_]{3,64}
Class:

saL

Connection class which gets executed. Each connection can provide aditional configuration
parameters which are loaded if an class was selected

Type:

MySQL
The driver which is used to connect to the database
Host:

127.0.01
The IP or hostname of the database server
Username:

root

The name of the database user

Password:

The password of the database user

Database:

school

The name of the database which is used upon connection

40



Fusio Training Notes & TAMING
\WTECH

Property of Taming Tech Sdn. Bhd.

Name School

Class (select) SQL

Type (select) MySQL

Host 127.0.0.1

Username root

Password (leave blank - default root password)
Database school

When done, you should be able to see your Connection listed.

@ Fusio x +
<« C Y A MNotsecure | apimylocaltest/fusio/in.. Yr [[@ 'ﬂ B = B = 2
Fusio Connection

APl

£ Dashboard

A Routes Connection successful created

& Action

Name
E schema

Schoo
%) Connection

System
Consumer ;

W App

@ Scope

Creating the PHP Class

We will take the example from the Collection.php from To-Do API which is available in
src/Todo/Collection.php. Create the following file and save it as
src/School/Teacher/Collection.php.

<?php

namespace App\School\Teacher;
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use Fusio\Engine\ActionAbstract;

use Fusio\Engine\ContextInterface;
use Fusio\Engine\ParametersInterface;
use Fusio\Engine\RequestInterface;

class Collection extends ActionAbstract
{
public function handle (RequestInterface $request,
ParametersInterface $configuration, ContextInterface $context)
{
/** @var \Doctrine\DBAL\Connection $connection */
Sconnection = $this->connector->getConnection ('School') ;

$sql = 'SELECT teacher_ id,
formal title,
name first,
name last,
email address

FROM teachers
ORDER BY teacher id DESC';

$sql =
Sconnection->getDatabasePlatform() ->modifyLimitQuery ($sql, 16);

$Scount
teachers') ;
Sentries = $connection->fetchAll ($sql) ;

$Sconnection->fetchColumn ('SELECT COUNT (*) FROM

return $this->response->build (200, [], [
'totalResults' => $count,
'entry' => $entries,

1)

Your folder should look like this. Pay attention to your path.
Your PHP Class for this is App\School\Teacher\Collection.

We put it in this manner with the assumption that the system will later have other tables and
APls such as Student, Course, and others.
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I [+ = | Teachers — | *
File Home Share WView 9
. - - Select all
—J ove to x Celete = :‘J |i—| E
Tl Select none
Pin to Quick Copy Paste Cop a Mew Properties .
access 7 falder - £ DD Invert selection
Clipjoara oTgane TTEw Open Select
&« » « www * api » src » School » Teacher w 0 Search Teachers L
[0 Mame ate modifie ype Size
14-Apr-1912:51 PM  PHP File 2KB

| | | Collection.php I

1 item

Creating Action

When we are ready with the PHP Class, we are ready to create an Action. Login to your
Fusio Administration Panel and click on Action from the left menu. And then click on the blue
Add New button, with the plus (+) icon.

. Fusio

< C Y A Notsecure

Fusio
API

z Dashboard

= Action

E schema

+) Connection

Consumer

W App

x  +

Name

App_Todo_Delete

App_Todo_Row

App_Todo_Insert

App_Todo_Collection

Enter the following into the Create modal dialog.

api.mylocal.test/fusio/in... ¥r [@ ’B - I B = .
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Name School _Teacher_Collection

Class (click on the pencil button) App\School\Teacher\Collection

Create

Name:

School_Teacher_Collection
Name of the action must match the following regexp [A-z@-g2\-\_]{3,64}
Class:

ApphSchool\TeachenCollection

Action class which gets executed. Each action can provide aditional configuration
parameters which are loaded if an class was selected

Create Route

The final step to creating your API is the Route. Click on Routes from the menu on the left in
the Fusio Administration Panel. And then click on the blue Add New button with the plus (+)
icon.
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. Fusio b4 -+
< C Y A Notsecure | api.mylocaltest/fusiofin.. ¥ [@ .ﬂ B e B = 2
Fusio

API

i Dashboard

A Routes

& Action

E schema /todo/:todo_id

%) Connection

Consumer

1] App Previous - Next

Enter the following details in the Create modal dialog. While there are many options
available when creating a Route, we will ignore some options for now and focus on the
following.

Path /school/teacher

GET (make sure this tab is active)

Active (checked)
Public (checked)
Action (select) School_Teacher_Collection

Once complete, click Save.
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Create

Path:

/school/teacher B

le to use variable path fragments i.e.

Jacme/:news . Click here for more informations

Scopes:
Add a scope

Assign specific scopes to this route

vl
Status:

Development v

The status of the API endpoint for this version. For more information about the impact click
here

GET POST PUT PATCH DELETE
—

| Active
Whether the request method is allowed
|#| Public

Whether the endpoint can be requested without an access token

Description:

A short description of the method

Parameters:
No schema v
£

Optional a json schema which validates URI query parameters

Request:
No schema v
o

The allowed format for incoming requests. The passthru schema forwards all incoming
data unfiltered to the action

Responses:
280
Passthru v
o
OK v

Add response

The allowed format for outgoing responses. The passthru schema forwards all outgoing
data unfiltered to the client

Action:
School_Teacher_Collection v
o

The action which receives the request and produces a response

Costs:

The amount of points a user needs to pay to invoke this request method

m Cancel 46




Fusio Training Notes & TAMING
\WTECH

Property of Taming Tech Sdn. Bhd.

Testing Your API

If you made this far, we should have a working API. Because this is a simple GET API that
does not require any data submission nor any ID, we can simply enter the
http://api.mylocal.test/school/teacher into the browser.

— a X
[ apimylocaltest/school/teacher X +
&« C 1Y @ MNotsecure | api.mylocal.test/school/teacher h*g .
"totalResults": 4,
"entry™: [

"teacher_id": 4,
“formal_title™: "Ms.",
"name_first": "Lexi",
"name_last": "Hollar",
"email_address": "alexandra@mylocal.test”

}.‘

1
"teacher_id": 3,
"formal_title™: "Ms.",
"name_first": "Rusty”,
"name_last": "0Osborne”,
"email_address™: "rusty@mylocal.test”

}.‘

{
"teacher_id": 2,
"formal_title™: "Mr.",
"name_first™: "Richard”,
"name_last": "Stringer"”,
"email_address": "richard@mylocal.test"

}_!

{
"teacher_id": 1,
"formal_title™: "Mr.",
"name_first": "Russell”,
"name_last": "Dyer”,
"email_address": "russellgmylocal.test”

¥

]
1
4 -

Summary

You should have learned:
- How to write your PHP Class
- Create a new Action with your PHP Class
- Create a new API endpoint with Routes using your Action
- Under that you have the option to handle GET, POST, PUT, DELETE, PATCH for
each API endpoint path
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API & Working with Data

In the previous tutorial, we created a simple API that only reads data from the database and

display them as response. In this tutorial we will create an API that will be able to receive
data from the external party and update the specified record.

Our goal is to create the following API.

Path /school/teacher/:teacher_id :teacher_id is the record id
Example
/school/teacher/2
Method POST
Parameters | New data formatted in JSON | Example:
format {
"name first" : "Howard",
"name first" : "Harkness"
}
Result Data in JSON format Example:
{
"success" : true

}

In this tutorial, we will be working with the same school database and the teacher table.

Therefore, there is no need to create any database and connection. We can continue with
creating our PHP Class.

Create PHP Class

We will take the example from the Delete.php from To-Do API which is available in
src/Todo/Delete.php. Create the following file and save it as
src/School/Teacher/Update.php.

| should also tell you that the Delete.php from To-Do is actually an update operation, which
changes the status of the record. So we can use that to start with.

<?php
namespace App\School\Teacher;

use Fusio\Engine\ActionAbstract;
use Fusio\Engine\ContextInterface;
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use Fusio\Engine\ParametersInterface;
use Fusio\Engine\RequestInterface;
use PSX\Http\Exception as StatusCode;

class Update extends ActionAbstract
{
public function handle (RequestInterface S$request,
ParametersInterface $configuration, ContextInterface $context)
{
/** @var \Doctrine\DBAL\Connection S$connection */
Sconnection = $this->connector->getConnection('School') ;
$tosave = [];
$data = $request->getBody () ;

if (isset($data->formal title))
{ Stosave['formal title'] = $data->formal title; }
if (isset($data->name first))
{ Stosave['name first'] = $data->name first; }
if (isset($data->name_last))
{ Stosave['name last'] = $data->name_last; }
if (isset($data->email address))
{ Stosave['email address'] = $data->email address; }

Saffected = $connection->update('teachers', $tosave, [
'teacher id' => $request->getUriFragment ('teacher_ id')
1)

if (empty(Saffected)) ({
throw new StatusCode\NotFoundException ('Entry not
available') ;
}

return $this->response->build (200, [], [
'success' => true,
'message' => 'Update successful',

1)

Now we should have something like this in the Teacher folder.
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' Iﬂ = | Teacher — | *
File Home Share WView 9
-‘_] J 2 « Moveto = ) Delete = ?_Jv |i—| (3]~ Efsetectan
e, sl s Select none
Pin to Quick Co Paste - = Mew Properties
e Ry | h:ICopyto __ﬁRename folder p-.- & DDInvertselection
Clipboard Organize New Open Select
&« v A « www * api » src » School » Teacher w 0 Search Teacher L
[0 Mame Date modified Type Size
|j Collection.php 14-Apr-19 1:16 PM PHP File 2KB
|j Update.php 14-Apr-19 2:42 PM PHP File 2 KB

1 tem selected 1.21 KB

2 items

Create Action

In your Fusio Administration Panel, click on Action on the left menu. Click on the blue Add

New button with the plus (+) icon.

Enter the following details. Then click Save.

Name

School_Teacher Update

Class (click on the pencil button)

App\School\Teacher\Update
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Create

Name:

School_Teacher_Update
Name of the action must match the following regexp [A-ze-9\-\_]{3,64}
Class:

App\School\Teacher\Update

Action class which gets executed. Each action can provide aditional configuration
parameters which are loaded if an class was selected

m Cancel

Once done here, we are ready to create the Route.

Create Route

The final step to creating your API is the Route. Click on Routes from the menu on the left in
the Fusio Administration Panel. And then click on the blue Add New button with the plus (+)
icon.

Since we are only creating an endpoint for the POST method, make sure you uncheck the
Active from the GET tab.

PUT PATCH DELETE

Active
Whether the request method is allowed
Public

Whether the endpoint can be requested without an access token

Now, proceed to the POST method tab and enter the following details. We can ignore some
of the rest and leave it with the default values.
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Path /school/teacher/:teacher_id | :teacher_id would allow the code in
PHP class to fetch this information
with

$request->getUriFragment ('te
acher id')

POST

Active (checked)

Public (checked)

Request (select) Passthru This would allow data to be sent to the
PHP class codes with $data =
$request->getBody () ;

Action (select) School_Teacher_Update
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Create

Path:

fschool/teacher/ teacher_id

Jacme/:news . Click here for more informations
Scopes:

Add a scope

Assign specific scopes to this route

V1
Status:
Development v

The status of the API endpoint for this version. For mare information about the impact click

here
GET POST I PUT PATCH DELETE
|« Active

Whether the request method is allowed
(¢! Public

Whether the endpoint can be requested without an access token

A short description of the method
Parameters:
No schema v

o2

Optional a json schema which validates URI query parameters

Request:

Passthru

=3

€ allowed rormat 1or mcoming requests. 1Ne Passthru scnemla rorwards an ncoming
data unfiltered to the action

Responses:
0K v
Add response

The allowed format for outgoing responses. The Passthru schema forwards all outgoing
data unfiltered to the client

Action:

School_Teacher_Update v

The action which receives the request and produces a response

Costs:

The amount of points a user needs to pay to invoke this request method
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Testing the API

To test this API, we will be using Insomnia. Before we do that, let’s take a look at how the
current data looks like.

If you remember from the previous tutorial, you can check the data of the table using the
previous API. Enter http://api.mylocal.test/school/teacher into the browser.

[ apimylocaltest/school/teacher X +
&« C 1Y @ MNotsecure | api.mylocal.test/school/teacher h*g .

"totalResults": 4,
"entry™: [

"teacher_id": 4,

“formal_title™: "Ms.",

"name_first": "Lexi",

"name_last": "Hollar",

"email_address": "alexandra@mylocal.test”
}.‘
1

"teacher_id": 3,

"formal_title™: "Ms.",

"name_first": "Rusty”,

"name_last": "0Osborne”,

"email_address™: "rusty@mylocal.test”
}.‘
{

"teacher_id": 2,

"formal_title™: "Mr.",

"name_first™: "Richard”,

"name_last": "Stringer"”,

"email_address": "richard@mylocal.test"
}_!
{

"teacher_id": 1,

"formal_title™: "Mr.",

"name_first": "Russell”,

"name_last": "Dyer”,

"email_address": "russellgmylocal.test”
¥

We will be editing the first record, which is Mr. Russell Dyer.
Now Launch Insomnia and follow these steps.

1. Select POST as the method. Click on the little triangle to make the options appear.
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F

PDSDttp:;‘;‘api.m}-'lcuca l.test/schao

FUT dark
DELETE
[ oPTIONS
SIZE 5
HEAD
Cook

Custom Method

- L

"cnrrege™ s trne

2. Enter the URI path, http://api.mylocal.test/school/teacher/1. This means we are
editing record number 1.

n Edit View Window Tocls Help

POST http://api.mylocaltest/school/teacher/1

r JSON = Auth Query Header '

™ -
LrOCs

i)

3. Select JSON for body content. Click on the little triangle to make options appear.
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= Multipart Form
Form URL Encoded

GraphQL Query

I
m
[+1]

(V]
(R

EDN

Enter the following as body content.

"name_first"
"name last"

"Howard",
"Harkness"

}

Auth

Query

[ T
LrOCs

=
1
b}

2 "name_first™ : "How
"name last" : "Harkr

Hit Send.

Edit View Window Tools Help

POST =

JSON = Auth

Qu

m

2 "name_first™ : "H

[}
[x ¥}

http://api.mylocal.test/school/teacher/1

=]

T
i
[xF]
(=]
m

| —
LrOCE

s |
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o Insomnia - Login

Application

lL.. =

Mo En.. =

Cookies

Edit View Window Tools Help
POST = hitpy//apl.mylocal.test/school/teacher/1
ISOM = Auth Query Header
174
2 "name_first" : "Howard",
E "name_last" : "Harkness"
4 3
Beautify JSON
m TIME 228 ms SIZES9 B
Freview = Header '# Cookie Timeline
1
2 "success™: true,
3 "message”: "Update successful
4}

Docs

Send

Let’s check the previous API to see if record has been updated. We continue with Insomnia
with this. Just change the method to GET and the address to
http://api.mylocal.test/school/teacher and hit Send.

You should be able to see that the record number 1 has been updated.
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o Insomnia - Login

Application Edit View Window Tocls Help

l... = GET = http:

No En... ~ Body «

Cookies

= Tobo Previsw

/fapl.mylocal test/schoaol/teacher/

Auth Query Header Docs

TIME 219 ms SIZE 881 B

"teacher_id": 1,

"formal_title”: "M
"name_first": "How
"name_last™: "Hark
"email address™: “rus

Send

Summary

In this tutorial, you should have learned:

- How to create an API endpoint that takes data from the URL

- How to read the value (ie, teacher_id) from the URL in your PHP code
- How to read JSON data sent via the body
- How to use Insomnia to test your API with JSON data as body content
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Users, Scope & Private API

In the tutorial, we will learn how to manage users and the API that they can access. This
tutorial will go through the following process.

Making API private

Creating a Scope and grouping APIs to Scope
Creating a Consumer user and assigning a Scope
Using Private API with JSON Web Token (JWT)

honh =

Making API Private

In the previous tutorial, we have created two APl endpoints where both of them are available
publicly. This means that anybody can access the APIs without having to provide any
credentials.

We are going to make changes to the existing /school/teacher/:teacher_id (POST) API to
be private instead of public.

From your Fusio Administration Panel, click Route from the left menu and click on the %x
gear icon that represents the /school/teacher/:teacher_id API.

Click to make the POST tab panel active. Then click to uncheck the Public option. Click
Save at the bottom of the form.

What this means is that this APl is now private. Only users with the assigned privilege will be
able to use this API.
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Update

Path:

/school/teacher/teacher_id

Scopes:
Add a scope

Assign specific scopes to this route
vl

Status:

Development v

The status of the API endpoint for this version. For more information about the impact click here

GET POST PUT PATCH DELETE
—

< Active

Whetherihe reque st method iz allowed

Public

Whether the endpoint can be requested without an access token

When done with this API, you can also do this with the other School API, Ischool/teacher.

Create Scope

A Scope allows you to group API endpoints. With this, you can later assign Scope(s) to a
user. Only users with the Scope privileges can access the designated APls.

To begin creating a Scope, click on Scope from the left menu. Then click on the blue Add
New button with the plus (+) icon.
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& rusio X + B C x
&« C { A Notsecure | apimylocal.test/fusio/index.htm#l/scope o Ir !
Fusio

API

I Dashboard

Name
A Routes

# Action todo

E schema authorization

+) Connection
consumer

Consumer
backend
W App

@® Sscope Previous n Next
2 user
Y Rate

™ Plan

We will group all the school related APls into the School scope. So we will name this Scope
as School. Make sure you have the following checkboxes selected.

Name School

GET POST PUT PATCH | DELETE
Ischool/teacher 0 0 O a0 a
Ischool/teacher/:teacher_id O 0 0 O O

Click Save when done.
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@ Fusio X +
< C {t A Notsecure | apimylocaltest/fusiofin.. o tr [@ 'ﬂ B ae = 2

Create

Narme:
School
Mame of the scope must match the following regexp [A-ze-5\-\_]{3,64}
Description:
Description of the scope
Route GET POST PUT PATCH
/school/teacher/:teacher_id
/school/teacher

ftodo

/todo/ :tedo_id

Create User

To create a User, click on User from the left menu. Then click on the blue Add New button
with the plus (+) icon.
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@ rusic X +
<« C {t A Notsecure | apimylocaltest/fusiofin.. o tr [@ ,ﬂ B ae = !
E schema admin &

+) Connection

Consumer
Name Date

W App
@® scope admin 4/14/1910:28 AM
2 User Administrator 4/14/1910:20 AM
Y Rate

W Pplan

Analytics

o | og

Now enter the details for this user as below. For the sake of this tutorial, please follow the
details as specified below.

Status Consumer

Name user01

Email user01@user.test
Password user1234

School (checked)

todo (checked)
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Create

Status:
Consumer v

The status of the user. An Administrator account can request an access token to the backend API with the user name and password. A
Consumer account can only get an access token through an app.

Name:

user01 =
Name of the user must match the following regexp [A-z@-9%\-%\_\.1{3,32}
Email:

user01@user.test =

Email address of the user

Password:

Password of the account
¥ School
todo
authorization
consumer

backend

m Cancel

By now we should have made the API private, created a Scope and created a User.

Accessing a Private API without Credentials

Let’s try the API now without any credentials. Launch Insomnia and access the API as
specified below:

Method POST
URL http://api.mylocal.test/school/teacher/1
Body Format JSON
Body Content {
"name first": "Harry",
"name last": "Harkness"
}
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When ready, click on Send.

o Insomnia - Login — O *
Application  Edit View Window Tools Help

... = | 335"’ http://api.mylocal.test/school/teacher/1 Send

No En. = ISON = Auth Query Header Docs
Cookies i
"name_first™: "Harry”,
"name_last”: "Harkness
¥
= ToDo
‘ ITIME 172 ms SIZE 2.8 KB Q-
SET Preview = Header ¥ Cookie Timeline
D {

"success": false,

POST [P U O 44 Coar ot 3o POETEE S SPTTE e | oW ar syt o e

If you look at the response now, you will see that you get a 401 Error. And with this, there is
a message that starts with “Missing authorization header in...”

This means that you are trying to access a private API without sending your credentials. In
the next section, we will access this API again the correct way.

How to Access Private API

Before we access the private API, please understand how this works.

1. Send and API request to /consumer/login with the user’s username and password.
The /consumer/login endpoint is a built-in endpoint by Fusio.

2. If the username and password is correct, you will get a unique hash string, which is
the JSON Web Token.

3. Since the user has been assigned the scope for this API, we can try to access the
API again with the JWT.

To get the JWT, use the API details below to send a request with Insomnia.

Method POST

URL http://api.mylocal.test/consumer/login
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Body Format JSON

Body Content {
"username": "userO01l",
"password": "userl234"

Looking at the response, you can see that Fusio returned JWT with a JSON data. Select and
copy this hash string token.

o Insomnia - Login - O *

Application Edit View Window Tools Help

... = POST = http:y//api.mylocal.test/consumer/login Send
Mo En.. ~ JSON = Auth Query Heade Doc
LooKIes {
"usernams™: "usergl”,
"password™: “userl1234"
& ToDo

- m TIME37Sms | SIZE 274 B o~

Preview = Header '@ Cookie Timeline

“OoKI2

Now that we have the JWT, we can try the previous APl once more.

Method POST

URL http://api.mylocal.test/school/teacher/1
Body Format JSON

Body Content {

"name first": "Harry",
"name last": "Harkness"

}

Auth Bearer Token
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Token (example) eyJ0eXAi0iJKVI1QiLCIhbGci0iJIUzI1INiJ9.eyJpc3MiOi
JodHRwWO1lwvXC9OhcGkubX1sb2NhbC50ZXN0Iiwic3ViIjoiM
DNhNzFjZjktNTMOOSO1YWYOLWJkZDAtMGQOMIMOMGRmYWI1
IiwiaWF0IjoxNTUIMjUxXNJUOLCJ1eHAiOJEINTUYNTUYNTQ
sImbhbWUi0iJ1lc2VyMDELifQ.xwYsBVJIzIg8rsbmxTEJ9004
CdzaSKJINylvgOdppjRHO

To enter your JWT, click on the Auth tab, and on the little triangle to have options appear.
Select Bearer Token.

o Insomnia - Login - O x
Application  Edit View Window Tools Help

... = POST = hitp://api.mylocal.test/school/teacher/1 Send
No En.. ~ JSON AJtE Query Header Dacs
Cookies Basic Auth
Digest Auth
E ToDo OAuth 1.0
OAuth 2.0
POST L.
m ™ Microsoft NTLM o
- Preview = Hy AWS IAM v4

Bearer Token
Hawk

Atlassian ASAP

MNetre File

Enter the token you got from the previous /consumer/login API request in the Token field.

hI_IIL llcl'\u iIIII_IU v LUUI I_Cll_l
POST = hitpy//api.mylocal.test/school/teacher/1 Send
JSON Bearer = Query Header 1 Docs

TOKEN ey)0eXAIOUKV1QILCIhbGaiOulUzIT NUS.ey)pc3MiOU odHRwOlIwvXCOhcGkubXlsb2MhbCE0ZXNOliwic3!

PREFIX @

ENABLED =

When ready, click Save.
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o Insomnia - Login - O x
Application Edit View Window Tocls Help

... = POST = hitpy//api.mylocal.test/school/teacher/1 Send
No En.. ~ JSON = earer Que Heade 0Cs
Cookies {
"name_first": "Harry”,
"name_last": "Porter”
& ToDo B

o m TIME4.285  SIZES9B o~

Summary

In this tutorial, you should have learned:
- How to make an API endpoint private and requires authentication
- How to login to Fusio and generate your JSON Web Token (JWT)
- How to access a private API endpoint using your JWT
- How to use Insomnia to include your JWT
- How group API endpoints to Scopes
- How to assign Scopes to users
- How to control user’s access and privileges with Scope
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Working with Schema

Fusio comes built in with Schema based of JSONSchema format (http://json-schema.org/).

If you have gone through the previous tutorials and created some API endpoints, | am sure
that you have encountered Schema. With Schema, you can define how data should be sent
to your API endpoint. Schema can also act as a validation rule for your API endpoint. With
Schema, it will also help document your API better with the built-in documentation tool.

Let's take a look at the To-Do Sample API and the schema that it has.

To-Do Schema

If we look at Routes, the /todo route and under the POST panel tab, you will find that for the
Request field, it has Todo selected.

Routes (left menu) > /todo > POST

GET POST PUT PATCH DELETE

—
# Active

Whether the request method is allowed
Public

Whether the endpoint can be requested without an access token
Description:

Creates a new todo entry
A short description of the method
Parameters:

No schema v o

Optional a json schema which validates URI query parameters

Request:

Todo v Eed

g data unfiltered to the action

Rasnnneas:

This APl endpoint is meant for creating new To-Do item. Therefore, if you were to use this
API, it expect that you will be sending it data. And you data must comply with the Todo
Schema.

Let’s take a look at how this Schema looks like. Head over to Schema from the left menu,
then click on the £ gear icon that represents the Todo schema.
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Update

Name:
Todo
Name of the schema must match the following regexp [A-ze-32%-\_1{3,64}

JsonSchema:
1-¢

"type": "object”,
"title": "todo",
"properties": {

"id": {

iy : “integer’]

"integer”

a= [Ty I I
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JsonSchema which describes the data format. Click here for more informations about the JsonSchema format.

The JsonSchema field has the following:

"type": "object",
"title": "todo",
"properties": {
"id": {
"type": "integer"
}I
"status": {
"type": "integer"
},
"title": {
"type": "string",
"minLength": 3,
"maxLength": 32
}I
"insertDate": {
"type": "string",
"format": "date-time"

},
"required": [
"title"
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Testing the Schema

From a glance, perhaps you can pickup that some of the rules for creating a new Todo item,
is that the title is required, and that it must be from 3 to 32 characters long. To see how this
works, why don’t try to send a request to this API to create a new Todo item.

We will be using Insomnia to send an API request with the following details:

Path http://api.mylocal.test/todo
Method POST
Body Format JSON
Body Content {
Iltitle" : IIAB"
}
Bearer Token Make an API request to /consumer/login with your
username and password to get a token

We may need to do a quick request to /consumer/login to get a token before sending a
request to /todo, because this is a private API.

But once you have sent a request to /todo with the details with your authentication token,
you should be getting a response like in the image below.
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o Insomnia — Mew

Application  Edit  View
Insomnia -
Mo Environment =

Cookies

Window Tools Help

500 Internal Server Error TIME 515 ms

http://apl.mylocal.test/todo

Preview = Header 10

"success":
"title":
"message”:

false,

]
o

i)

SIZE 6.2 KB

You are getting a 500 error, which the message “title must contain more or equal then 3
characters”. This is a message from Fusio itself after implementing the Schema rule.

Creating Teacher Schema

We can create our own schema for the teacher API. Take a look at the Json Schema below:

n type" .
"title":

"object",
"teacher",

"properties": {
"teacher id": ({

"type": "integer"

b,

"formal title": ({
"type": "string",
"minLength": 3,
"maxLength": 25

}I

"name first": ({
"type": "string",
"minLength": 3,
"maxLength": 100

}I
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"name last": {
"type": "string",
"minLength": 3,
"maxLength": 100

|

"email address": {
"type": "string",
"format": "email"

b,

"required": [
"name first",
"name last",
"email address"

Based on the JsonScheme above, let’s create our own Schema in Fusio. From the left
menu, click on Schema and then click on the blue Add New button with the plus icon (+).

Create your new Schema with the above JsonSchema and give it the name Teacher. Click

Save when ready.

Teacher
Name of the schema must match the following regexp [a-ze-9\-\_1{3,64}

JsonSchema:

4~
S
6
7
8~
9
18
11
12
13-
14
15
16

JsonSchema which describes the data format. Click here for more informations about the JsonSchema format.

Now we can start to use this in our /school/teacher/:teacher_id API. Click on Routes from
the left menu then click on the ¢} gear icon that represents /school/teacher/:teacher_id.

On the modal dialog box, make sure you click on the POST tab panel.
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Lower down, you will see a select box for Request. It should have Passthru selected.

Click and change that to Teacher. Click on the Save button when ready.

GET POST

|« Active

PATCH DELETE

Whether the request method is allowed

| Public

Whether the endpoint can be requested without an access token

Description:

A short description of the method

Parameters:

No schema

Optional a json schema which validates URI query parameters

Request:

Teacher

Mo schema

Message
Todo-Collection
Todo

Passthru

Tha artinn whirh rarsivae the rannacet and nrndiree a reennnea

Now we can try editing a teacher and see if our schema is taking affect.

Launch Insomnia. If you don’t have a valid token, make sure you make a request to
Iconsumer/login to get one.

Path http://api.mylocal.test/school/teacher/1
Method POST

Body Format JSON

Body Content {

"formal title" : "Ms.",
"name first" : "Hermoine",
"name last" : "Granger",

"email address" : "hermoine@hogwatz"
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Bearer Token

Make an API request to /consumer/login with your
username and password to get a token

Now you should be getting an error message that says, “email_address must contain a valid

email address”.

o Insomnia - Mew

Application
Insomnia =
No Environment ~

Cookies

ale
LalC

POST  Fusio Admin

Edit View Window Tools

Help

POST = hitp://apimylocal.test/school/teacher/1
ISON = Bears Query 1 Header 1 0cCs
"formal title” 5.7,
"name_first™ : “"Hermoine",
"name_last" : "Granger”,
"email_ address” : "hermoine@hogwatz

Baat b 1SOIN
DeautiTy JoliN

500 Internal Server Emmor TIME 297 ms

SIZE 6.3 KB
Preview = Header 10 Cookie Timeline
{
"success":
"title™: E: B
"message”: " a vali

Make adjustments and see if you can make an update that is accepted.

Summary

In this tutorial, you should have learned:
- What is Schema
- How to create your own Schema
- How to use Schema in you Route

Send
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Building API with the SQL-Table

The SQL-Table in Action allows use to build API for insert, update, select and delete
operation on specific table from our database Connection, without having to write any codes.

Create an Action with SQL-Table Class

To begin, we start by creating an Action. Click on Action from the left menu and then click on

the blue Add New button with the plus icon (+).

In the Create modal dialog, enter the following details.
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Name Teacher_Auto
Class (select dropdown) SQL-Table
Connection (select dropdown) School

Table teachers

Columns (leave blank)

Order by (leave blank)

Limit (leave blank)

Click the Save button when ready.
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Create

Name:
Teacher_Auto
Mame of the action must match the following regexp [A-ze-2\-\_]{3,64}
Class:
SQL-Table
Action class which gets executed. Each action can provide aditional configuration parameters which are loaded if an class was selected
Connection:
School
The SQL connection which should be used
Table:
teacher
MName of the database table
Columns:
Add a Columns
Columns which are selected on the table (default is *)

Order by:

The default order by column (default is primary key)

Limit:

The default limit of the result (default is 16)

m Cancel

Create 5 Routes for CRUD Operations

From here onwards, we can straight away create five (5) endpoints to represent the
operations that we have to have.

Path Method Operation
/school/teacher a GET Lists all records
/school/teacher a POST Insert a new record
/school/teacher a/:id GET Find a record
/school/teacher a/:id PUT Edit a record
/school/teacher a/:id DELETE [ Delete a record
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To create these, we will be creating two Routes and activate the required methods. However,
for all of these endpoints, the Action is the same -- Teacher_Auto.

You can also add a Scope to the Routes. | recommend adding all these to School scope.
This way, all users that have this Scope will also be granted permission to this new API.

Those that require data submission like POST and PUT, be sure to set the Request field to
Teacher or Passthru.
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Create

Path:
/school/teacher_a 8]

Path of the API endpoint i.e. /acme/news . It is possible to use variable path fragmentsi.e. facme/:news . Click here for more informations

Scopes:

E ~coscope

Assign specific scopes to this route

vl
Status:

Development

The status of the API endpoint for this version. For more information about the impact click here

GET POST PUT PATCH DELETE

|« Active
Whether the request method is allowed
[« Public

Whether the endpoint can be requested without an access token

Description:

A short description of the method
Parameters:
No schema
Optional a json schema which validates URI query parameters
Request:
No schema
The allowed format for incoming requests. The Passthru schema forwards all incoming data unfiltered to the action
Responses:
200 Passthru
oK v Add response

The allowed format for outgoing responses. The Passthru schema forwards all outgoing data unfiltered to the client

Action:
Teacher_Auto

The action which receives the request and produces a response

osts:

The amount of points a user needs to pay to invoke this request method

Save Cancel
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Testing Your API

If you have created all the necessary Routes and endpoint, it is time to test this out. We will
be creating a new record to test this API. Launch Insomnia and make a request to the API
with the details below.

Path http://api.mylocal.test/school/teacher_a
Method POST
Body Format JSON
Body Content {
"formal title" : "Mr.",
"name first" : "Howard",
"name last" : "Hughes",
"email address" : "howard@twa.com"
}
Bearer Token Make an API request to /consumer/login with your
username and password to get a token

If all goes well, you should get a response like in the image below. Pay attention to the “id”
parameter that is being sent back from the API.
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o Insomnia - New — O *
Application  Edit View Window Tools Help

Insomnia v POST = hitp://api.mylocal.test/school/teacher_a Send
No Environment = JSON = Bearer Query 1 Header 1 Docs
— - - JL
LookEs 2 "formal_title" : "Mr.",
o E "name_first™ : '
4 "name_last"™ : "Hug
"email address™ : @twa.co
5 ToDo 1
POST Login I,
GEaunTy Lol
GET  Collection
201 Created TIME 636 ms SIZEB1E Q-
GET By ID
o Delete Preview = Header 8 Cookie Timeline
POST New 14
2 "success™: true,
GET  List E "message”: "Entry successful created”,
_ a “id": "g"
U CAMPUS
; 5 %}
POST  Fusio Admin @

Try out the other API endpoints and see if they work.

Summary

In this tutorial, you should have learned
- How to use the SQL-Table to expose CRUD operations to a specific table
- How to create the Routes and API endpoint required for your API
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