Day 2 / Session 10 / Space N

DEEPFAKES +Al Threats to ID Proofing + verification systems “Al is Rocket Fuel
for Fraud”

Session Convener: Andrew Hughes
Session Notes Taker(s): Andrew Hughes

Tags / links to resources / technology discussed, related to this session:

https://kantara.atlassian.net/wiki/spaces/DGDF/overview

Discussion notes, key understandings, outstanding questions, observations, and, if
appropriate to this discussion: action items, next steps:

Discussed how ID Verification systems work at a high level

Discussed how they are vulnerable to spoofing and bypass

Discussed how Al will speed up attacks and lower costs

Discussed some of the techniques in use today to use generative Al / simulations to fool
systems

e Invitation to all to join the Kantara DeepfakesIDV discussion group (link above) to build a
knowledge base and material for communicating the concepts to a broader audience



