
Below is an overview of recommended practices for synchronizing a Debian 12.8 host’s system 
clock with Active Directory (AD) domain controllers running Windows Server 2016. This 
guidance applies generally to enterprise setups, but you can tailor it to your homelab 
environment as well. 

 

1. Understand Active Directory Time Hierarchy 
In an AD environment, one of your domain controllers acts as a primary time source (the PDC 
emulator). Typically: 

1.​ PDC emulator (in the forest root domain) synchronizes with a reliable external time 
source (e.g., NIST, pool.ntp.org, GPS, etc.). 

2.​ Other domain controllers in the forest/domain sync their time from the PDC emulator. 
3.​ Domain-joined member systems (including Windows clients) sync time automatically 

with DCs via the Windows Time Service. 

For Linux hosts, you will typically configure NTP or Chrony to point directly to your domain 
controllers or to the PDC emulator for time. This ensures all machines in your environment 
share a consistent time source. 

 

2. Choose an NTP Client for Debian 
On Debian-based systems, you have two common choices for time synchronization: 

1.​ systemd-timesyncd: A lightweight SNTP client that comes with systemd. 
2.​ chrony: A modern NTP implementation that is highly recommended in many enterprise 

settings because of its robustness, quick synchronization, and better handling of network 
disconnections. 

While systemd-timesyncd can be sufficient in smaller or less critical environments, Chrony 
is generally recommended in enterprise or homelab environments needing more precise control 
and more advanced features. 

 

3. Install and Configure Chrony 
If you choose Chrony: 



Install Chrony:​
bash​
CopyEdit​
sudo apt update 
sudo apt install chrony 

1.​  
2.​ Edit /etc/chrony/chrony.conf: 

○​ Comment out or remove any default public NTP servers if you only want to sync 
from your AD DCs. 

Sudo nano /etc/chrony/chrony.conf 

Add your domain controllers as NTP servers:​
conf​
CopyEdit​
# Use the Windows DCs as time sources 
server 192.168.0.232 iburst 
server 192.168.0.231 iburst 
 
# Optionally keep some fallback external pool servers if desired 
# server 0.pool.ntp.org iburst 
# server 1.pool.ntp.org iburst 
 
# Local clock usage can be commented out or disabled unless needed 
# local stratum 10 

○​  

Apply restrictions if necessary (enterprise security standards often require limiting who can 
query or sync from your Linux host):​
conf​
CopyEdit​
# Allow or deny network ranges as needed, e.g.: 
# allow 192.168.0.0/24 
# deny all 

3.​  

Restart and enable Chrony:​
bash​
CopyEdit​
sudo systemctl enable chrony 



sudo systemctl restart chrony 

4.​  

Check status:​
bash​
CopyEdit​
chronyc tracking 
chronyc sources -v 

5.​ You should see the DCs listed as sources. Once synchronized, Chrony will report that 
the system clock is in sync. 

 

4. Verify Time Synchronization 

Command-Line Checks (Linux Side) 

●​ chronyc tracking: Shows the current synchronization status, offset, and frequency. 
●​ chronyc sources -v: Shows the servers your host is polling and whether they are 

being used as the current time reference. 

Windows Side (Optional) 

You can verify which machines your Windows DC is synchronizing with by running on the DC: 

powershell 
CopyEdit 
w32tm /query /status 
w32tm /query /peers 
 

Make sure your DCs themselves are syncing properly, typically from the domain’s PDC emulator 
or from a reliable external source. 

 

5. Best Practices and Considerations 
1.​ Sync from the AD DC, not from random public pools: 

○​ Keeps your entire domain consistent. 
○​ Eliminates potential offset issues or domain trust issues caused by time skew. 



2.​ Use the forest root domain PDC emulator as the ultimate source: 
○​ By design, Active Directory domain controllers sync from the PDC emulator; it, in 

turn, syncs from a reliable external source. 
3.​ Security and authentication: 

○​ In more advanced or highly regulated environments, you might use NTP 
authentication (e.g., using keys). 

○​ However, for most homelab or typical enterprise setups, simply restricting access 
to your internal network is sufficient. 

4.​ Monitor for clock drift: 
○​ Even with NTP, clock drift can happen if the NTP server is unreachable for 

extended periods. Chrony is more resilient than older ntpd because it handles 
intermittent connectivity better. 

○​ You can integrate monitoring tools (e.g., Nagios, Prometheus) to keep an eye on 
time offsets. 

5.​ Keep fallback servers: 
○​ If your domain controllers ever become inaccessible, it can be useful to have one 

or two public fallback servers. 
○​ However, be aware that mixing multiple time sources can introduce small offsets 

if not carefully configured. 

 

6. Example Chrony Configuration 

Below is a simple /etc/chrony/chrony.conf example specifically targeting your DCs 
192.168.0.232 and 192.168.0.231: 

conf 
CopyEdit 
# /etc/chrony/chrony.conf 
 
# Use Windows DCs for time 
server 192.168.0.232 iburst 
server 192.168.0.231 iburst 
 
# Fallback to public servers (optional, comment out if not needed) 
# server 0.pool.ntp.org iburst 
# server 1.pool.ntp.org iburst 
 
# Allow machines on local network to query this host (optional) 
# allow 192.168.0.0/24 
 



# Ignore other unknown connections 
deny all 
 
# Stratum and drift file 
driftfile /var/lib/chrony/chrony.drift 
rtcsync 
 
# Enable kernel synchronization of the RTC (Real Time Clock) 
rtcsync 
 

After editing: 

bash 
CopyEdit 
sudo systemctl restart chrony 
chronyc sources -v 
 

You should see the two Windows servers in the list, and once stabilized, Chrony will be 
reporting those as the reference. 

 

Conclusion 
Best practice in an enterprise (and homelab AD-like) environment is to let Active Directory 
handle time synchronization hierarchy and have all Linux hosts point to the DCs (or the 
domain’s primary PDC emulator server) for NTP. On Debian 12.8, using Chrony with a 
straightforward configuration that points to your two DCs is both stable and robust. This ensures 
that the Linux host’s clock remains consistent with the rest of your Windows domain, which is 
critical for Kerberos, domain membership, and other time-sensitive services. 
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