Configurarea unei retele cu VLAN-uri si
Spanning-Tree Protocol

In acest laborator sunt ilustrati pasii pentru configurarea unor VLAN-uri, comunicarea

acestora cu un router printr-o linie de tip trunk si configurarea STP in scopul directionarii
traficului de retea pe un traseu dorit intr-o retea de switch-uri.
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Figura 1 Reteaua initiala

VLAN-urile pot avea id-uri intre 0 si 4096. Dintre acestea, VLAN 0 este rezervat cadrelor
care nu sunt etichetate, dar necesita marcaje de prioritate (PCP) iar VLAN 4095 este

rezervat pentru uz intern intr-un comutator sau punte si nu trebuie sa apara in retea.
Celelalte pot fi utilizate fara restrictii.
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Figura 2 Delimitarea zonelor de broadcast din retea



Avem reteaua din Figura 1 in care am identificat 4 mari zone de broadcast (retele):
reteaua 1.0.0.0/8 plasat in VLAN 10, reteaua 2.0.0.0/8 de VLAN 20 si reteaua 3.0.0.0/8
aflata intre cele 2 routere si zona 4.0.0.0 intre router-ul final si server. Legatura intre

Switch O si Router O este de tip trunk si este traversata de pachete atat din reteaua
1.0.0.0 cat si din 2.0.0.0.

Primul pas in configurarea retelei este de a seta IP-urile la PCO, PC1 si Server0. Pentru
a face asta, dam click pe ele, apoi intram la Desktop si IP Configuration.

® pco - o x ® pct o X
Physical Config DesktcE Programming  Attributes Physical Config DesktoE Programming  Attributes
IP Configuration - IP Configuration °
Interface FastEthernet0 v Interface FastEthenet0
IP Configuration IP Configuration
O DHCP © Static O DHCP © Static
IPv4 Address [1.003 | IPv4 Address [2002 |
Subnet Mask [255.0.0.0 | Subnet Mask [256.0.0.0 |
Default Gateway ‘2 0.0.1 ‘ Default Gateway ‘2 0.0.1 ‘
DNS Server [4.002 ] DNS Server [4.0.02 ]
IPv6 Configuration IPv6 Configuration
O Automatic @© Static O Automatic © Static
IPv6 Address ‘ ‘ ! ‘ ‘ IPv6 Address ‘ ‘ ! ‘ ‘
Link Local Address  [FE80::290:21FF:FEE0:9862 ] Link Local Address ~ |FE80:206:2AFF:FE20:5017 ]
Default Gateway ‘ ‘ Default Gateway ‘ ‘
DNS Server [ ] DNS Server [ |
802.1X 802.1X
OUse 802.1X Security O Use 802.1X Security
: : MDE v i i MDE
OTop O Top
® Serverd - o X
Physical Config Services Desktop Programming Attributes
~
IP Configuration
IP Configuration
O DHCP ® Static
IPv4 Address (4002 |
Subnet Mask 256.0.0.0 |
Default Gateway ‘4‘0.0‘1 ‘
DNS Server [4.0.0.2 |
IPv6 Configuration
O Automatic @® Static
IPv6 Address \ 1] |
Link Local Address ‘FEBO::ZSO:SCFF:FE%:CDﬂB ‘
Default Gateway ‘ ‘
DNS Server ‘ ‘
802.1X
O Use 802.1X Security
Authentication MD5
L1
O Top

Apoi, pentru a configura VLAN-ul, se da click pe primul Switch, apoi Config si intram la
VLAN Database:



B Switchd - O x

Physical Config CLI  Attributes

GLOBAL ) Global Settings
Settings
Algorithm Settings Display Name | SwitchD
SWITCHING Hostname Switch
Serial Number | Serial Number
NTERFA NVRAM Erase Save
St EIEU Startup Config | Load... Export
FastEthernet0/2
FastEthernet0/3 Running Config Export... Merge...
FastEthernet0/4
FastEthernet0/5
FastEthernet0/6
FastEthernet0/7

FastEthernet0/8 |.

Equivalent |I0S Commands

SLINE-5-CHANGED: Interface FastEthernet0/2, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/2, changed state to up

OTop

Pentru adaugarea unui VLAN, ii atribuim mai intai un Numar/Ild (aici vom folosi 10 si 20),
un nume si apasam pe butonul Add. Acesta este rezultatul final

¥ Switcho - m} X

Physical _Config CLI  Attributes

GLOBAL 2 VLAN Configuration
Settings VLAN Number 20
Algorithm Settings VLAN Name Vlan20
SWITCHING Add | [Remove]
VLAN Database | | 'VLANNo VLAN Name
INTERFACE ’ default
FastEthernet0/1 10 Vian10
FastEthernet0/2 20 Vian20
FEElE e 1002 fddi-default
FastEthemet0/4 1003 token-ring-default
FastEthemet/S | | 1004  tddinet-default
FastBthemnet0/6 | 1005 tmet-defaul
FastEthernetQ/7
FastEthernet0/8 |.

Equivalent IOS Commands
Switch (config) #vlan 10
Switch(config-vlan)$# name VlanlO
Switch(config-vlan)#vlan 20
Switch(config-vlan)# name Vlan2(
Switch (config-wlan)$ e

OTop

Urmatorul pas este adaugarea VLAN-urilor ce le corespund lui Fast Ethernet0/ 1 si Fast
Ethernet0/ 2 in sectiunea Interface, iar la Fast EthernetO/ 3 vom selecta tipul Trunk.



B Switchd

Physical Config CLI Atftributes

GLOBAL 2
Settings
Algorithm Settings
SWITCHING
VLAN Database
INTERFACE
FastEthernet0/1 |
FastEthernet0/2
FastEthernet0/3
FastEthernet0/4
FastEthernet0/5
FastEthernet0/6
FastEthernet0/7
FastEthernet0/8 |.

Port Status
Bandwidth
Duplex

Access

Tx Ring Limit

FastEthernet0/1

1 On
10 Mbps H Auto
Full Duplex M Auto

100 Mbps
Half Duplex

~ VLAN[10 -

ED 1:default . ]
10:Vlan10

[120:Vlan20 .

Equivalent |IOS Commands

Switch|config-if) #switchport access wlam 20
Switch(config-if)#

Switch(config-if) fexit

Switch{config) #interface FastEthernet0/l
Switch(config-if)$

O Top

¥ Switch

Physical Config CLI  Attributes

GLOBAL =
Settings
Algorithm Settings
SWITCHING
VLAN Database
INTERFACE
FastEthernet0/1
FastEthernet0/2 |
FastEthernet0/3
FastEthernet0/4
FastEthernet0/5
FastEthernet0/6
FastEthernet0/7
FastEthernet0/8 |.

Port Status
Bandwidth
Duplex

Access

Tx Ring Limit

FastEthernet0/2

1 On
10 Mbps M Auto
Full Duplex i Auto

100 Mbps
Half Duplex

~ VLANI20 -

ED 1:default ]
0 10:V1an10

20:Vlan20 "

Equivalent |I0S Commands

Switch(config) #interface FastEIthermetd/l

Switch{config) #interface FastEthernetd/2
Switchlconfig-ifl$

O Top




B switchd

Physical Config CLI  Attributes

GLOBAL ~
Settings
Algorithm Settings
SWITCHING
VLAN Database

Port Status
Bandwidth
Duplex

FastEthernet0/3

M On
100 Mbps © 10 Mbps & Auto
Half Duplex ' Full Duplex & Auto

INTERFACE
FastEthernet0/1

__\Lan(i ]

10 |

FastEthernet0/2
| FastEtherneto/3 |
FastEthernet0/4
FastEthernet0/5
FastEthernet0/6
FastEthernet0/7
FastEthernet0/8 |.

Equivalent IOS Commands
— =

Swi erface FastEthernet0/2

In continuare, configuram trunk pentru interfata care duce la
Router0. Acest lucru se face dand click pe el si intrand la CLI.

Daca apare intrebarea “would you like to enter...”, scrieti “No”.
Daca apare “router>”, scrieti enable pentru a putea intra in

modul privilegiat si dati enter

Apoi se introduc comenzile listate mai jos, fiecare urmata de

enter:

conf terminal

int g0/0.10
encapsulation dot1qg 10
ip add 1.0.0.1 255.0.0.0
int g0/0.20
encapsulation dot1qg 20
ip add 2.0.0.1 255.0.0.0
exit

int g0/0




® NO sh

In continuare vom seta next hop-urile la routerele pe care le
avem. Pentru a face asta, dam click pe ele si intram la Static de la
Sectiunea Routing

¥ Routerl - ] X

Physical Config CLI  Attributes

GLOBAL Global Settings
Settings
Algorithm Settings Display Name |Router? |
ROUTING . | Hostname |Router |
| Static _.:J NVRAM Erase Save
RIP Startup Config | Load... Export...
SWITCHING . )
VLAN Database Running Config Export.... Merge...
INTERFACE
GigabitEthernet0/0
GigabitEthernet0/1
GigabitEthernet0/2

Equivalent |IOS Commands

Router gconfigure terminal ~
E ration commands, one per line. End with CNTL/Z.

Acum trebuie sa urmarim pentru fiecare router retelele pe care nu
le cunoaste. Router1 nu cunoaste 1.0.0.0 si 2.0.0.0, iar Router0
nu cunoaste 4.0.0.0. Reteaua necunoscuta este reteaua cea mai
indepartata, care nu este vecina cu router-ul respectiv.

La Network vom avea numele retelei necunoscute, la Mask,
masca in functie de IP-ul pe care I-am primit si la Next Hop,
primul IP al urmatorului Router spre reteaua necunoscuta (daca
facem Next Hop la Router 0, reteaua necunoscuta va fi 4.0.0.0,
iar primul IP pe care il intalnim spre aceasta este 3.0.0.2)



? Routerl

Physical Config CLI

Attributes

GLOBAL
Settings
Algorithm Settings
ROUTING

| Static

RIP
SWITCHING
VLAN Database
INTERFACE
GigabitEthernet0/0
GigabitEthernet0/1
GigabitEthernet0/2

Static Routes

Network 2.0.0.0

Mask  255.0.0.0

Next Hop 3.0.0.1

Add

Network Address
1.0.0.0/8 via 3.0.0.1
2.0.0.0/8 via 3.0.0.1

Equivalent |IOS Commands

Remove

Router(config)$
Router (config)#
Router(config)$
Router (config)#
Router (config)

Router (config) #

Router (config) #ip route 1.0.0.0 255.0.0.0 3.0.0.1
Router (config) #ip route 2.0.0.0 285.0.0.0 3.0.0.1

O Top

¥ Routerd

Physical Config CLI

GLOBAL
Settings
Algorithm Settings
ROUTING

| Static |

RIP
SWITCHING
VLAN Database
INTERFACE
GigabitEthernet0/0
GigabitEthernet0/1
GigabitEthernet0/2

Equivalent I0S Commands

Attributes

Static Routes

Network [4.0.0.0

Mask  [255.0.0.0

Next Hop [3.0.0.2

Add

Network Address
4.0.0.0/8 via 3.0.0.2

Remove

Routerrenable
Routerd
Routerfconfigure terminal

Router (config) §

Router (config) g

Router (config) gip route 4.0.0.0

Enter configuration commands, one per line. End with CNTL/Z.

255.0.0.0 2.0.0.2

O Top




Pentru a configura IP-urile Routerelor, mai intai ne uitam cate fire
ies din acestea. Fiecare are 2, deci vom configura doar Gig0/0 si
Gig0/1 care se gasesc in Config si INTERFACE

¥ Router! - O *

Physical Config CLI  Attributes

GLOBAL GigabitEthernet0/0
Settings
Algorithm Settings Port Status HOn
Bandwidth © 1000 Mbps ' 100 Mbps ©' 10 Mbps & Auto
ROUTFNG Duplex Half Duplex © Full Duplex & Auto
Static MAC Address 0060.701C.C901
RIP
IP Configuration
SMMENELIHNG IPv4 Adc?ress
M Subnet Mask
| INTERFACE \
Tx Ring Limit 10

GigabitEthernet0/1

( | GigabitEthernet0/0 |
~] GigabitEthernet0/2 /

Equivalent I0S Commands

Router (config-if)# ~
Router | ig-if) g

Router (config-if) fexit

Router (config) #interface GigabitEthernetl/0

Router (config-if)$# i

O Top

ATENTIE: Numerele interfetelor Gigabit pe care le configuram aici
trebuie sa corespunda cu cele din Figura 1

Dupa ce adaugam IP-ul, vom bifa casuta de On, apoi continuam
cu urmatorul Gig. Masca va fi mereu adaugata automat. La
Router0 nu mai trebuie completat Gig0/0 pentru ca este
configurat din linia de comanda ca si Trunk



¥ Router! - O *

Physical Config CLI Attributes

GLOBAL GigabitEthernet0/0
Settings C
Algorithm Settings Port Status — )
Bandwidth © 1000 Mbps ' 100 Mbps ' 10 Mbps & Auto
ROUTFNG Duplex Half Duplex © Full Duplex M Auto
Static MAC Address 0060.701C.C901
RIP
IP Configuration
St IPv4 Address 3.0.0.2
VLAN Database Subnet Mask 255.0.0.0
INTERFACE
| GigabitEthernet0/0 | || Tx Ring Limit 10

GigabitEthernet0/1
GigabitEthernet0/2

Equivalent IOS Commands
Router (config-if)§ ~
%LINFE-5-CHARNGED: Interface GigabitEthernetd/0, changed state to up

$LINEFROTC-5-UPDOWN: Line protocol on Interface GigabitEthernetd/0, changed state to up

O Top

Daca ne uitam la reteaua din Figura 1, putem observa ca traficul
circula prin sagetile verzi, iar cea portocalie il opreste. Pentru ca
traficul sa circule, trebuie sa ii dam prioritate switch-ului respectiv.
Acest lucru se face din CLI, folosind urmatoarele comenazi:

e enable
e configure terminal
e spanning-tree vlan 1 root primary

Dupa aproximativ 50 de secunde, indicatorul starii interfetei va
trece din culoarea portocalie in cea verde si traficul va fi permis.
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