
1.1 Analysis of the Web Application Functionality 

 

Figure 1.1 shows the registration form, which the user must complete in full; 

otherwise, an appropriate message will be displayed. 

 

 
Figure 1.1 – Registration Form 

 

Additionally, the user can register using an alternative method through the 

Google service (Figure 1.2). 

 

 



Figure 1.2 – Google Registration 

 

After continuing with registration, the user needs to fill out brief information 

about themselves to ensure the application functions correctly in the future (Figure 

1.3). The advantage of registering through Google is that you do not need to go 

through and confirm your address. 

 

 
Figure 1.3 – Google Registration Form 

 

If the user does not wish to register via Google services, they need to fill out 

the form (Figure 1.1). After this, the user will see a message (Figure 1.4). An email 

with further information will also be automatically sent to the user (Figure 1.5). After 

confirmation, the user will see a corresponding message (Figure 1.6). 

 

 
Figure 1.4 – Further Actions Information 



 

 
Figure 1.5 – Registration Confirmation Message 

 

 
Figure 1.6 – Successful Email Confirmation Message 

 

After successful registration, the user has several options. The first option is to 

log in to their account (Figure 1.7). Also, if the user registered using Google services, 

they should log in using Google services as well. The second option is to reset the 

password if the user has forgotten it (Figure 1.8). The third option is to resend the 

confirmation email (Figure 1.9). 

 



 
Figure 1.7 – Login Form 

 

 
Figure 1.8 – Forgot Password Form 

 

 
Figure 1.9 – Resend Confirmation Form 

 



If the user needs to reconfirm the password, they should fill out the form 

(Figure 1.9) and follow the same instructions provided in Figures 1.4 – 1.6. If the user 

forgets the password, they can use the appropriate function (Figure 1.8). The user 

should then follow the on-screen instructions. Initially, a message will inform the user 

that the email has been successfully generated and to check their address (Figure 

1.10). After viewing the message in their email (Figure 1.11), the user needs to follow 

the link and complete the appropriate form to change the password (Figure 1.12). 

 

 
Figure 1.10 – Further Actions Information 

 

 
Figure 1.11 – Password Reset Message 

 



 
Figure 1.12 – New Password Entry Form 

 

After registration, the user is redirected to the application's home page (Figure 

1.13). By default, the user has the role of a student; it will be demonstrated later how 

to change the role. 

 

 
Figure 1.13 – Home Page 

 

The user needs to fill out additional information about themselves by going to 

the profile section by clicking on the relevant link, specifically "Hello student 



name_student" (Figure 1.14). Next, the user must complete the additional 

information. After filling out and saving the information, the user will see a 

corresponding success or error message (Figure 1.15). 

 

 
Figure 1.14 – User Profile 

 



 
Figure 1.15 – Updating User Profile Information 

 

Photos are stored on Google Drive (Figure 1.16), and links to them and their 

subsequent display in the profile are managed through the links saved in the database. 

 

 
Figure 1.16 – User-uploaded Photo on Google Drive 

 

In the profile settings, the user can also change the password by filling out the 

appropriate fields (Figure 1.17). 

 



 
Figure 1.17 – Change Password Form in Profile 

 

In the external logins tab, available external services should be displayed so 

that the user can add or remove external logins (Figure 1.18). 

 

 
Figure 1.18 – External Logins 

 

In today's world, security is paramount, which is why users will have the 

option to add two-step verification for subsequent logins (Figure 1.19). To set up 

two-step verification, users need to download the Google Authenticator app, scan the 

barcode, and enter the code displayed on their smartphone (Figure 1.20). After filling 

in this information, users need to save the recovery code in a secure location (Figure 

1.21). Users can manage two-step verification as they wish (Figure 1.22). When 



attempting to log in to the account, users will need to obtain a code from the app or 

use one of the recovery codes (Figure 1.23). 

 

 
Figure 1.19 – Two-Step Verification 

 

 
Figure 1.20 – Two-Step Verification Setup 

 

 
Figure 1.21 – Successful Verification Setup and Recovery Codes 



 

 
Figure 1.22 – Available User Actions 

 

 
Figure 1.23 – Account Login after Adding Two-Step Verification 

 

After the user marks the device as trusted (Figure 1.23), an additional option 

appears to forget the login for a specific machine and only log in using the code from 

the app (Figure 1.24). 

 



 
Figure 1.24 – Disabling Trusted Device 

 

If the user no longer needs the recovery codes, they can simply reset them by 

selecting the appropriate option from the available ones (Figure 1.22). After clicking 

reset code, the program warns the user about the consequences (Figure 1.25). 

However, the user can generate them again if needed. 

 

 
Figure 1.25 – Warning about Consequences of Resetting Recovery Codes 

 

The user can also disconnect from Google Authenticator by selecting the 

appropriate option from the available menu (Figure 1.22). The program will again 

warn about the consequences of this disconnection (Figure 1.26). 

 

 
Figure 1.26 – Warning about Consequences of Disconnecting the App 

 



The user can also disable two-step verification by selecting the appropriate 

option from the available menu (Figure 1.22). The program will again warn about the 

consequences of this disconnection (Figure 1.27). 

 

 
Figure 1.27 – Warning about Consequences of Disabling Two-Step Verification 

 

The next menu item is downloading personal data (Figure 1.28). After opening 

the downloaded file, the user can see their data, which is generated based on the 

database table (Figure 1.29). 

 

 

Figure 1.28 – Download Personal Data 

 

 
Figure 1.29 – Display Personal Data 

 



To change their role from student to teacher, the user needs to fill out a form 

(Figure 1.30). Afterward, it is sent to the admin for review, and they either approve or 

reject the application. 

 

 
Figure 1.30 – Role Change Form 

 

After examining all the profile sections in detail, you can return to the home 

page. To allow users to see interesting courses, a special method has been written that 

randomly returns 30 courses from the database. To avoid cluttering the home page, 

pagination has been added, ensuring a pleasant interface (Figure 1.31). 

 

 



Figure 1.31 – Recommended Courses 

 

To register for a course, the user needs to click the "View" button and fill out 

the appropriate form (Figure 1.32). After successfully registering for the course, the 

user can view information about the participants (Figure 1.33) and see the attendance 

schedule (Figure 1.34). 

 

 
Figure 1.32 – Course Registration Form 

 
Figure 1.33 – Course and Participant Information 

 



 
Figure 1.34 – Attendance Schedule 

On the courses page, only the courses the user has successfully registered for 

are available (Figure 1.35). 

 

 
Figure 1.35 – Courses Page Display 

 

After reviewing the functionality for a user with a student role, we can proceed 

to examine the functionality for a user with a teacher role. We go to the profile to 



view the settings (Figure 1.36). As we can see, unnecessary fields for completion 

have been removed, and there is no option to upload a photo. 

 

 
Figure 1.36 – Teacher Role User Profile 

 

Returning to the home page, we can notice that a button has appeared to edit 

course information (Figure 1.37). It should be noted that you can only edit 

information about a course that you are the author of. Also, only the course owner 

can remove users from their course (Figure 1.38). 

 



 
Figure 1.37 – Edit Button in Course 

 

 
Figure 1.38 – Course View from the Course Owner's Perspective 

 



By going to the courses tab, we can see that the option to create courses has 

also appeared (Figure 1.39). By filling out the appropriate form (Figure 1.40), the 

user creates a new course (Figure 1.41). 

 

 
Figure 1.39 – Courses Page from the Teacher's Perspective 

 

 
Figure 1.40 – Course Creation Form 

 



 
Figure 1.41 – Created Course Display 

 

The teacher has the ability to update course information by filling out the 

appropriate form in case of an error or expiration of the course (Figure 1.42). 

 



 
Figure 1.42 – Course Information Update Form 

 

The teacher also has the responsibility, which must be fulfilled for the correct 

operation of the WinForms application, to create a schedule for a class, or in other 

words, to link a specific class to a specific course. By going to the schedule tab, the 

user sees the schedule they have already created (Figure 1.43). After this, the user can 

create a new time slot for a specific course by filling out the appropriate field (Figure 

1.44). The user also has the option to edit a class in the schedule by filling out the 

appropriate field (Figure 1.45). Finally, the user can delete a class in the schedule 

(Figure 1.46). 

 

 
Figure 1.43 – Schedule Page 

 



 
Figure 1.44 – Schedule Creation Form 

 

 
Figure 1.45 – Schedule Information Update Form 

 

 
Figure 1.46 – Schedule Deletion Form 



 

The administrator's role in this project is very minimal, as their job is only to 

review and either approve or reject applications. The admin panel can be seen in 

Figure 1.47. 

 
Figure 1.47 – Admin Panel 
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