
 
 
Web Application 1: Your Wish is My Command Injection 
 
Screenshot Results: 
 

 

 



 

 

 



 

 



 
 
Mitigation: 
 1. Set up limitations or input validation that will block certain characters. 
 2. Implement access control configurations within the server  
 
 
 
Web Application 2: A Brute Force to Be Reckoned With 
 



Screenshot Results: 

 
 

 
 



 

 
 
Mitigation:  
1. A good practice would be to block failed log-in after a specified number of 
attempts 
2. Use a multi-factor authentication software such as “Authenticator” to help with 
such brute force attacks. 
 
 



Web Application 3: Where’s the BeEF? 
 
Screenshot Results: 

 

 
 



 

 



 

 



 
 
Mitigation:  
1. Input validation could be used to help prevent this type of attack 
2. Implement a type of patch management system or even create a user training 
program for employees to help prevent this type of attack within an organization. 
 
 


	 

