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#H## AWS
e ELB(Elastic Load Balancing) i3 Jls & £3&

m  Multi Target2 H& 2 = input traffic Xt& =4+ (in one or more AZ)
¢ Target: EC2 instance(VM), Container 2 IP Address S
& Target2 & FJHAMM Jts

m  Z2LIEE the health of its registered Targets

m Healthy Target@ 2 E2fE S 2}RE
¢ App2| availability and fault tolerance &t

m Incoming traffic #4301l (& LB(Load Balancer) Scaling Xl =

¢ =2 =2 Workload0fl 8t= auto scaling

e ELBJ} H30t= LB(Load Balancer) &

m__Classic LB: Be retiring on 2022/04/15(=)
e | e H | I]
ik ife

TTTTT

m  Application LB(ALB)
m Network LB(NLB) (1 ¢S CH&t

m Gateway LB



Elastic Load Balancing - Version 1

User Guide for Classic Load Balancers

Use Classic Load Balancers with applications in the
EC2-Classic network.

HTML | PDF | Kindle [3 | GitHub [

#VPCO|| | =

User Guide for Network Load Balancers

Elastic Load Balancing - Version 2
User Guide for Application Load Balancers User Guide for Gateway Load Balancers

Use Gateway Load Balancers to deploy, scale, and
manage virtual appliances, such as firewalls.

HTML | PDF | GitHub [2

Use Network Load Balancers for TCP, UDP, and TLS
traffic where extreme performance is required.

HTML | PDF | GitHub [2

Use Application Load Balancers for HTTP and HTTPS
traffic. The load balancer routes based on the content
of the request.

HTML | PDF | Kindle [4 | GitHub [4

ref) https://docs.aws.amazon.com/elasticloadbalancing/index.html

m &1 ‘Create Load Balancer’ i 22 Al A3

Load balancer types

Application Load Balancer info

Choose an Application Load Balancer when
you need a flexible feature set for your
applications with HTTP and HTTPS traffic.
Operating at the request level, Application
Load Balancers provide advanced routing and
visibility features targeted at application
architectures, including microservices and
containers.

Network Load Balancer info

L~ 7TAVPC
' H
’

= | &

\ VPCe

Choose a Network Load Balancer when you
need ultra-high performance, TLS offloading
at scale, centralized certificate deployment,
support for UDP, and static IP addresses for
your applications. Operating at the
connection level, Network Load Balancers are
capable of handling millions of requests per
second securely while maintaining ultra-low
latencies.

Gateway Load Balancer info

Choose a Gateway Load Balancer when you
need to deploy and manage a fleet of third-
party virtual appliances that support GENEVE.
These appliances enable you to improve
security, compliance, and policy controls.



https://docs.aws.amazon.com/elasticloadbalancing/index.html
https://us-east-2.console.aws.amazon.com/ec2/v2/home?region=us-east-2#SelectCreateELBWizard:

Lambda

ELB

IGW
! m Public subnet

ELB

(internet-facing)

(internal)

Ashish Patel

ref)

https://medium.com/awesome-cloud/aws-elastic-load-balancer-elb-overview-introduction-to-aws-elb-alb-nlb-gwlb-282

e | B(Load Balancer)

Feature

Load Balancer type

Target type

Terminates flow/proxy
behavior

Protocol listeners

Reachable via

Supported
network/Platforms

Health Checks

Support for fully private
EKS clusters

ST

=R JI

or

Application Load
Balancer

Layer 7

IP, Instance, Lambda

Yes

HTTP, HTTPS, gRPC

VIP

VPC

HTTPR, HTTPS, gRPC

v

S

Network Load
Balancer

Layer 4

IP, Instance,
Application Load
Balancer

Yes

TCP, UDP, TLS

VIP

VPC

TCP, HTTP, HTTPS

v

Gateway Load
Balancer

Layer 3 Gateway +
Layer 4 Load Balancing

IP, Instance

No

IP

Route table entry

VPC

TCP, HTTP, HTTPS

ref) https://aws.amazon.com/elasticloadbalancing/features/#Product comparisons

Classic Load
Balancer

Layer 4/7

Yes

TCP, SSL/TLS, HTTP,
HTTPS

EC2-Classic, VPC

TCP, SSL/TLS, HTTP,
HTTPS


https://medium.com/awesome-cloud/aws-elastic-load-balancer-elb-overview-introduction-to-aws-elb-alb-nlb-gwlb-e2820fe8fe27
https://medium.com/awesome-cloud/aws-elastic-load-balancer-elb-overview-introduction-to-aws-elb-alb-nlb-gwlb-e2820fe8fe27
https://aws.amazon.com/elasticloadbalancing/features/#Product_comparisons

e NLBIR
m OSl4 Layer E2HT H O
m BSXIUE

Client [ LBJ} client connection request ==&1 [1 Target GroupOll M Target 4 &4 (w/ default rule)

0 Listener &8 0l & 2|=l TCP:Port=Z connection Al &

m Load Balancing &<
¢ AZMode: &2 AZ &0fl 024 Load Balancer Node & & 3t(4 traffic =4+ X2l
¢ Cross-zone Mode: ({24 AZ0ll Z2XH A S= = Targetl traffic 4 X 2l
o AHEUEH
m Nl and static IP X}S & & (by AWS)
¢ ELB= AFEXDF &8 8 AZ0l NI(Network Interface)E 44 4 StC}.
¢ AZS| 2! Load Balancer Node= 2445t NIE AIEGH( Static IPE & Z &t
e Internet-facing LB2| &<, User= Subnet & EIPE &Y & =& UL
m Target Typel Target S5
¢ Target Group 44 Al Target Type= & & & A& SHCL.
¢ Target TypeOfl (t2} TargetS SEot= Y0l 2=
¢ Target Type SF
e Instance ID Type: Client2| Source IPE 22t & User App0il Xl =S Ct.
e |P Address Type: Source IP= LB NodeQ private IP =20 Ct.

e ALB Type: Client2 Source IPJ} 22 %0 User Appil XIS &I Ch.

n NE2USE &

For TCP traffic, the load balancer selects a target using a flow hash algorithm based on the
protocol, source IP address, source port, destination IP address, destination port, and TCP
sequence number. The TCP connections from a client have different source ports and sequence
numbers, and can be routed to different targets. Each individual TCP connection is routed to a
single target for the life of the connection.

ref) hitps://docs.aws.amazon.com/elasticloadbalancing/latest/network/introduction.html


https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/introduction.html

Create a load balancer using CreateLoadBalancer.
Create a target group using CreateTargetGroup.

Register targets for the target group using RegisterTargets.
Create one or more listeners for your load balancer using CreatelListener.

X Listener =2 22
. Client22H HAZ RE(request)=S checkstLCl.
. UserJl & &8t Protocol, IP2F Port &

&

. 2F YMA| Target Groupl & ML EHC

3 Target Group =2 92

tLE Ol &Sl SEE Targete s HZ 2
FLE2| Target2 O 24 Target GroupOl
. 6tL+2| Target Group2 GtLIS| NLBO|

Ol

Ol

¥ Health Check 2t Target Group
. Health Check= Target Group (&2 2 &
. Health Check
. Health Check

= 5t}
2 = TargetOll CHoll ==&t

C

sxe st SHCH.

[T I w—

Target Group0il

< (=)
Listener Rule(?)Z & 2| &t

A

1L
o
282 2

ref) https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/\Welcome.html (2022/4/12)

AR EXH 2 API

1.
2.

Delete the load balancer using DeleteLoadBalancer.
Delete the target group using DeleteTargetGroup.

AL J0IE
¢ Console Jt0| =: Getting started with Network Load Balancers
¢ CLI Jt0l =: Tutorial: Create a Network Load Balancer using the AWS CLI


https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_CreateLoadBalancer.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_CreateTargetGroup.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_RegisterTargets.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_CreateListener.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_DeleteLoadBalancer.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_DeleteTargetGroup.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/network-load-balancer-getting-started.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/network-load-balancer-cli.html
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Basic configuration
€ Scheme & &8: Internet-facing(External) | Internal

€ |IP address £t & &4: IPv4 | Dualstack(IP4 and IP6)

Basic configuration

Load balancer name
Name must be unique within your AWS account and cannot be changed after the load balancer is created.

powerkim-lb-test

A maximum of 32 alphanumeric characters including hyphens are allowed, but the name must not begin or end with a hyphen.

Scheme
Scheme cannot be changed after the load balancer is created.

© Internet-facing

An internet-facing load balancer routes requests from clients over the internet to targets. Requires a public subnet. Learn more [/

O Internal
An internal load balancer routes requests from clients to targets using private IP addresses.

IP address type Info
Select the type of IP addresses that your subnets use.

O IPva

Recommended for internal load balancers.

() Dualstack
Includes IPv4 and IPv6 addresses.

m  Network mapping

¢ VPC &4, AZ & Subnet 101 Ol&f &€



Network mapping info

The load balancer routes traffic to targets in the selected subnets, and in accordance with your IP address settings.

VPC
Select the virtual private cloud (VPC) for your targets. Only VPCs with an internet gateway are enabled for selection. The selected VPC cannot be changed after the load balancer is create
confirm the VPC for your targets, view your target groups [4.

(EKS)pwerkim-cluster C
v

vpc-B36f39ea
IPv4: 172.31.0.0/16

Mappings
Select at least one Availability Zone and one subnet for each zone. We recommend selecting at least two Availability Zones. The load balancer will route traffic only to targets in the select
Availability Zones. Zones that are not supported by the load balancer or VPC cannot be selected. Subnets can be added, but not removed, once a load balancer is created.

us-east-2a

Subnet

‘ subnet-bbe5c3d2 v

IPv4 settings

IPv4 address

‘ Assigned by AWS v

|| us-east-2b

| us-east-2c

m Listeners and routing

& Protocol 2 &€ TCP | TCP_UDP | TLS | UDP

Listeners and routing info

A listener is a process that checks for connection requests, using the protocol and port you configure. Traffic received by the listener is then routed per your specification.

¥ Listener TCP:80 Remove

Protocol Port Default action  Infe

TCP & || BO ‘ ‘Forwardto Select a target group V‘ ‘ G ‘

TCP 1-65535 Create target group [A

—— TCP_UDP

E LS

upp

¢ Target Group M4 | L &H



Listeners and routing info

A listener is a process that checks for connection requests, using the protocol and port you configure. Traffic received by the listener is then routed per your specification.

¥ Listener TCP:80

Protocol Port Default action Infe
Tcp v |:| 80 Forward to A C
1-65535 Create target| Q| |
k8s-default-hostname-bf64ba8561 TCP

Target type: Instance, [Pv4
Add listener

m Tags — optional

» Tags - optional

Consider adding tags to your load balancer. Tags enable you to categorize your AWS resources so you can more easily manage them. The 'Key' is required, but "Value' is optional. For
example, you can have Key = production-webserver, or Key = webserver, and Value = production.

= Summary

Summary

Review and confirm your configurations. Estimate cost [

Basic configuration Edit Network mapping Edit Listeners and routing Edit Tags Edit
powerkim-lb-test VPC vpc-836f39ea [ * TCP:80 defaults to None
« Internet-facing (EKS)pwerkim-cluster kBs-default-hostname-bfe4bagse1 [A
\Pva * us-east-2a
* |Pv
subnet-bbe5c3d2 [
Attributes

@ Certain default attributes will be applied to your load balancer. You can view and edit them after creating the load balancer.

m NLBMA F

e
[=)

0
Ho

¢ Table 2= 2°f = Field
e Name / DNS name / State / VPC ID / Availability Zones / Type / Create At/ Monitoring
¢ AHNREHE

e Basic Configuration



Description Listeners Monitoring Integrated services Tags

Basic Configuration

Name powerkim-lb-test
ARN arn:aws:elasticloadbalancing:us-east-2:635484366616:1oadbalancer/net/powerkim-lb-test/7 86b56fedfa

DNS name powerkim-lb-test-786b56fedfa9d2e7 elb.us-east-2. amazonaws.com ()
(A Record)

State Active
Type network
Scheme internet-facing
IP address type ipv4

Edit IP address type

VPC vpc-836f3%ea (I

Availability Zones subnet-bbe5c3d? - us-east-2a (&
IPv4 address: Assigned by AWS

Edit subnets

Hosted zone ZLMOAITVPKANP

Creation time April 14, 2022 at 8:57:37 PM UTC+9

Attributes

Cross-zone & &4 Jis

Attributes
Deletion protection Disabled
Cross-zone load balancing Disabled
Access logs Disabled

Edit attributes

‘Edit attributes’ 22! = Cross-zone & &4 6t™: Regional data transfer charge & 12



Console J| Bt Target group 244 &

Edit load balancer attributes

Deletion protection () O Enable

Cross-zone load balancing (D Enable

Regional data transfer charges may apply when cross-zone load balancin
enabled. See the documentation for more information.

Access logs () O Enable

o>

SHHIOIXI Ol St =M 2 €& = Next (Register targets)

Basic configuration

& Target Type & E4: Instances | IP addresses | Lambda function | ALB

Type <401l [t Next Ol =0t CHAON S ECtE



Basic configuration

Settings in this section cannot be changed after the target group is created.

Choose a target type

© Instances
« Supports load balancing to instances within a specific VPC.

» Facilitates the use of Amazon EC2 Auto Scaling [/} to manage and scale your EC2 capacity.

() IP addresses
* Supports load balancing to VPC and on-premises resources.
* Facilitates routing to multiple IP addresses and network interfaces on the same instance.
» Offers flexibility with microservice based architectures, simplifying inter-application communication.

* Supports IPv6 targets, enabling end-to-end IPv6 communication, and IPv4-to-IPvE NAT.

() Lambda function
« Facilitates routing to a single Lambda function.

* Accessible to Application Load Balancers only.

() Application Load Balancer
+ Offers the flexibility for a Network Load Balancer to accept and route TCP requests within a specific VPC.

+ Facilitates using static IP addresses and PrivateLink with an Application Load Balancer.

Target group name

A maximum of 32 alphanumeric characters including hyphens are allowed, but the name must not begin or end with a hyphen.

Protocol Port

|HTTP ":‘80

VPC

Select the VPC with the instances that you want to include in the target group.

(EKS)pwerkim-cluster
vpe-836f39ea v
IPv4: 172.31.0.0/16

Protocol version

O HTTPI
Send requests to targets using HTTR/1.1. Supported when the request protocol is HTTR/1.1 or HTTR/2.

) HTTPZ

R
Send requests to targets using HTTP/2. Supported when the request protocol is HTTP/2 or gRPC, but
gRPC-specific features are not available.

(' gRPC
Send requests to targets using gRPC. Supported when the request protocol is gRPC.

Protocol &l &: HTTP | HTTPS | TCP | TLS | UDP | TCP_UDP | GENEVE



Target group name

‘ powerkim-tg-test

A maximum of 32 alphanumeric characters including hyphens are allowed, but the name must not begin or end with a h

Protocol

Port

‘ TCP

A|:|SD

HTTP

HTTPS

h the instances that you want to include in the target group.

TCP

—cluster

TLS
— UDP
TCP_UDP

GEMNEVE

Health checks

/16

ks

d balancer periodically sends requests, per the settings below, to the registered targets to test their st

¢ Protocol & &4: TCP | HTTP | HTTPS

Health checks

The associated load balancer periodically sends requests, per the settings below, to the registered targets to test their status.

Health check protocol

TCP 'y

TCP

HTTP

—— HTTPS

alth check settings

¢ Protocol2 Advanced setting

e TCP Protocol



Health checks

The associated load balancer periodically sends requests, per the settings below, to the registered targets to test their status.

Health check protocol

TCP v
¥ Advanced health check settings Restore ¢
Port

The port the load balancer uses when performing health checks on targets. The default is the port on which each target receives traffi
load balancer, but you can specify a different port.

O Traffic port
() Override

Healthy threshold
The number of consecutive health checks successes required before considering an unhealthy target healthy.

2-10
Unhealthy threshold
The number of consecutive health check failures required before considering a target unhealthy.

3
2-10

Timeout
The amount of time, in seconds, during which no response means a failed health check.

10 seconds

Interval
The approximate amount of time between health checks of an individual target

() 10 seconds
0O 30seconds
10 or 30

HTTP Protocol



Health checks

The associated load balancer periodically sends requests, per the settings below, to the registered targets to test their status.

Health check protocol

HTTP v

Health check path
Use the default path of “/* to ping the root, or specify a custom path if preferred.

N

Up to 1024 characters allowed.

¥ Advanced health check settings Restore

Port
The port the load balancer uses when performing health checks on targets. The default is the port on which each target receives traff
load balancer, but you can specify a different port.

© Traffic port
() Override

Healthy threshold
The number of consecutive health checks successes required before considering an unhealthy target healthy.

2-10
Unhealthy threshold
The number of consecutive health check failures required before considering a target unhealthy.

3
2-10

Timeout
The amount of time, in seconds, during which no response means a failed health check.

5] seconds

Interval
The approximate amount of time between health checks of an individual target

10 seconds

© 30seconds
10 or 30

Success codes

The HTTP codes to use when checking for a successful response from a target. You can specify multiple values (for example, "200,202
of values (for example, "200-299").

200-399

HTTPS Protocol (HTTP2t Timeout 842t CHE)



Health checks

The associated load balancer periodically sends requests, per the settings below, to the registered targets to test their status.

Health check protocol

HTTPS v

Health check path
Use the default path of “/* to ping the root, or specify a custom path if preferred.

N

Up to 1024 characters allowed.

¥ Advanced health check settings Restore

Port
The port the load balancer uses when performing health checks on targets. The default is the port on which each target receives traff
load balancer, but you can specify a different port.

© Traffic port
() Override

Healthy threshold
The number of consecutive health checks successes required before considering an unhealthy target healthy.

2-10

Unhealthy threshold

The number of consecutive health check failures required before considering a target unhealthy.
5

2-10

Timeout
The amount of time, in seconds, during which no response means a failed health check.

10 seconds

Interval
The approximate amount of time between health checks of an individual target

() 10 seconds
© 30seconds
10 or 30

Success codes

The HTTP codes to use when checking for a successful response from a target. You can specify multiple values (for example, "200,202
of values (for example, "200-299").

200-399

Next button 22!

Register targets & & (Target Group Type &&10] (et & & Ol=It CHE)
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i GCP

o iR

Global
Global External ExttedrlgillHTTP(S) i!ﬁ SSL Proxy i’i TCP Proxy
HTTP(S) Load Balancing oad balancing Load Balancing Load Balancing

(classic)

Regional

%i'g]{;?gl) Eﬁféﬁal ﬁ Internal HTTP(S) Internal TCP/UDP ii;figi {EEQUDP
. Load Balancing Load Balancing . ‘

Balancing Balancing

ref) https://cloud.google.com/load-balancing/docs/load-balancing-overview?hl=ko
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