
Onboarding Checklist – DoiT EKS Lens 
 

​Kubernetes Permissions​
The individual completing the process will need to have Admin access in their 
Kubernetes account to deploy the DoiT agent in the cluster that’s being connected. 
 

​AWS Permissions ​
The following permissions are needed to create the CloudFormation Stack in AWS: 

○​ "iam:CreatePolicy", 

○​ "iam:DeletePolicy", 

○​ "iam:AttachRolePolicy", 

○​ "iam:DetachRolePolicy", 

○​ "iam:CreateRole", 

○​ "iam:DeleteRole", 

○​ "iam:PutRolePolicy", 

○​ "iam:DeleteRolePolicy", 

○​ "iam:ListRoles", 

○​ "iam:GetRole", 

○​ "iam:PassRole", 

○​ "iam:GetPolicy" 
 

○​ "s3:CreateBucket", 

○​ "s3:DeleteBucket", 

○​ "s3:PutLifecycleConfiguration", 

○​ "s3:GetLifecycleConfiguration" 
 

○​ "lambda:CreateFunction", 

○​ "lambda:UpdateFunctionCode", 

○​ "lambda:UpdateFunctionConfiguration", 

○​ "lambda:DeleteFunction", 

○​ "lambda:AddPermission", 

○​ "lambda:GetFunction", 

○​ "lambda:InvokeFunction" 
 

○​ "cloudformation:CreateStack",        

○​ "cloudformation:DescribeStackEvents", 

○​ "cloudformation:DescribeStacks", 

○​ "cloudformation:UpdateStack", 

○​ "cloudformation:DeleteStack", 

○​ "cloudformation:GetTemplate", 

○​ "cloudformation:GetTemplateSummary", 

○​ "cloudformation:ListStacks", 



○​ "cloudformation:DescribeStacks", 

○​ "cloudformation:DescribeStackEvents", 

○​ "cloudformation:DescribeStackResource", 

○​ "cloudformation:DescribeStackResources" 
 

○​ "SNS:Publish" 
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