Hardcode DNS Firewall or Sinkhole IP in Ubuntu Host

Important file /etc/resolv.conf

Say we need to edit this file to point to OpenDNS Family Shield DNS Firewall IP
address 208.67.222.123 and 208.67.220.123 (or any DNS Firewall IPs you wish),

nameserver 208.67.222.123
nameserver 208.67.220.123

If we just manually apply it above line nameserver 127.0.0.1 , whenever the host
reboots or network services or the adapter restarts, whatever manually applied to

/etc/resolv.conf will roll back automatically , meaning our changes will not take effect.

To perform Hardcode DNS Firewall or Sinkhole IP in Ubuntu Host, please follow the

below steps,

Check the below command in the terminal,

sudo systemctl status resolvconf.service



Since the resolvconf.service is not available, lets install the service,

sudo apt install resolvconf -y

If we check the resolvconf.service now, it should work.

Run these below commands once,

sudo systemctl start resolvconf.service
sudo systemctl enable resolvconf.service

sudo systemctl status resolvconf.service

Edit the file /etc/resolvconf/resolv.conf.d/head to add the OpenDNS Family Shield DNS

Firewall IPs

sudo vi /etc/resolvconf/resolv.conf.d/head

nameserver 208.67.222.123
nameserver 208.67.220.123



We need to update resolv.conf to use the new DNS Firewall IPs,

sudo resolvconf --enable-updates
sudo resolvconf -u

Now open /etc/resolv.conf to confirm our DNS Firewall IPs have been written,

sudo vi /etc/resolv.conf

edns0 trust-ad

Soon after checking /etc/resolv.conf file , when you come out of the file (quit) , you may

get the below error,

ce not known

hostname

Now goto /etc/hosts and do the changes like the below,



Now again goto file /etc/resolv.conf and test , you will not get the error sudo: unable to

resolve host ip-172-31-35-90: Name or service not known anymore.

root@ip-172-31-35-90:~4
2-31-35-90:~4
root@ip-172-31-35-90:~4

Finally lets do a host reboot test shutdown -r now, so that /etc/resolv.conf shows only
DNS Firewall IPs.

Once the reboot is complete, when we check the file /etc/resolv.conf,




IP is the
is host.

Done!!!



