Privacy Policy for Career Accelerator
Extension

Introduction

This privacy policy explains how the Career Accelerator Extension collects, uses, and protects
your data. We are committed to ensuring our users' privacy and security while providing
valuable LinkedIn and Internshala profile integration. This document outlines our practices
regarding data collection, processing, and protection measures in detail.

Purpose of the Extension

The Extension is designed to facilitate seamless integration with LinkedIn and Internshala to
enhance career acceleration. It serves as a tool to:

Enable authorized integration with supported platforms
Streamline career profile management

Provide a secure and controlled environment for handling data
Support legitimate use cases within platform terms of service

Data Collection

What We Collect

LinkedIn Data: Only when specifically accessing LinkedIn

e Session-specific identifiers
e Authentication tokens
e Temporary session data

Internshala Data: Only when specifically accessing Internshala



e Session-specific identifiers
e Authentication tokens
e Temporary session data

Website Data: Only for interactions with https://devscareeraccelerator.com/

e Necessary authentication data for career acceleration features

What We Don't Collect

Personal browsing history

Passwords or login credentials

Any cookies from other websites

Any personal information beyond the specified session data
Any other user data or metadata

Browser settings or preferences

Device information

IP addresses or location data

User behavioral data

User Consent and Control

Explicit User Approval

The Extension will never access data without explicit user approval

Each access requires manual user confirmation through a clear prompt

Users must actively trigger the integration process by clicking the designated button
Users can deny permission at any time

All permissions are session-specific and must be reconfirmed for each use

Users receive clear notifications when data access is initiated or completed

Data Security

Security Measures
Local Processing:

e All data handling occurs locally on your device
e No remote processing of user data
e Immediate local cleanup after processing

No External Storage:



e We do not store your data on any external servers
e No cloud storage or backup of user data
e No persistent storage of extracted data

No Third-Party Sharing:

e Your data is never shared with third parties
e No data aggregation or analysis
e No marketing or advertising uses

Encryption:

e Any temporary data handling is performed with secure encryption standards
e Industry-standard encryption protocols
e Secure transmission methods

Minimal Data Retention:

e Data is only processed during active sessions
e Immediate deletion after successful processing
e No historical data storage

User Rights and Control

Managing Your Permissions
You have complete control over the Extension's access to your data:
Revoking Permissions:

Through browser settings (chrome://extensions/)

By disabling the extension temporarily or permanently
By limiting site access permissions

Through the extension's built-in permission manager

Uninstalling the Extension:

Right-click the extension icon and select "Remove from Chrome"
Visit chrome://extensions/ and click "Remove"

Use the Chrome Web Store to uninstall

Through your browser's extension management interface

Data Removal:

e Uninstalling the extension automatically removes all associated data
e No residual data is kept after uninstallation



e Complete removal of all temporary files and cached data
e Option to manually clear data before uninstallation

Updates to Privacy Policy

We may update this privacy policy to reflect changes in our practices or for other operational,
legal, or regulatory reasons. Users will be notified of any material changes through the
extension or our website. All updates will be:

Clearly communicated to users

Posted on our website

Available in the extension's documentation
Accompanied by the effective date of changes

Contact Information

For any questions, concerns, or support regarding privacy and data handling:

e Email: support@devscareeraccelerator.com
e Website: https://get-a-job.persistventures.com
e Technical Support: team@devscareeraccelerator.com

Compliance

This extension adheres to:

Chrome Web Store Developer Program Policies
General Data Protection Regulation (GDPR)
Standard data protection and privacy practices
Industry best practices for data security
Browser extension security guidelines
Platform-specific terms of service
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