
PowerSchool Cybersecurity Incident – Customer FAQs 

1.​ What happened?​
On December 28, 2024, we became aware of a potential cybersecurity incident involving 
unauthorized access to certain information through one of our community-focused customer 
support portals, PowerSource. Over the succeeding days, our investigation determined that 
an unauthorized party gained access to certain PowerSchool SIS customer data using a 
compromised credential.​
As soon as we learned of the potential incident, we immediately engaged our cybersecurity 
response protocols and mobilized a cross-functional response team, including senior 
leadership and third-party cybersecurity experts. We have also informed law enforcement.​
Importantly, the incident is contained, and we have no evidence of malware or continued 
unauthorized activity in the PowerSchool environment. PowerSchool is not experiencing, nor 
expects to experience, any operational disruption and continues to provide services as 
normal to our customers.​
We have taken all appropriate steps to prevent the data involved from further unauthorized 
access or misuse. We do not anticipate the data being shared or made public, and we believe 
it has been deleted without any further replication or dissemination.​
We have also deactivated the compromised credential and restricted all access to the 
affected portal. We are promptly notifying affected SIS customers and will be working 
diligently with them to communicate with their educators, families, and other stakeholders. 

2.​ When did you find out that this happened?​
On December 28, 2024, we became aware of a potential cybersecurity incident involving 
unauthorized access to certain information through one of our community-focused customer 
support portals, PowerSource. Over the succeeding days, our investigation determined that 
an unauthorized party gained access to certain PowerSchool SIS customer data using a 
compromised credential. 

3.​ Was data stolen?​
Yes. The investigation determined that an unauthorized party gained access to certain 
PowerSchool SIS customer data using a compromised credential. 

4.​ Was this ransomware?​
No. 

5.​ What steps have you taken to confirm that the data in question has since been deleted 
in its entirety?​
Given the sensitive nature of our investigation, we are unable to provide information on 
certain specifics. However, we have taken all appropriate steps to prevent the data involved 
from further unauthorized access or misuse. We do not anticipate the data being shared or 
made public, and we believe it has been deleted without any further replication or 
dissemination.​
PowerSchool engaged the services of CyberSteward, a professional advisor with deep 
experience in negotiating with threat actors. With their guidance, PowerSchool has received 
reasonable assurances from the threat actor that the data has been deleted and that no 
additional copies exist. 



6.​ Are your operations affected?​
PowerSchool is not experiencing, nor expects to experience, any operational disruption and 
continues to provide services as normal to our customers. 

7.​ How are you responding to this incident?​
On December 28, 2024, we became aware of a potential cybersecurity incident involving 
unauthorized access to certain information through one of our community-focused customer 
support portals, PowerSource. Over the succeeding days, our investigation determined that 
an unauthorized party gained access to certain PowerSchool SIS customer data using a 
compromised credential.​
As soon as we learned of the potential incident, we immediately engaged our cybersecurity 
response protocols and mobilized a cross-functional response team, including senior 
leadership and third-party cybersecurity experts. We have also informed law enforcement.​
We have taken all appropriate steps to prevent the data involved from further unauthorized 
access or misuse. We do not anticipate the data being shared or made public, and we believe 
it has been deleted without any further replication or dissemination.​
We have also deactivated the compromised credential and restricted all access to the 
affected portal. Lastly, we have conducted a full password reset and further tightened 
password and access control for all PowerSource customer support portal accounts.​
As part of our ongoing efforts to enhance our resilience, we have further strengthened 
PowerSource password policies and controls including increasing password length and 
complexity requirements. We continue to prioritize and invest significantly in our 
cybersecurity defenses.​
We are promptly notifying affected SIS customers and will be working diligently with them to 
communicate with their educators, families, and other stakeholders. PowerSchool is 
committed to supporting our customers and is equipped to conduct a thorough notification 
process to all impacted individuals. Over the coming weeks, we will partner directly with our 
impacted customers on the details of this notification process.​
We are also promptly notifying non-impacted SIS and general PowerSchool customers. No 
action will be required by these customers, as their data and/or products were not impacted. 

8.​ How confident are you that the incident has been contained?​
The incident is contained, and we have no evidence of malware or continued unauthorized 
activity in the PowerSchool environment. 

9.​ What steps are you taking to prevent this from happening again?​
As part of our ongoing efforts to enhance our resilience, we have further strengthened 
PowerSource password policies and controls including increasing password length and 
complexity requirements. We continue to prioritize and invest significantly in our 
cybersecurity defenses. 

10.​Are schools that use your services experiencing disruptions as a result of this?​
No. PowerSchool is not experiencing, nor expects to experience, any operational disruption 
and continues to provide services as normal to our customers. 

11.​How many customers were affected by this incident? How many students and teachers 
in total were affected?​
Given the sensitive nature of our investigation, we are unable to provide information on 
certain specifics. However, we want to reiterate that the unauthorized access point was 



isolated to our PowerSource portal. Only the SIS database can be accessed from the 
PowerSource portal, and we can confirm the information accessed belongs to certain SIS 
customers and relates to families and educators. 

12.​Will you be notifying all impacted individuals?​
We are promptly notifying affected SIS customers and will be working diligently with them to 
communicate with their educators, families, and other stakeholders. PowerSchool is 
committed to supporting our customers and is equipped to conduct a thorough notification 
process to all impacted individuals. 

13.​Was data from my school district exposed?​
We have proactively contacted the SIS customers that we believe may have had data 
impacted. If you are not a SIS customer, you were not affected. 

 


