PRIVACY POLICY FOR MOBILE APPLICATION
"Disk & Storage Analyzer [PRO]"

Last updated: February 03, 2022

This privacy policy governs your use of the software application “Disk & Storage Analyzer
[PROY” (later referred as the/this “Application”) for Android™ mobile devices that was
created by Patapovich Anton.

The Application is a mobile Android application intended for analyzing device storages,
cloud drives (Google Drive, Dropbox, Yandex.Disk) and installed applications in order to
build detailed statistics and represent storage usage in a clear graphics form.

What information does the Application obtain and how is it
used?

Accessing device storage and USB drives

Application reads from the storage list of files and file-specific data (name, path, size, last
modified date, file preview) in order to build device statistics and display it in a form of report
and file usage diagram.

In order to acquire all device files Application requests permissions below:
o MANAGE_EXTERNAL_STORAGE - Allows an application a broad access to

external storage in scoped storage.
o WRITE_EXTERNAL_STORAGE - Allows an application to write to external storage.

Accessing device Installed applications

Application reads a list of installed applications and application-specific data (package name,
app icon, code size, data size, cache size, last used date) in order to provide applications
list, sorted by app size and cache. In addition Application allows to clean cache and delete
selected apps.

In order to perform described functionality Application uses permission:

e QUERY ALL PACKAGES - allows query of any normal app on the device,
regardless of manifest declarations.

e GET PACKAGE_ SIZE - allows an application to find out the space used by any
package.

e CLEAR APP_CACHE - allows an application to clear the caches of all installed
applications on the device.

e REQUEST DELETE_PACKAGES - allows an application to request deleting
packages.

o PACKAGE_USAGE_STATS - allows an application to collect component usage
statistics.



https://developer.android.com/reference/android/Manifest.permission#MANAGE_EXTERNAL_STORAGE
https://developer.android.com/reference/android/Manifest.permission#WRITE_EXTERNAL_STORAGE
https://developer.android.com/reference/android/Manifest.permission#QUERY_ALL_PACKAGES
https://developer.android.com/reference/android/Manifest.permission#GET_PACKAGE_SIZE
https://developer.android.com/reference/android/Manifest.permission#CLEAR_APP_CACHE
https://developer.android.com/reference/android/Manifest.permission#REQUEST_DELETE_PACKAGES
https://developer.android.com/reference/android/Manifest.permission#PACKAGE_USAGE_STATS

Accessing cloud drives

Application allows users to connect cloud drives (Google Drive, Dropbox, Yandex.Disk).
When the appropriate drive is connected Application reads a list of files and file-specific data
(name, path, size, last modified date, file preview) in order to build cloud drive statistics and
display it in a form of report and file usage diagram.

In order to get available Google account Application uses:
e GET ACCOUNTS - allows access to the list of accounts in the Accounts Service.

In order to perform network request for described functionality Application uses:
e |INTERNET - allows applications to open network sockets.
e ACCESS_NETWORK_STATE - allows applications to access information about
networks.

The Application does not require any user registration. The Application does not require the
user to provide any personal information.

The only User Provided Data that this Application uses is the information you provide directly
within the Application when login to cloud drives. In this case Application stores tokens to
drive access.

All cached file previews and access tokens are only stored locally on your mobile device,
within the Application private folder, following Android’s security best practices.

Does the Application collect precise real time location
information of the device?

The Application does not collect precise information about the location of your mobile device.

Do third parties see and/or have access to information obtained
by the Application?

Not applicable since the Application does not collect any information automatically.

Information Collection and Use

For a better experience, while using my Application, | may require you to provide us with
certain personally identifiable information. The information that | request will be retained on
your device and is not collected by me in any way.

The Application does use third party services that may collect information used to identify
you.
Link to privacy policy of third party service providers used by the app

e Google Play Services

e Google Analytics for Firebase

e Firebase Crashlytics



https://developer.android.com/reference/android/Manifest.permission#GET_ACCOUNTS
https://developer.android.com/reference/android/Manifest.permission#INTERNET
https://developer.android.com/reference/android/Manifest.permission#ACCESS_NETWORK_STATE
https://www.google.com/policies/privacy/
https://firebase.google.com/policies/analytics
https://firebase.google.com/support/privacy/

What are my opt-out rights?

You can easily delete all stored data by uninstalling the Application from your mobile device.
You may use the standard uninstall processes as may be available as part of your mobile
device or via the mobile application marketplace or network.

Children

Our Application does not address anyone under the age of 13. We do not knowingly collect
personally identifiable information from anyone under the age of 13. We do not use the
Application to knowingly solicit data from or market to children under the age of 13.

Security

We are concerned about safeguarding the confidentiality of your information stored locally
on your mobile device.

Please be aware that, although we endeavor provide reasonable security for information we
process and maintain, no security system can prevent all potential security breaches (e.g., a
zero-day attack targeting mobile Operating System — OS).

In order to ensure an optimal security, you shall regularly install any Application’s update
available from the mobile application marketplace.

We also advise you to regularly check for any Android OS update(s) that could be available
and to enable automatic updates.

Changes

This Privacy Policy may be updated from time to time for any reason. We will notify you of
any changes to our Privacy Policy by posting the new Privacy Policy and update the "Last
updated" date at the top of this Privacy Policy.

Please be aware that, although we endeavor provide reasonable security for information we
process and maintain, no security system can prevent all potential security breaches (e.g., a
zero-day attack targeting mobile Operating System — OS).

You are advised to review this Privacy Policy periodically for any changes, as continued use
is deemed approval of all changes. Changes to this Privacy Policy are effective when they
are posted on this page.

Your Consent

By using the Application, you only consent to the local processing of your information.

At any time, no User Provided Data will be shared, processed and/or stored by third parties.
User Provided Data cannot and will never be sold to any other third parties.



Contact Us

If you have any questions regarding privacy while using the Application, or have questions
about our practices, please contact us via email at:

potapovich.anton@gmail.com

The "Android" name, the Android logo, the "Google Play" brand, and other Google
trademarks, are property of Google LLC and not part of the assets available through the
Android Open Source Project.
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