Effective December 5, 2021

This Privacy Policy describes how Password Manager Authentication collects, uses
and discloses information, and what choices you have with respect to the
information.

Application of this Privacy Policy

This Privacy Policy applies to Password Manager Authentication (we, us, our)
products, cloud platforms, and support services (collectively, the Services),
Password Manager Authentication.com and our other websites (collectively, the
Websites), and other interactions (e.g., customer service inquiries, user communities,
user conferences, etc.) you may have with us. If you do not agree with the terms, do
not access or use the Services, Websites or any other aspect of our business.

This Privacy Policy does not apply to any third-party applications or software that
integrate with the Services through our platforms (Third-Party Services), or any other
third-party products, services or businesses. In addition, a separate agreement
governs delivery, access and use of the Services (the Customer Agreement),
including the processing of any content submitted through Services accounts
(collectively, Customer Data). The organization (e.g., your employer or another entity
or person) that entered into the Customer Agreement (Customer) controls their
instance of the Services and any associated Customer Data.

What Information We Collect

We may ask you to register and provide information when you register as a visitor to
our Websites, purchase Services or place orders, register to access an online
demonstration or respond to a marketing campaign. We may also receive your
information if you participate in a focus group, contest, activity or event, apply for a
job, request support, interact with our social media accounts or otherwise
communicate with us.

We may collect and receive Customer Data and other information and data (Other
Information) in a variety of ways:

e Customer Data. Customers or individuals granted access to our Services by a
Customer (Authorized Users) routinely submit Customer Data to us when
using the Services.

e Other Information. We also collect, generate and/or receive Other Information:

o Account Information. To create or update a Service or Customer
account, you or your Customer (e.g., your employer) supply us with an

email address, phone number, password, domain and/or similar



account details. In addition, Customers that purchase a paid version of
the Services provide us with billing details such as credit card
information, banking information and/or a billing address.

o Usage Information.

m Services Metadata. When an Authorized User interacts with the
Services, metadata may be generated that provides additional
context about the way Authorized Users work.

m Log data. As with most websites and technology services
delivered over the Internet, our servers automatically collect
information when you access or use our Websites or some of
our Services and record it in log files. This log data may include
the Internet Protocol (IP) address, the address of the web page
visited before using the Website or Services, browser type and
settings, the date and time the Services were used, information
about browser configuration and plugins, language preferences
and cookie data.

m Device information. We collect information about devices
accessing the Services, including type of device, what operating
system is used, device settings, application IDs, unique device
identifiers and crash data. Whether we collect some or all of this
Other Information often depends on the type of device used and
its settings and the Services being used.

m Location information. We receive information from you, your
Customer and other third parties that helps us approximate your
location. We may, for example, use a business address
submitted by your employer, or an IP address received from your
browser or device to determine approximate location. We may
also collect location information from devices in accordance

with the consent process provided by your device.



o Cookie Information. We use cookies and similar technologies in our
Websites and Services that help us collect Other Information. The
Websites and Services may also include cookies and similar tracking
technologies of third parties, which may collect Other Information
about you via the Websites and Services and across other websites
and online services. For more details about how we use these
technologies, please see below.

o Third-Party Services. Customer can choose to permit or restrict
Third-Party Services for their Services. Typically, Third-Party Services
are software that integrate with our Services, and Customer can permit
its Authorized Users to enable and disable these integrations for their
accounts. Once enabled, the provider of a Third-Party Service may
share certain information with us. Authorized Users should check the
privacy settings and notices in these Third-Party Services to
understand what data may be disclosed to us. When a Third-Party
Service is enabled, we are authorized to connect, and access Other
Information made available to us in accordance with our agreement
with the Third-Party Provider. We do not, however, receive or store
passwords for any of these Third-Party Services when connecting them
to the Services.

o Third-Party Data. We may receive data about organizations, industries,
Website visitors, marketing campaigns and other matters related to our
business from parent corporation(s), affiliates and subsidiaries, our
partners or others that we use to make our own information better or
more useful. This data may be combined with Other Information we
collect and might include aggregate level data, such as which IP
addresses correspond to zip codes or countries. Or it might be more
specific: for example, how well an online marketing or email campaign

performed.



o Additional Information Provided to Us. We receive Other Information
when submitted to our Websites or if you participate in a focus group,
contest, activity or event, apply for a job, request support, interact with
our social media accounts or otherwise communicate with us.

Generally, no one is under a statutory or contractual obligation to provide any
Customer Data or Other Information (collectively, Information). However, certain
Information is collected automatically and, if some Information, such as account
setup details, is not provided, we may be unable to provide the Services.

How We Use The Collected Information

Customer Data will be used by us in accordance with Customer’s instructions,
including any applicable terms in the Customer Agreement and Customer’s use of
Services functionality, and as required by applicable law. We are a processor of
Customer Data and Customer is the controller. Customer may, for example, use the
Services to grant and remove access to an account, assign roles and configure
settings, access, modify, export, share and remove Customer Data and otherwise
apply its policies to the Services.

We use Other Information in furtherance of our legitimate interests in operating our
Services, Websites and business. More specifically, we use Other Information:

e To provide, update, maintain and protect our Services, Websites and business.
This includes use of Other Information to support delivery of the Services
under a Customer Agreement, prevent or address service errors, security or
technical issues, analyze and monitor usage, trends and other activities or at
an Authorized User’s request.

e Asrequired by applicable law, legal process or regulation.

e To communicate with you by responding to your requests, comments and
questions. If you contact us, we may use your Other Information to respond.

e To develop and provide search, learning and productivity tools and additional
features.

e To send emails and other communications. We may send you service,
technical and other administrative emails, messages and other types of
communications. We may also contact you to inform you about changes in

our Services, our Services offerings, and important Services-related notices,



such as security notices. These communications are considered part of the
Services and you may not opt out of them. In addition, we sometimes send
emails about new product features, promotional communications or other
news about our company. These are marketing messages, so you can control
whether you receive them.

e For billing, account management and other administrative matters. We may
need to contact you for invoicing, account management and similar reasons
and we use account data to administer accounts and keep track of billing and
payments.

e To investigate and help prevent security issues and abuse.

If Information is aggregated or de-identified so it is no longer reasonably associated
with an identified or identifiable natural person, we may use it for any business
purpose. To the extent Information is associated with an identified or identifiable
natural person and is protected as personal data under applicable data protection
law, it is referred to in this Privacy Policy as Personal Data. Contact the Customer if
you wish to request the removal of Personal Data under their control.

Data Retention

We will retain Customer Data in accordance with a Customer’s instructions, including
any applicable terms in the Customer Agreement and Customer’s use of Services
functionality, and as required by applicable law. Depending on the Services,
Customer may be able to customize its retention settings and apply those
customized settings at the account level. We may retain Other Information pertaining
to you for as long as necessary for the purposes described in this Privacy Policy.
This may include keeping your Other Information after you have deactivated your
account for the period of time needed for us to pursue legitimate business interests,
conduct audits, comply with (and demonstrate compliance with) legal obligations,
resolve disputes and enforce our agreements.

Who We Share It With

We may share the information you provide with our business partners acting on our
behalf for the uses described above. We do not sell your information to third parties.

How We Offer Our Customers a Choice

If you do not want us to contact you or your company for marketing purposes by
email, postal mail, fax or phone, you may opt out by contacting our customer service



department or by sending an email or writing to us at the below address. Please note
that we do not allow our Customers to opt out of contact that is required for the
functionality of our Services or to maintain Customer accounts.

Security of Your Information

We follow industry standards and implement proven security technology to protect
our Customer Data, and access to Customer information is restricted to authorized
personnel only. We are very sensitive to the privacy concerns of our Customers and
visitors to our Websites.

Children and Privacy

We do not knowingly target or solicit personal information from children under the
age of 13 or send them requests for personal information.

Third-Party Sites

Our Websites may contain links to websites operated by third-parties. We do not
share your personal information with those websites, and we are not responsible for
their privacy practices. Once you have left our site, you should check the applicable
privacy statement of the third-party website to determine how they handle
information they collect from you. Please view the privacy policies of those
companies by visiting their respective websites.

Use of Cookies

Cookie Tracking Technology

We use cookies and other similar tracking technologies to remember your
preferences with our Websites, improve your user experience, and provide you with
relevant information. To learn more about how cookies are used the following are a
few resources you can read more at:

e Digital Advertising Alliance: https://www.aboutads.info/choices/
e Digital Advertising Alliance of Canada: https://youradchoices.ca/
e European Interactive Digital Advertising Alliance:

https://www.youronlinechoices.eu/

How we use cookies
Information collected:

e The information you provide: You may provide information to us including, but

not limited to, your name, e-mail address, and credentials. Submitting this



information to us is voluntary, and you will still have access to the Websites
without providing the information, except when needed to provide the
information to access certain pages, resources, user groups, services or
features.

e Automated information collected: Our Websites may automatically collect
information about you during your visit. Cookies can be accepted or declined
in your browsers setting. Examples of information we may collect include
browser type, operating system, pages you view, links you click on and your IP
address.

e How do we use this information: We use information collected to provide you
with information about products and services we offer, increase your user
experience, and collect data to produce and provide you with information
relating to your activity on our Websites.

Specific cookies we use:

Google AdWords: Google AdWords is used to advertise our Services. We use
AdWords remarketing to show relevant ads to you relevant to your visit with our
Websites. To opt-out of Google AdWords, please visit Ad Personalization Settings or
AdChoices.

Additional Third-Party Cookies: We may provide links to Third-Party websites or
content. We have no control over cookies external or third-party websites set when
you interact with the link or their website.

Web Beacons, Images, Scripts: We may utilize web beacons, images or scripts to
collect data about your visit and user behavior with our Websites. Information
collected from any of these include your cookies, time information of your site visit
and a description provided about your visit.

IP Address and Browser Information: We may collect your IP address, operating
system and browser information to track non-personal information including your
user-behavior on the Websites, navigation flow. Information collected is used for
marketing purposes and to help manage our Websites by providing relevant content.
Other third-party tracking may be used on our Websites. We do not provide personal
information to third parties.

How to Delete and Block Cookies

To delete and block cookies please see the settings on your browser which allow you
to set your preferences and/or settings.



Withdrawing Consent to Collect Cookies

To withdraw consent, you will need to delete the cookies in your browser settings
and adjust your preferences to block cookies in your browser preferences/settings.
Cookies are used to identify you and your user behavior and does not give access to
your computer. This privacy and cookie policy does not cover the use of cookies or
similar technology by other sites which we have no access or control of. By visiting
and navigating through our Websites, you are agreeing to the use of cookies and
similar technologies for the purposes we describe in this Privacy Policy.

Third Party Cookies:

Password Manager Authentication partners with a number of third-party vendors
who use cookies to collect information to increase website user experience and offer
data to manage the content provided on our Websites. Below is a list of cookies and
services which may be set on your device and opt-out information.

Required Site Features — vendors that may collect Personal Data on our behalf:

e Marketing Automation Platform (Marketo): We use Marketo to manage
registrations on our websites, to collect and store consent, and to send
consent-based email communications. We also rack and report data based on
your visit, interaction, pages navigated and an identifier unique to your visit if
you have registered on our website. Read Marketo’s privacy notice here:
https://documents.marketo.com/legal/privacy/

Functional Site Features — vendors may collect anonymous data on our behalf:

e Google Adwords: Read Google’s privacy policy here. You can opt out of
Google’s use of cookies by visiting https://www.google.com/settings/ads and
https://www.networkadvertising.org/managing/opt_out.asp

e Google Analytics: We use Google Analytics cookies to collect information
about the user behavior of visitors with our Websites. The information is used
to collect data reports to improve the content and performance of our
Websites.

e Google Tag Manager: We use Google Tag Manager to store and manage
external and third-party tags on the website. The technology is used to

improve the loading performance of the website.


https://documents.marketo.com/legal/privacy/
https://www.google.com/settings/ads
https://www.networkadvertising.org/managing/opt_out.asp

e Engagio: We use Engagio to collect aggregated information that we use to
help us understand how our websites are being used or how effective our
marketing campaigns are, or to help us customize our websites for you. Read
Engagio’s privacy policy here: https://www.demandbase.com/privacy-policy/

e CrazyEgg: We use CrazyEgg to collect information about the user behavior on
our website. The information is used to collect data reports to improve the
content and performance of our Website. Read CrazyEgg's privacy policy here:
https://www.crazyegg.com/privacy

e Wistia: We use Wistia to store videos that we show on our website. Wistia
uses a cookie to collect anonymous viewing information that we use to find
out how videos are being viewed. Read Wistia's privacy policy here:

https://wistia.com/privacy

We use a number of services, listed below, for advertising based on your web activity,
or remarketing. We use this to show ads to visitors that have been to our websites,
on Google, LinkedIn, and other participating websites. If you have an account with
any of the vendors below, their privacy policy may allow them to connect the fact
that you have been to our websites and the pages you have viewed with your profile.
Your anonymous browsing behavior may in turn be shared by the following partners
as outlined in their privacy policies. We do not share any Personal Information with
these vendors.

6sense: Read 6sense privacy policy here: https://6sense.com/privacy-policy/

Bing Ads: Read BingAds privacy policy here:
https://privacy.microsoft.com/en-us/PrivacyStatement

Partners

We may receive updated Personal Information, including Contact Information from
third parties and partners, which we may use to correct our records. Other purposes
for which we may receive Personal Information are to update internet search results
and links to our advertising or to further sales including procurement of paid listings
(such as sponsored links). When we receive Personal Information from third parties,
we verify that the third party has procured it legally and in accordance with our
privacy principles.

Social Media


https://www.demandbase.com/privacy-policy/
https://www.crazyegg.com/privacy
https://wistia.com/privacy
https://6sense.com/privacy-policy/
https://privacy.microsoft.com/en-us/PrivacyStatement

We use social media features on our Websites, including like and share button
features. Using social media features may initiate information to be collected such
as your IP address and pages you navigate. Each social media feature has their own
privacy policy as listed below:

e Twitter: Read Twitter’s privacy policy here.
e LinkedIn: Read LinkedIn’s privacy policy here.
e Facebook: Read Facebook’s privacy policy here. To set your Facebook ad

preferences please visit: https://www.facebook.com/ads/preferences/edit/.

International Data Transfers

We may transfer your Personal Data to countries other than the one in which you live.
We deploy the following safeguards if we transfer Personal Data originating from the
European Union to other countries not deemed adequate under applicable data
protection law:

e European Union Model Clauses. We offer European Union Model Clauses, also
known as Standard Contractual Clauses, to meet the adequacy and security
requirements for our Customers that operate in the European Union, and other
international transfers of Customer Data. A copy of our standard data
processing addendum, incorporating Model Clauses, is available upon

request.

Your Rights

Individuals located in certain countries, including the European Economic Area, have
certain statutory rights in relation to their personal data. Subject to any exemptions
provided by law, you may have the right to request access to Information, as well as
to seek to update, delete or correct this Information.

To the extent that our processing of your Personal Data is subject to the General
Data Protection Regulation, we rely on our legitimate interests, described above, to
process your data. We may also process Other Information that constitutes your
Personal Data for direct marketing purposes, and you have a right to object to our
use of your Personal Data for this purpose at any time.

Changes to this Privacy Policy

We may amend this Privacy Policy from time to time. Laws, regulations and industry
standards evolve, which may make those changes necessary, or we may make
changes to our business. If we make any substantial changes in the way we use your


https://twitter.com/en/privacy
https://www.linkedin.com/legal/privacy-policy
https://www.facebook.com/policy.php?ref=pf
https://www.facebook.com/ads/preferences/edit/

personal information, we will make that information available by posting a notice on
one or more of our Websites.

Questions or Suggestions

Please also feel free to contact us if you have any questions about this Privacy
Policy or our practices, or if you are seeking to exercise any of your statutory rights.
You may email us at authentication.dev@gmail.com
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