15 npaBuJ pia 60e3onmacHou padoThI B
HHTEpPHeTE.

OcCHOBHBIE OITACHOCTH HHTECPHETA

IHonb30BaTe 1 MHTEPHETA NMOABEPralOTCS LEJIOMY PSAY NOTEHIUAIBHBIX YTPO3, 0 KOTOPbBIX
yaiie BCero Jaxe He moao3peawt. KndepnpectynmHuky HEyCTAHHO U300PeTalOT HOBbIe METOAbI
o0MaHa MHTEPHET-MOoJIb30BaTe ieil. BOT JInIIb HECKOJIbKO OHJIAH-YIPO3, C KOTOPBIMH MOKeT
CTOJIKHYTBCS Ballla CeMbSl.

Kpaxa nepcoHanbHBIX TaHHBIX.

VYTeukn JaHHBIX.

BpenonocHele nporpaMMbl 1 BUPYCHI.

QOUIIMHTOBBIC U MOILICHHUYECKUE IEKTPOHHBIC MUCHMA.
[longpensHbIe CaNThI.

HNHTepHeT-MOI1IeHHUYECTRO.

MoIreHHUYEeCTBO Ha CalTax M B TPUIOKEHUSIX JIJIST 3HAKOMCTB.
Henpuemnemslii KOHTEHT.

KubepOymiunr.

HeBepHble HACTpOWKH KOHPHUICHINATEHOCTH.
OcHOBHBIE IpaBuJIa 0€e30IMacHOro IOBCACHUS B HHTCPHETC

Uro0bI N30€KaTh 3TUX ONACHOCTEH, CIIEAYNUTE HAIIUM PEKOMEHIAIIUSIM.
1. Mcnosib3yiiTe Hale:KHOE HHTEPHET-COeIMHEeHHe.

MBI He peKOMEHyeM UCII0Ib30BaTh MyOnnyHble ceTd Wi-Fi, o1Hako MOHUMaeM, 4TO UHOTAA 3TO
HEM30€XKHO, 0COOCHHO TSI TeX, KTO BCET/Ia B IyTH. BBIX0O/1s B MHTEPHET Yepe3 OOIIECTBEHHYIO CETh
Wi-Fi, BbI He KOHTpoJUpyeTe ee 6e30aCHOCTb, @ 3HAYMT, JIETKO MOXKETE CTaTh LEJIbIO JJIs
KuOepnpecTynHuKka. B 3TuxX ciyyasx peKkoMeHayeTcs n30eraTh BBIOTHEHHS OTIePaInii C
UCIIOJIb30BaHHEM NIEPCOHAIBHBIX JAHHBIX — B YACTHOCTH, MOJIb30BaThCS yCIyraMu HHTEPHET-0aHKa U
COBEPIIATh NOKYIKN OHJIANH.

Ecnu 5T onepannu HeoOXOAUMBI, HCTIONB3YHTE BUPTYalbHYI0 YacTHYIO ceTh (VPN). OTa TexHonorus
B PCUTHHOM BpeMeHU mH(pyeT BCe JaHHBIC, KOTOPHIC BBI IIEpeIacTe Yepe3 HeHAISKHYIO CETh,
obecrieunBast ux 3amury. Ecnu Bbl He ucnonszyere VPN, Bo3aepKUTECh OT COBEPIICHHUS JTHUHBIX
TpaH3aKIUNA O MOMEHTA, KOT/Ia MOSIBUTCSI BO3MOXKHOCTD HAJIEAKHOTO MOAKIIOUCHHS K MHTEPHETY.

2. UcnoJsb3yiiTe Ha/IesKHbIe MIAPOJIH.

[Taponu — oHO U3 caMBIX cIabbIX MecT B cucteMe kubepOesomnacHocTu. [lonb30Barenu 4acTo co31at0T
[apoJH, KOTOPBIE JIETKO 3aIIOMHUTE. CIie/10BaTeNbHO, 31I0yMBIIIUICHHUKAM HE COCTABIIACT TPy
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mo00paTh UX ¢ MOMOIIBIO CIICUATBHBIX MporpamMM. Mcronb3ys OAMH U TOT K€ MapoJib JUIs
HECKOJIbKUX YUYETHBIX 3alMCEei, BbI I0/IBEpraeTe CBOU JaHHbIE eIle OOJIbIIEMY PUCKY, BE/lb, OTYYUB
YYeTHBIEC JaHHBIC OT OJJHOTO CaiTa, 3JIOYMBIIUICHHUKH CMOTYT BOWTH U B IPYTHE BAIlI aKKAYHTBI.

BriOupaiiTe Haie)xHBIE TTAPOJIH, KOTOPBIE CIIOKHO TIo00paTh. HajexxHbit maposis oOmamaer
CIEAYOLMMH CBOMCTBAMMU:

JITHHABINA: MUHAMYM 12 CHIMBOJIOB, B HIealie Jake OOJIbIIIE.
CoXHBIN: COEPIKUT 3aIIaBHbBIE U CTPOYHBIE OYKBBI, a TAK)KE CTIEIINAIbHBIE CHUMBOJIBI U ITU(PHI.

He oueBuHBIN: B apoiie HE UCMOIB3YIOTCS MocienoBareiabubie QP! (1234) u muanas uHbopmarus,
KOTOPYIO JIETKO y3HAaTh WJIM HAlTH B MHTEpHETE: Balll JIeHb POXKACHHUS, UMsI IOMAIIIHETO KHBOTHOTO U TaK Jajee.

CHy‘IaﬁHBIﬁ: HE COACPIKUT 3alIOMUHAIOIINXCA COYETAaHUM KJIaBHIII.

B stom CJIy4ac MOXKCT OBITh II0JIC3HBIM MCIIOJIb30BAHHE MCHCKCPa naponeﬁ. MCHC,Z[)KCPBI Hapo.]'leﬁ
IMOMOraroT co3aaBarb HAJACKHBIC MTAPOJIU, XPAHUTH UX B III/I(prBOM XpaHWIMaie, 3alllMIICHHOM €AWMHbIM
MacCTep-1apoJICM, U aBTOMATHYCCKU MMOACTABJIATH UX IIPU BXOAC B YUCTHLIC 3aIIMCH.

3. 1o BO3MOKHOCTH BKJIIOYMTE MHOTO(AaKTOPHYIO ayTeHTH(PUKALHIO.

MpuorodaxropHas ayTeHTU(UKAIUS — 3TO CIOCO0 MPOBEPKH MOATUHHOCTH, IPU KOTOPOM ISl TOCTyTa
K YUYETHOM 3alMcH UCIIOIB3YIOTCS /1Ba WK Oojiee MeToza npoBepku. Hanpumep, BMECTO MpocToro
3arpoca UMEHHU MOJIb30BaTeNs WK apois MPH MHOTO(GaKTOPHOM ayTeHTU(UKAIIUY 3aTPalINBaCTCs
JIOTIONTHUTEIbHAST HHPOPMAITHS:

JlononHuTeNnbHBII 0MHOPA30BBIN APOJIb, KOTOPBII CepBEPHI Ay TEHTU(UKALINU BeO-caliTa OTIPABIIAIOT HA
Tesie(hOH WIN apec 3IEKTPOHHOMN IOUTHI.

OTBeTHI Ha TUIHBIC BOIIPOCHI 0€30MTaCHOCTH.

OrTIreuarox Tajiba Win apyras 6I/IOMeTpI/IquKa${ I/IHq)OpMa]_[I/IH, HalpuMmep, roloCoOBbIC JaHHBIC U
pacro3HABAHUE JIHIIA.

MHorodaxTopHas ayTeHTH(PHUKALNS CHUYKAET BEPOSITHOCTh ycrexa kuoeparaku. YToOb! 3aIUTHTD
OHJIaH-aKKayHTBI, PEKOMEHIYETCS I10 BO3MOKHOCTH HCIIOJIB30BaTh MHOTO(AKTOPHYTO
ayreHTHuKanuto. [ obecrieueHust 0€30MacHOCTH B MHTEPHETE MOYKHO TAKXKE IPUMEHSTh
CTOPOHHHE TPUJIOKEHHUS MMPOBEPKHU MOTTMHHOCTH, Takue kak Google Authenticator niu Authy.

4. O0HOBJIsIiTE MPOrPAaMMHOE 00ecredyeHre U ONEPANMOHHYIO CHCTEMY.

PazpaOoTunku nocTosIHHO paboTarOT Ha/l 0€30NaCHOCTBIO IPOAYKTOB, OTCIIEKHBASL OCIEIHUE YTPO3bI
U BBIIIyCKasl UCTIpaBJIeHUs] 0€30MaCHOCTHU B Cllyyae OOHApYKEHHs! YSI3BUMOCTEH B MPUIIOKEHUSAX.
Hcnonp3yiiTe nmocnegHue BEpCUU ONEPalMOHHBIX CUCTEM U IPUIIOKEHUH, YTOOBI HE MPOMYCKaTh
CBE)KHE OOHOBJIEHUS 0€30MaCHOCTU. DTO 0COOEHHO BayKHO ISl IPUIIOKEHHM, COEpIKAIINX
TUTaTEe)KHBIC TaHHBIE, CBEICHUS O COCTOSIHUU 3/I0POBBS M IPOUYIO KOH(DHUICHINATBHYIO HH(PpOPMAITHIO
10JIb30BaTEIIS.

5. YoenuTech B HaI€:KHOCTH CalTA.

HanexHocTh — BakHBIN aTprOyT BCEX MOCEIaeMbIX BeO-CaiiTOB, 0COOEHHO Te€X, HAa KOTOPHIX
OCYILECTBIIAIOTCS TPaH3aKLUU. B 4acTHOCTH, CATOB JIEKTpOHHOM KoMMmepuuu. [Ipu nepexone Ha
HEW3BECTHBIN CalT MPOBEPHTE, 3alTUIIeH 1 oH SSL-ceprudukatoMm. Aapeca Takux CaiTOB
HaunHatotcsi ¢ HTTPS Bmecro HTTP (O6ykBa S o3HagaeT «Oe30macHbIif»), a B aAPECHOMN CTPOKE
oToOpakaeTcs 3Ha4OK 3aMKa. J[pyrue npu3Haku HaJEeKHOCTH CaiiTa BKIIOYAIOT:
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['pammaTHUeCKU TPaBUIIBHBIN TEKCT 0€3 opdorpapuyecKknx 1 MyHKTYaIIMOHHBIX OMINOOK. ABTOPHTETHBIC
OpeH/Ibl IPUKIAIBIBAIOT 3HAYUTEIIBHBIC YCHITUS [Tl 0OeCIIeueH s HalIeXkKaIlero KayecTBa CBOMX BeO-CaliTOB.

KauecTBeHHBIC H300paKeHHSI, COOTBETCTBYIOIINE IIUPUHE DKPaHA.
OObsiBIICHNS, OPraHUYHO BIIMCAHHBIE B CTPYKTYPY CaliTa U HE NEPEerpysKaroline ero.

EnmHoo6pa3zHoe niBeToBoe oopMIiteHrEe U BeIIep)kKaHHas TeMa. EqBa 3aMeTHBIC H3MEHEHHS IIBETOBOM TaMMBI
WJIU CTHJISL CTPAHUIIBI, HA KOTOPYIO BRI BO3BPAIIAETECh TTOCIIE TTepeXoa IO CChIIKE, MOTYT OBITh PHU3HAKOM
MOIIIEHHUYECKOI'0 cauTa.

CornacHO oTpacieBbIM TPeOOBaHUSIM, BCE OHJIAWH-TPAH3aKIINH 110 KPEAUTHBIM U J1Ie0ETOBBIM KapTaM JOJIKHBI
MIPOXOJIUTh Yepe3 MIaTeKHBIN [UTI03 JTHO0 oIlIaTa JOIKHA OCYILECTBISAThCs uepe3 cepuc PayPal. Ecnu Bam
MPEAIaraoT NepevyrucIuTb AeHBI'M HHBIM CIOCOOOM, BEPOSITHO, 3TO MOLLICHHUKH.

6. IIpoBepbTe HACTPOIKH NPUBATHOCTH U 03HAKOMbTECH € MOJTUTHKAMM
KOH(PUACHIUAJILHOCTH.

MapkeToJiory, Kak 1 3JI0yMBIIIICHHUKH, XOTST 3HATh 0 Bac Bce. OHU MOTYT MOYYUTh ATy
MHGOPMAITUIO U3 UCTOPUH MIOMCKOBBIX 3aIPOCOB U COIMANIBHBIX ceTeit. Ho BbI MOXKeTe
KOHTPOJUPOBATH TOCTYIHYIO UM HH(popmanuto. B Be6-Opay3zepax u MOOMITBHBIX OTIEPAIIMOHHBIX
CHUCTEMax MPEAYCMOTPEHBI TapaMeTPhl JUTsl 00ecTiedeHHs] KOH(PHUACHIIMATLHOCTH B MHTepHeTe. Ha
caiiTax conmanbHBIX ceTel, Takux kak BKonTakre, Facebook, Twitter, Instagram, LinkedIn u mpouwue,
IIPEyCMOTPEHBI IMapaMeTphl 00ecrieueHUsT KOH(DUICHITUATBHOCTH, KOTOPBIMH BBl MOJKETE YIIPABIIATS.
MBI peKOMEH/TyeM XOPOIIIEHBKO Pa300paThes ¢ mapaMeTpaMu KOH(PUICHIINATFHOCTH U HACTPOUTH
yYETHBIE 3alMCH TaK, Kak BaM KOM(OPTHO.

MHorue npuHUMAIOT YCIOBUS OTUTUKN KOH(PUACHIINATLHOCTH, HE unTas. OJJHAKO OTPOMHOE
KOJIMYECTBO JaHHBIX 00pabaThIBa€TCsS B MAPKETUHIOBBIX M PEKJIAMHBIX (M MPECTYIHBIX) LENX,
MO9TOMY PEKOMEHAYETCSI 03HAKOMHUTHCS C MOJUTHKAMU KOH(PUISHIINATEHOCTH HCTIONB3YEMBIX
Be0-CalTOB M NMPUJIOKEHUHN U OHATH, KaK OCYLIECTBIsAETCs cOOp U aHanu3 AaHHBIX. Ho nake ecnu BBl
3aKpBLIM MOCTOPOHHUM JIOCTYI K CBOMM JIaHHBIM, HE CIIEyeT 3a0bIBaTh, UTO 00CCIIEYUTH TOTHYIO
KOH(UACHINAIBHOCTh B UHTEPHETE MPAKTUUECKU HEBO3MOXKHO. 3I0YMBIIIICHHUKH, aIMUHUCTPATOPBI
Be0-CalTOB M NMPABOOXPAHUTEIBHBIC OPTaHbl MOTYT MOJYYHUTh AOCTYI K HH(POPMAIIH, KOTOPYIO BBI
CUNTAETE 3aKPBITOM.

7. CnezmTe, 10 KAKUM CCbLJIKaM BbI IIEPEX0IUTE.

OnuH HEOCTOPOXKHBIN MEPEXO/T IO CChUTKE — M BAIIIM JIMYHBIC JAHHBIE TIOMAJIN K 3JI0YMBIITUICHHHUKAM
WIH YCTPOUCTBO OBLIIO 3apakeHO BPEJOHOCHOM nporpamMMmoi. [loaToMy BaXKHO CIEIUTH 3a TEM, 110
KaKUM CCBUIKaM BBI MIEPEXOIUTE, U N30eraTh OMpeIesIeHHBIX TUIIOB KOHTEHTA: CChUIOK U3 HEHAICKHBIX
HCTOYHHUKOB, CIIAM-COOOIIECHUM, OHJIAIH-BUKTOPHH, KITMKOCUTHBIX 3ar0JI0BKOB, «0€CILIATHBIX)
MPEIOKEHUN U HEXKENATeIIbHON pEeKIIaMBbl.

HpI/I TOJIYYCHHHU IJICKTPOHHOT'O MMCbMaA, B NOAJIMHHOCTHU KOTOPOTO Bbl COMHCBACTCCh, HC IICPCXOAUTC
o CoACpKaMMCs B HEM CCBIJIKaM U HC OTKpBIBafITe BJIOXKCHUA.

Pexomenyercst BOoOIIe HE OTKPBIBATh Takue cooO1eHus. Eciu Bl He yBepeHbI B MOJUTMHHOCTH
AIIEKTPOHHOI'0 MHUChMa, 00paTUTECh HEMOCPEACTBEHHO K OTIpaBuTento. Hanpumep, npu nonyuenuu
MOZI03PUTEIBHOIO MUChbMa KOOBI U3 Balllero OaHKa MO3BOHUTE B 0aHK M CIIPOCUTE, AEHCTBUTEIBHO JIN
MUCHMO IMPUILJIO OT HUX.

HpI/I IpocCMOTpeC canra Y6C,[[I/ITGCB, 4TO MEPECXo/ 11O CChUIKaAM OCYHICCTBIIACTCA HAa CTPpaHUIBI CO
CBA3aHHBIM UK O)KUAACMbBIM COACPIKHUMBIM. HaanMep, C€CJIM BBI IIEPCXOJUTE IO CCBIJIKC HAa OIMMCAHUEC
ca(bapn B A(pr/IKC, HO BMCCTO 3TOTI'O I10I1agacTe Ha KJ'IPIK6€I>1THy10 CTpaHULly O TOM, KaK IOXYICJIN
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3HAMEHUTOCTH, UJIM HA CTaThIO C 3arojloBKOM «I1e oHu ceiuac?», HeMeIJIEHHO MOKUHBTE 3Ty
CTpaHUILLY.

8. Yoenurtecn, 4To Bamm ycTpoiicTBa 3aIMIIECHBI.

Oxono 60% mnonb30BaTenell UCHONIb3YI0T MOOUIIBHBIE YCTPOMCTBA JUIsl COBEPILEHUS TOKYIIOK U MIOUCKA
MH(pOPMaLUU B UHTEPHETE TOpa3zio Yallle, YeM KOMIbIOTEPhI, U TaKUe YCTPOUCTBA TOJDKHBI OBITh
HAJEKHO 3allUIIEHbl. PEKOMEHAYyeTCs UCIO0NIb30BaTh NapOJIK, CEKPETHBIE KO/IbI M IPYTHE CPEJICTBA
0€30IacCHOCTH, TaKUe KaK CYMTHIBAHUE OTIIEYATKOB MaJIbLEB MM TEXHOJOTHIO PACIIO3HABAHMS JIMIIA HA
BCEX YCTPOMCTBaxX: Tele(pOHaX, KOMIbIOTEPAX, IIAHILIETAX, YMHBIX YacaX, YMHBIX TEJIEBU30pax U
JPYTuX yCTPOUCTBAaX. DTU Mepbl 0€30MIaCHOCTH CHU3SAT BEPOSITHOCTh KMOEpaTaKy WM KPaky BallluX
JIMYHBIX JaHHbBIX.

9. PeryJisipHO BBINOJIHSANTE Pe3epBHOE KONMPOBAHME.

Crnenyer UMeTh pe3epBHbIC KOTIMU BaKHOM JTMYHON MH(OPMAIMK HA BHELITHHUX JKECTKUX AUCKAX U
PETYISIPHO CO3AaBaTh HOBBIE Pe3epBHBIE KOMMU. [IporpaMMbI-BEIMOTaTeNN — 3TO TUI BPEAOHOCHBIX
porpamMm, OJIOKHUPYIOMIMX KOMITBIOTEP U HE TIO3BOJIIONINX HOXYYUTh JOCTYI K BaXKHBIM (aiiam.
Pe3epBHOE KOITMpOBaHUE JAHHBIX TOMOTa€T MUHUMU3UPOBATh HEraTUBHBIE MTOCIIEACTBUS aTaK
porpaMM-BeIMoOTratenei, a cnenuanbioe [1O 11 3aUThl MOBBICUT YPOBEHB Balllel 6€30MacHOCTH.
EcTb 1 1pyrue Tunsl BpeIOHOCHBIX IPOTPaMM, KOTOpPbIE OIOKUPYIOT AOCTYM K MEPCOHATBHBIM
JAaHHBIM, CO3JIaBasi Ype3MEPHYIO HArpy3Ky Ha CUCTEMY, HJIU MPOCTO YAASIOT (paiisibl.

10. Ynaaurte HencIoJib3yeMble y4eTHbIC 3aIIUCH.

Y MHOTHX €CTh y4EeTHbIE 3alllCH, KOTOPBIE TABHO HE UCIONIb3YIOTCS. VX Hamnuue MoxeT cTaTh
MCTOYHHUKOM YSI3BUMOCTEHN MPU UCIOIb30BaHUM HHTEpHETA. CTapble YUETHBIE 3alIUCH YACTO UMEIOT
Oosnee cialble Maposu, a CaluThl, Ha KOTOPBIX OHHU MCIIOJIb30BAUCh, MOTYT UMETh HEHAJIC)KHYIO
MOJMTHKY 3aIUTHI TaHHBIX. Kpome Toro, 1o TaHHBIM B CTAphIX NTPOQHUIILX COIMATIBHBIX CETEH
KHOEPIPECTYIHUKH MOTYT cOOpaTh O Bac pa3nyHbIC JaHHbIC, HAIPUMEP JaTy POXKJICHUS U
MECTOHAXOK/IEHUE, U UCII0JIB30BaTh UX JJIs nocieayroueil araku. [loatomy Mbl pekomeHayeM
YIAJIUTh CTapble YYETHBIE 3aMIUCH U OTIPABUTH 3asBKY Ha Y/IaJICHUE BallMX TAHHBIX CO CTOPOHHUX
CEpBEPOB.

11. BynbTe 0CTOpPOKHBI € 3arpy3KaAMHU.

[{es1b 3710yMBIIIEHHUKOB — 3aCTaBUTh BAaC CKauyaTb BPEIOHOCHYIO IPOrpaMMy, KOTOpast OTKPOET UM
JIOCTYTI K BaIlleMy YCTPOMCTBY. BpenoHOCHBIE IPOrpaMMBbl MOTYT OBITh 3aMaCKHPOBAHKI MO/ JIF000e
[1O, HaunHast ¢ MONMYASPHBIX UTP U 3aKAHYMBASK PUIOKEHUSIMU JJI IPOBEPKHU MOTOJIbI MIIM HATTNYUS
mpoOok Ha nopore. Kpome TOro, oHM MOTYT OBITH CKPBITHI HA CO3IaHHBIX 3JI0yMBIIIIICHHUKAMA
Be0-caifTax, KOTOpbIE MBITAIOTCS YCTAHOBUTH BPEIOHOCHBIE MPOTPaMMBbI Ha Ballle YCTPOKUCTBO.

BpenonocHble mporpaMMbl HAHOCST yLIep0: HapyalT padoTy yCTPOHCTBA, KpaayT JUYHbIE JaHHBIE,
NPEIOCTABIAIOT HECAHKIIMOHUPOBAHHBIN JOCTYI K KOMIIbIoTepy. OOBIYHO U1 3arpy3KH BPEAOHOCHBIX
nporpaMm TpeOyeTcs psii AEMCTBUI CO CTOPOHBI MOJIB30BATENSl, HO BCTPEYAETCS TAK)KE 3apakeHUe
IyTEM CKPBITOM 3arpy3Ku, KOrja BeO-caiT mbITaeTcs yCTaHOBUTh BPEJJOHOCHBIE TPOrpaMMbl Ha
KOMIIBIOTEP, HE CIIPALIMBas IIPEABAPUTEILHOTO pa3pelieHns. byibTe OCTOPOKHBI PU ITEpEX0Ie Ha
HEU3BECTHBIN CalT U IIPU 3arpy3Ke 0OBEKTOB Ha YCTPOUCTBO, 3arpyKaiiTe KOHTEHT TOJIBKO U3
HAJEKHBIX WIH OUIIHAIBHBIX HCTOYHUKOB. PeryasipHO poBepsiiiTe nanku 3arpy3ku U HEMeAJIeHHO
ylajsiiTe Heu3BeCTHbIE (Daiiiibl — OHM MOIVIM IOMACTh Ha Ballle YCTPOMCTBO B PE3yJIbTaTe CKPHITON
3arpy3KH.
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12. ByabTe 0CTOPOXKHBI ¢ MYyOJIMKALUSMH.

B nHTEpHETE HET BO3MOKHOCTH YIaJeHHs OIyOIMKOBaHHON MH(popMmaru. Bee omyOmkoBaHHBIE
KOMMEHTapHH U U300pakKeHHUs MOTYT HaBcerna ocTarbes B CeTH, MOCKONbKY MPH yIaJIeHUN OpUTHHATA
BBl HE y/aJII€Te KO, KOTOPBIE MOTJIU CAENaTh Apyrue noias3opareiu. [locne mybmukanuu
KOMMEHTapHsl YK€ HET BO3MOKHOCTH «B35ATh CBOM CJIOBAa 00pPaTHOY, TAK)KE HEBO3MOXKHO YIaTIUTh
OIyOJIMKOBAaHHOE KOMIIPOMETHpPYIOIee n300pakeHne. Eciu BbI HE XOTUTE, YTOOBI Ballly MyOIIMKAIIHIO
YBUEIN POAUTENH WU MOTEHIMAIBHBIN paboToAaTeNb, HE CTOUT IyOJIMKOBaTh 3TOT MaTepHUal.

U Oynbre 0CTOPOXKHBI, MyONUKYsI THYHYI0 HH(POPMALIMIO B MHTEPHETE: HE YKa3bIBAlTE HOMED
COLIMAJILHOTO CTPaxXOBaHUs, aJipec U JaTy poxKJIeHHs B MPOPMIAX COLMATIBHBIX ceTei. B peanbHOI
’KU3HU Bbl OBl HE CTAJIM COOOILATh JIMYHbIE JAHHbIE HE3HAKOMIIAM, U TOYHO TaK e HE CIEIyeT
nyOJMKOBaTh UX B UHTEPHETE U JIeNIaTh JOCTYIHBIMU MHJUIMOHAM [OJIb30BaTeNeH.

CoOintonaiiTe 0CTOPOKHOCTD IIPU IPEAOCTABICHUH aJpeca dIEKTPOHHOM ouTsl. [lone3Ho nmeTs
JIOTIOJTHUTEIbHYIO BPEMEHHYIO YUETHYIO 3aIMCh JIEKTPOHHOM MOYTHI, HCIOIb3YEMYIO HCKIIOUUTEIBHO
JUIsl perucTpanuu 1 nognucku. OHa JoJKHA OTIMYAThCS OT pabodeil U OT UCIOIb3yEeMOM st
HEPENUCKH C APY3bsIMU U OIU3KUMHU.

13. BynbTe 0CTOPOKHBI ¢ OHJIAH-3HAKOMCTBAMHU.

Bamm nHTepHeT-3HaKOMbIE HE BCETA SABISIIOTCSA TEMH, 3a KOro cedst BbiatoT. OHU MOTYT JlaXe He
SBIISTHCA PEATbHBIMU JIOBbMU. VICTONb3ys noaaeabHble MPO(UIN B COLMATBHBIX CETSX,
3JI0yMBIIUIEHHUKH OXOTSTCS 3@ HEOCTOPOKHBIMH ITOJIb30BATEIISIMU C LIEJIBIO KpaXu UX cpencTs. K
COLIMAJIBHOW KU3HU B MHTEPHETE CTOUT OTHOCUTBHCA C TAKOH 7K€ OCTOPOKHOCTBIO, KaK U K COLIMAJIBHON
’KHM3HU B PEAJIbHOM MUpPE. ITO OCOOEHHO BaXKHO B CBSA3H C BO3POCIIUM B ITOCIIEHUE OB
KOJIMYECTBOM CIIy4aeB MOILIEHHHYECTBA B c(hepe OHIIAH-3HAKOMCTB.

14. Ilepenposepsiite uHGOpMaLUI0, HAHJICHHYI0 B HHTEPHeTeE.

K coxanenuto, B MHTEpHETE MPUCYTCTBYET OOJIBIIOE KOJIMYECTBO MOIACIbHBIX HOBOCTEH U JIOKHBIX
cBeleHU. B moToke nosiyyaeMoil exxeIHEBHO HHPOpMAIIMH JIETKO MOTepAThcs. Eciiu Bl coMHEBaeTech
B JIOCTOBEPHOCTH IIPOUNUTAHHOHN HH(OpMALIUHY, TPOBEAUTE COOCTBEHHOE UCCIIEIOBAHNUE U YCTAHOBUTE
peanbHbie pakThl. Ha HameXHbIX BeO-caiiTax, Kak MpaBHUIIO0, IPUBOASATCS CCHUIKH HA TICPBOMCTOYHUKH.
a Ha TO/I03pPUTENbHBIX CTPAaHHUIIAX BOOOIIE HE IPUBEICHO HUKAKUX CCHUIOK.

15. Ucnonb3yiiTe XOpowmInii AHTUBMPYC U PeryisipHO OOHOBJIsSIITE €ro.

[Tomumo coOmroneHrst peKOMEH 1Al 1Mo 00ecTieueHnt0 0€30MMaCHOCTH B MHTEPHETE, BAXKHO
UCIIONB30BaTh HAJIS)KHOE aHTUBHUPYCHOE pemieHue. [Iporpammuaoe obecriedenune asist 6e30MacHOCTH B
WHTEPHETE 3alHMINACT YCTPOUCTBA U IAHHBIC U OJIOKUPYET HE TOJBKO PAaCIpOCTPaHCHHBIC YTPO3HI,
TAaKHEC KaK BI/IPYCBI )41 Bpe,ZLOHOCHBIC HpOI‘paMMBI, HO 1 KOMIIJICKCHBIC aTaKU C UCIIOJIb30BAHUEM
MPHIOKESHUH-IIIITUOHOB, MH(POBAIBIITUKOB U MEKCAUTOBOTO CKpUNTHHTa. Kak u B ciydae ¢
OIEPALMOHHBIMU CUCTEMaMH U MPUIIOKECHUSIMU, aHTUBUPYC HEOOXOAUMO PETYIISIPHO OOHOBIIATD,
YTOOBI MOTYYaTh 3alIUTy OT HOBEHIINX KHOEPYyTrpo3.


https://eu.usatoday.com/story/news/nation/2022/02/16/romance-scams-rise-cost-americans-millions-fbi-ftc/6797616001/
https://eu.usatoday.com/story/news/nation/2022/02/16/romance-scams-rise-cost-americans-millions-fbi-ftc/6797616001/
https://www.kaspersky.ru/home-security

