EXECUTIVE SUMMARY

India's job market has witnessed explosive growth in online recruitment platforms, with
Naukri.com, LinkedIn, Indeed, and hundreds of smaller job portals collectively hosting over
50 lakh active job postings at any given time. However, a significant and growing proportion
of these postings are fake — designed to collect personal data, advance fees, or commit

identity fraud against desperate job seekers.

Al-Powered Fake Job Posting Detector (JobShield Al) is a machine learning-based browser
extension and API platform that analyses job postings in real time and assigns a Legitimacy
Score (0—100) to each posting based on 40+ signals including company verification, posting
language patterns, salary anomalies, contact information consistency, and recruiter behaviour

history.

Key Highlights:
* Analyses 40+ signals per job posting — detects fake jobs with 91%+ accuracy
* Browser extension works on Naukri, LinkedIn, Indeed, and all major job portals
» Protects freshers, graduates, and unemployed individuals from job scams
* B2B API for job portals to self-clean their listings and improve platform trust
+ India's first Al solution specifically for fake job detection
Market: India's online recruitment market is valued at Rs. 3,500 crore (2024) growing at 18%

CAGR. Over 50 lakh Indians fall victim to job scams annually, losing Rs. 1,000 crore+

collectively. 47 million active job seekers in India represent a massive user base.

Financial Overview: Total startup investment Rs. 80 Lakh. Break-even Month 14—18. Year 3

revenue Rs. 18 crore through freemium user subscriptions and B2B API licensing.



Limitations: Detection accuracy depends on training data quality and freshness. Sophisticated
scammers can adapt tactics over time. Platform cooperation from job portals is ideal but not

mandatory for browser extension functionality.
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CHAPTER - 1: INTRODUCTION OF PROJECT

1.1 Background

India has one of the world's largest and most competitive job markets, with 47 million active
job seekers and over 500 online job portals. While technology has democratised job search
— allowing anyone with a smartphone to access lakhs of opportunities — it has
simultaneously enabled a parallel ecosystem of fake job postings that defraud millions of

Indians annually.

Common fake job scams in India include advance fee fraud ('Pay Rs. 500 to unlock this
opportunity'), data harvesting scams (collecting Aadhaar, bank details under the guise of job
applications), identity theft through fake interview calls, and pyramid scheme recruitment
disguised as legitimate jobs. These scams disproportionately affect freshers, recent graduates,
unemployed individuals, and Tier 2-3 city job seekers who are most desperate for

employment.

1.2 Business Idea / Problem Statement

Problem Area Current Situation JobShield AI Solution

Anyone can post a job on most

: : st L :

No 'postl.ng el it m el Al analysgs 4'10 S}gnals to verify

verification . . each posting's legitimacy
verification

Data harvesting Fake postings collect Aadhaar, = Flags suspicious data collection

scams bank details — identity theft requirements in postings

Detects and flags all postings
requesting payment from
candidates

'Pay fee to apply' scams

ARG {23 e, targeting desperate job seekers

Fake company names withno = Cross-checks company with MCA,

Ghost companies verifiable digital footprint GST, LinkedIn registrations



Problem Area Current Situation JobShield AI Solution

'Earn Rs. 50,000 from home
Salary anomalies doing data entry' — unrealistic
offers

Al flags salary outliers vs. industry
benchmarks for that role

1.3 Importance and Relevance

Social Impact: Over 50 lakh Indians fall victim to job scams annually. The most vulnerable
are freshers and unemployed individuals in Tier 2-3 cities. JobShield Al provides free

protection to these users.

Economic Impact: Rs. 1,000 crore+ lost annually to job fraud in India. Protecting even

10% of these victims represents Rs. 100 crore in societal value created.

Platform Trust: Job portals with high fake posting rates suffer reputational damage. B2B
API allows portals to proactively clean their listings, improving platform quality and

advertiser confidence.

1.4 Objectives

1. To validate the scale and impact of fake job postings on Indian job seekers through
data and research.

2. To design a conceptual model of an Al-powered fake job detector using NLP and ML
signals.

3. To analyse the online recruitment industry — market size, key players, and fraud
landscape.

4. To conduct SWOT, PESTLE, and Porter's Five Forces analysis.

To develop market plan, technical architecture, Lean Canvas, and financial feasibility

model.
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1.5 Scope



JobShield Al is designed as a dual-product: a freemium browser extension for individual job
seekers and a B2B API for job portals. Phase 1 targets Hindi and English language job
postings on major Indian portals — Naukri, LinkedIn India, Indeed India, and Shine. Phase 2

extends to regional language portals and WhatsApp-based job group monitoring.



CHAPTER - 2: INDUSTRY PROFILE / LITERATURE REVIEW

2.1 Overview of the Online Recruitment Industry

India's online recruitment industry connects 47 million active job seekers with over 5 lakh
registered employers. The market is dominated by Naukri.com (Info Edge), LinkedIn,
Indeed, Shine, and Monster India, supplemented by thousands of niche and regional portals.
The industry earns revenue through employer subscriptions, job posting fees, and resume

database access.

Despite the scale of the industry, platform verification mechanisms remain weak. Most
portals allow employers to post jobs with minimal identity verification — an email address
and basic details are often sufficient. This low barrier to entry has enabled the proliferation of
fake postings. Research suggests 15-20% of all job postings on Indian portals exhibit one or

more fraudulent characteristics.

2.2 Market Size and Key Players

India Online Recruitment Market (2024) Rs. 3,500 crore
CAGR (2024-2029) ~18%

Active Job Seekers in India 47 million

Job Portals in India 500+

Estimated Fake Postings (% of total) 15-20%

Annual Job Fraud Victims (India) 50 lakh+

Annual Loss to Job Fraud (India) Rs. 1,000 crore+
Cybercrime Complaints (India, 2023) 15.56 lakh (NCRB)



2.3 Literature Review

NCRB Cybercrime Report (2023): India's National Crime Records Bureau reported 15.56
lakh cybercrime complaints in 2023 — of which employment/job fraud accounted for the

second-highest category after financial fraud.

Kaggle Fake Job Postings Dataset Research (Vidros et al., 2017): Research using NLP on
a dataset of 18,000 real and fake job postings found that ML classifiers (Random Forest,
SVM) achieved 97.5% accuracy in detecting fake postings based on linguistic and structural

features alone.

LinkedIn Transparency Report (2022): LinkedIn's own transparency report revealed that
21.9 million fake accounts were removed in H1 2022 alone, and tens of thousands of
fraudulent job postings were proactively removed — confirming the scale of the problem

even on verified platforms.



CHAPTER - 3: INDUSTRY ANALYSIS

3.1 SWOT Analysis

STRENGTHS WEAKNESSES

* 91%+ detection accuracy using NLP + ML
» Works across all job portals via browser
extension ¢ Free for individual job seekers —
mass adoption potential « B2B API generates
institutional revenue ¢ Strong social impact
— protects most vulnerable users ¢ India's
first Al-specific fake job detector

OPPORTUNITIES

* 47 million active job seekers as potential
users * Government cyber fraud awareness
initiatives * WhatsApp job group monitoring
(Phase 2) « Expansion to freelance platforms
(Fiverr, Upwork) ¢ Partnership with
NASSCOM, CII for employer verification

3.2 PESTLE Analysis

* Sophisticated scammers can adapt tactics
over time * Accuracy depends on continuous
model retraining ¢ Browser extension
adoption requires marketing effort « Job
portals may resist API if it highlights their
fake posting problem ¢ Limited to text
analysis — image/video job fraud not
covered

THREATS

* Job portals may develop in-house detection
» Scammers migrating to encrypted platforms
* Data privacy compliance for posting
analysis * Free competition from browser
security tools

Government's cybercrime awareness campaigns
(Cyber Dost, 14C) create favourable environment.
Ministry of Labour and Employment supports job
seeker protection initiatives.

Political HIGH POSITIVE

47 million job seekers, Rs. 1,000 crore annual fraud
loss. Growing gig economy increases unverified job
posting volume. Market need is economically
significant.

Economic HIGH POSITIVE

High social awareness about job scams post-COVID.
Youth unemployment creates vulnerability. Strong
word-of-mouth potential among job seeker
communities.

Social HIGH POSITIVE



NLP classifiers achieve 97.5% accuracy on job
posting datasets. Company verification via MCA,
GST APIs available. Browser extension technology
mature and accessible.

Technological HIGH POSITIVE

IT Act 2000 governs online fraud. DPDPA 2023
requires consent for job posting data analysis.
Scraping job portals for analysis may require
terms-of-service compliance.

Legal MEDIUM RISK

Software-only product. No physical environmental

. NEUTRAL
impact.

Environmental

3.3 Porter's Five Forces

LOW-ME Requires NLP expertise, training data, and
Threat of New Entrants DIUM continuous model updates. Job portals could build
in-house but unlikely for SME portals.

Individual users are the core market — free product.

Buyer Bargaining LOW B2B job portal clients have moderate power. Strong

Power . L . o
social mission reduces price sensitivity.
Training data from public job posting datasets.
Saralfier Power LOW Cloud and NLP infrastructure widely available.

Company verification APIs (MCA, GST) publicly
accessible.

No direct substitute for Al-based fake job detection
Threat of Substitutes LOW in India. Manual verification by users is the only
current alternative — highly inefficient.

No direct Indian competitor for this specific product.

Competitive Rivalry LOW Browser security extensions (Norton, Kaspersky) do
not analyse job posting content.
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CHAPTER - 4: PROJECT DETAILS

4.1 Market Plan — Dual Product Strategy

All job seekers —
real-time posting Free (Ad-free)
analysis

Browser Extension
(Free)

Freemium upsell to
Premium

Active job seekers —

Browser Extension advanced reports, Rs. 199/month Direct subscription

(Premium) scammer blacklist
Naukri, Shine, regional  Rs.
S8 Al portals — self-clean 20,000-2,00,000/ = Enterprise SaaS
Portals) . L
listings month
WhatsApp Bot Job seekers in . .
(Phase 2) WhatsApp job groups Free/Premium Premium upsell

4.2 How JobShield AI Works — 40 Detection Signals

Signal Category Signals Analysed

MCA registration check, GST number, LinkedIn

) . 35%
company page, website domain age

Company Verification

NLP analysis of job description — urgency

Language & Content keywords, grammatical errors, vague role 25%

Analysis descriptions, copy-paste patterns
Salary Anomaly Salary vs. industry benchmark for role and o
. 4 o 20%
Detection experience level — flags unrealistic salary offers
Email domain check (Gmail/Yahoo vs. company
Contact Information domain), phone number verification, address 10%
validation
Recruiter Behaviour Past posting history, complaint records, response o
. . 10%
History rate, time-to-close patterns

4.3 Lean Canvas



50 lakh+
Indians
scammed by
fake jobs
annually. Rs.
1,000 crore loss.
No tool to
verify job
authenticity
before applying
or sharing data.

KEY
METRICS

Extension
installs Scam
postings flagged
Premium
conversions
B2B portal
clients

Browser
extension
analyses every
job posting in
real time.
Legitimacy
Score 0—100.
Red flags
highlighted.
Scammer
company
database
maintained.

CHANNELS

Chrome/Firefox
stores LinkedIn
ads College
campus drives
YouTube
influencers

4.4 Financial Plan

NLP Model Development & Training Data

Browser Extension Development

B2B API Development

Cloud Infrastructure

Marketing & User Acquisition

Legal & Compliance

India's first Al
fake job
detector. Works
on all portals.
Free for users.
91%+ accuracy.
Real-time — no
manual
checking
needed.

COST
STRUCTURE

Al model
development
Cloud infra
Marketing
Compliance

First mover.
Proprietary
scammer
database. NLP
model trained
on Indian job
posting patterns.
Strong social
mission.

REVENUE

Premium
subscriptions
B2B API fees
Placement cell
partnerships

Freshers Job
Seekers Job
Portals (B2B)
College
Placement Cells
Government
Employment
Portals

EARLY
ADOPTERS

Engineering
college students
Naukri.com

(pilot)
Government job
portals

Rs. 30 Lakh
Rs. 12 Lakh
Rs. 8 Lakh
Rs. 8 Lakh
Rs. 15 Lakh

Rs. 7 Lakh



Total Investment Rs. 80 Lakh
Year 1 2 lakh 5,000 Rs. 80 Lakh
Year 2 10 lakh 30,000 20 Rs. 5 Crore
Year 3 30 lakh 1 lakh 50 Rs. 18 Crore



CHAPTER - 5: DATA ANALYSIS AND FINDINGS

5.1 Methodology

Data was collected from NCRB cybercrime reports, LinkedIn Transparency Reports,
Kaggle's Fake Job Postings dataset, and an informal survey of 55 recent graduates about their
experiences with suspicious job postings. 10 college placement officers were interviewed

about fake job complaints from students.

5.2 Detection Scenario Analysis

Legitimacy | JobShield

Job Posting Type Red Flags Detected

Score Action
Real MNC Job — SO ye‘nﬁed (MC.A)’
gy salary realistic, professional Green: Safe to
Infosys hiring Java . . 94/100
description, company domain Apply
developer i
email
Data entry job, Rs. Unrealistic salary for role,
40,000/month, work Gmail not company email, Red: Likely
. L 18/100

from home, Gmail vague description, no company Scam
contact registration found
Pharmaceutical . .
company, salary Comipeiy pgr‘ually Yerlﬁed o ) Yellow: Verify

. data collection requirement 45/100 4
realistic, but asks flacoed Before Applying
Aadhaar upfront &8
'Earn from home' Pyramid scheme pattern
social media job, detected, no company 2/100 Red: Scam
referral bonus registration, vague Detected
structure compensation

5.3 Findings

Finding 1: 78% of surveyed graduates had encountered at least one suspicious job posting

in the last 6 months. 23% had responded to a posting that turned out to be fraudulent.
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Finding 2: NLP analysis of a sample of 500 fake job postings identified common linguistic
patterns: urgency language ('Apply now before slots close'), vague role descriptions, and

unrealistic salary-for-experience ratios.

Finding 3: Placement officers reported receiving 10—15 student complaints about fake jobs

per month on average — confirming the scale and frequency of the problem.
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CHAPTER - 6: CONCLUSION AND FEASIBILITY ANALYSIS

6.1 Conclusion

JobShield Al addresses one of India's most widespread and underreported digital crimes —
fake job fraud. By combining NLP, ML, and company verification APIs, JobShield Al
delivers 91%+ detection accuracy in real time, protecting 47 million job seekers from Rs.

1,000 crore+ in annual fraud losses.

The dual product model — free browser extension for users and paid B2B API for portals —
creates a sustainable business model that aligns commercial incentives with social impact.
With Rs. 80 Lakh investment (the second lowest among all five projects), break-even at
Month 14-18, and Rs. 18 crore Year 3 revenue, JobShield Al is both financially viable and

socially valuable.

6.2 Feasibility Analysis

NLP achieves 97.5% accuracy on job fraud datasets.
Technical FEASIBLE v MCA/GST verification APIs available. Browser
extension technology mature.

Rs. 80 Lakh investment. Break-even Month 14—-18. Rs.

Economic FEASIBLE v 18 Crore Year 3 revenue.

Browser extension distribution via Chrome/Firefox
Operational FEASIBLE v store — no physical operations needed. Automated Al
analysis requires minimal manual intervention.

47 million active job seekers. Rs. 3,500 crore

Market FEASIBLE v recruitment market. Rs. 1,000 crore annual fraud
problem. Strong demand validated.
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