
Acronis Firewall Rules (existing rules) 
Last updated: 2024-03-07 
 
Please be aware of the following (remove the red highlighted items if you are adding rules for the first time): 
 

●​  Red highlight ​​ Old rules that can be removed. 
●​  Green highlight ​ New Rules that need to be added. 

 

Host IP Addresses Ports (TCP) Direction 

cloud.acronis.com 45.11.129.61 

45.11.129.62 

443 Outbound 

eu-cloud.acronis.com 45.11.129.38 

45.11.129.39 

443 

8443 

7770-7800 

Outbound 

branded-eu-cloud.acronis.com 185.174.141.71 

185.174.141.72 

45.11.129.71 

45.11.129.72 

443 Outbound 

agents-eu-cloud.acronis.com 185.174.141.40 

185.174.141.41 

45.11.129.40 

45.11.129.41 

443 Outbound 

fes-baas.acronis.com 

abgw-lhr3-arp1-r01.acronis.com 

Abgw-lhr3-arp1-r02.acronis.com 

Abgw-fra2-arp1-r08.acronis.com 

185.151.160.10 - 185.151.160.127 

185.151.163.11 - 185.151.163.37 

45.11.128.11 - 45.11.128.20 

45.11.128.1 - 45.11.128.255 

44445 Inbound 

rs-eu-cloud.acronis.com 45.11.129.38 

45.11.129.39 

8443 Outbound 

bc-baas.acronis.com 45.11.129.38 

45.11.129.39 

8443 

443 

Outbound 

cloud-wr-eu3.acronis.com 

cloud-wr-eu1.acronis.com 

185.151.163.61 

45.11.129.39, 45.11.129.38 

5060 Outbound 

dl.managed-protection.com 

download.acronis.com 

 443 Outbound 



dl.acronis.com 

dl5.acronis.com 

dl6.acronis.com 

dl.acronis.com 

Acronis Firewall Rules (new rules) 
 

Host IP Addresses Ports (TCP) Direction 

cloud.acronis.com 45.11.129.61 

45.11.129.62 

443 Outbound 

eu-cloud.acronis.com 45.11.129.38 

45.11.129.39 

443 

8443 

7770-7800 

Outbound 

branded-eu-cloud.acronis.com 185.174.141.71 

185.174.141.72 

443 Outbound 

agents-eu-cloud.acronis.com 185.174.141.40 

185.174.141.41 

443 Outbound 

fes-baas.acronis.com 

abgw-lhr3-arp1-r01.acronis.com 

Abgw-lhr3-arp1-r02.acronis.com 

185.151.160.10 - 185.151.160.127 44445 Inbound 

rs-eu-cloud.acronis.com 45.11.129.38 

45.11.129.39 

8443 Outbound 

bc-baas.acronis.com 45.11.129.38 

45.11.129.39 

8443 

443 

Outbound 

cloud-wr-eu3.acronis.com 185.151.163.61 5060 Outbound 

dl.managed-protection.com 

download.acronis.com 

dl.acronis.com 

dl5.acronis.com 

dl6.acronis.com 

dl.acronis.com 

 443 Outbound 

 


	Acronis Firewall Rules (existing rules) 
	Acronis Firewall Rules (new rules) 
	 

